@03 (D€
85)(%65@
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am0wdewrs’ 8w evedO®E® Bwisiuwe, DRewld eund edm ecwn edudln OB vgmd @B DO CedD B BwE

05 gD 8
Bedameme ¢pE odtuln Ben® Zd®m mOHEY etwnsies emewe? 9
odda gpwunmw 00 B0 gdmien Bewlnw CaheOD §r JoaBe 15

/’7 SRI LANKA Sri Lanka CERT | cC
o

CERT|cC



1. o108 eddys Beq®(Fake accounts)

D108 edu B TR H@BEEHE HERE®GO OO D oddld Bw® 90 W
B0 gdas 50, OO Ga® OITTVewWsY eSEYW FwLHBIBD D8 ME YR ®.

D108 ededa Sen®s wn,

2D® Daewsy 8wE®maied esednEm BIndwnt ewd ¢dwidn 8 AIw ¢n ¢vd 5 @wEmoed
DO s0ewn sl 8 @B Ga® Dl Bwd® ocs BICIBG enHBe. OO »Ix, (ewd SO
BHDEE, IO cosIEme #f, IO yodred, IO neE) »O gw 83s v Bw edLys
$BHBIB OO Ben® D118 0w BB BND.

0108 Ba® 9D ABO wewr vwm qEedm covecd 8Euem ocwn i®MmEMGO ¢

(008t Bumw nE esInLHE BvE®»® 88n s8uammenl Bedm® RV 0@k Bg BE VD)

I o8&End oddls 8 giB covw 5O D Gey® Do BB

* FEHO 5 8wBmwd, Bw edudyn Ba®0 g dwe(Log in) gnw

o oxiuy goc D18 OO wrim.

o sum Ged qedn 88 Add Friend w0 Message wz options asssimyed ¢mey e e amo
Bt 35 (00e) C@OD 0D,

o  3® B 3 click 82 Report w0 Block @z options @8z ‘Report’ @2x53.

J, Add Frighd Message

Timeline About Friends Photos More »

DO YOU KNOW ASANKA?
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o  orfug cedm Boed ‘Report this account’ emdchesiz

Help Us Understand What's Happening

What would you like to do?

Report something shared by =

Report this account

Recover or close this account

I want to help |

o  oxjuy Aded evemm @¢Bx3 ‘This timeline is pretending to be me or someone I know’
Clobferlakat)

Help Us Understand What's Happening

What's wrong with this account?
This person is annoying

=  This timeline is Eretending to be me or

someone | kKnow

This timeline is full of inappropriate content

This is a fake account

This profile represents a business or
organization

This timeline is using a fake name

Back Continue

CERT|CC
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o  oxiuyg Cem Aded ‘Me’ enddnsin

Help Us Understand What's Happening

Who are they pretending to be?
" Me
Someone | know

A celebrity

o 3D Dnewsy eusIdm Boed ‘Submit to Facebook for Review’ endsxsis

What You Can Do

Based on what you chose, here's a few things you can do.

Submit to Facebook for Review
B os oo nesas i B e S
Report this profile t goes agzainsit our Community Standards

=

Hide all from I
E’“ You won't see posts from Asan

@xvesey ‘Done’ wmeds’ endd D10 Br® edtdagl guwnmwd Dibm BBO gdes’ mosin.

o0 edlEy 00n 0w MmO B1®ME edEy O8sT Swin WO amd D Ba® @b B3O
el e0R3O RPsT 9rTerd 8¢ mB. dPTed Biemw gdwisy Bdewws @d.
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1I. 518 EWC odLlY Ga® B dews HO D118 Bey® 9oy BB wews svn csecs
BEulxm s qm® ecsinm.

odudx)s Sa® 5B ¢w v EDH® DWEBWR edEYW OB wewr & B gmd VYO »esTed Sdvd
5053 8w © ety 0dOm #REH WS D118 Ga® @b WMSOBOD WOGD WE V®. & BEWI BWD
e wa@ws(URL/Link) ewic on wim.

https://www.facebook.com/help/contact/295309487309948

(@® wecwr gs¥m8he snyE®® 88n 8iuemmer ©w O @n @d)

@B el 5 8emm w6 ¥ e®w Bwr MBI ¥ 00 MO & oo 8O ewmme ¢®mo (0112
691 692) evd 5e0E 8&addws svm Ee®E EBHWO ewi@ BBe®xy @ v» vz report@cert.gov.1k)

OB ¢ B cvecel e)0OnG BBe®sY D118 Ber® O HIOGBEE eSLBYH GBI W Dw WiW.
0082 9® ylOEwWO aog D1 Beye® wa8s(URL/Link) B0:680 adws .

URL &% @3 o B® wews @8 d(Address bar) ¢ifods a@ydes emdes Bossi(Copy) »3 o3

&« C & https://www.facebook.com;/ g g cez

O

2. 5 8&E®C »OO ey wiw amdas s&mdd(Messages), 8806 BBO, m&smw RO
D0 B (BB OB O

* OB HB®WBEEH R¢ 89, OO Howmw o) Bem® 8080 (Block) B8O cueced ecsin.

o I wcw sum Ged ueds 88 Add Friend o Message wz options asssimed ¢mey ©e
0ot @m0 B 35(e..) C1@OD DD,

o ©® B 3 click 80 Report w0 Block w» options @=»8z3 ‘Block’ @253,

Q

4, Add Friend Message

Timeline About Friends Photos More v o
Report

DO YOU KNOW ASANKA?
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https://www.facebook.com/help/contact/295309487309948

o  oxjuyg Cedm Aded "Confirm" A8 g Ben® ad8d(Block) me wim.

Confirm Block

Are you sure you want to block G’

&= m-e=0 Will no longer be able to:

= See things you post on your timeline
= Tag you

= [nvite you to events or groups

= Start a conversation with you

= Add you as a friend

ITf you're friends. blocking G ""i!! 2/s0 unfriend him.

3. u5@&EWC Bw elEys Ga® wid(Hack) 80m0 @ & 418 9D 58w md» ¢duEddn 5@

@B Bw oty Bam® wicyy gddned Eah ¢vY e®F Bed®0 Yduvew v€ 88YB®I(reset)
e 8 €s(URL/Link) eosizn 0om 0wd (0mdn gmwed ond 6utd g-men 0onizn 00s Gea® &
B BBHWBO OB V. ©® wewo swn D s(URL/Link) ewico oxvm.

www.facebook.com/hacked

oriuy swm Gwed cuedm ©82 ‘My Account is Compromised’ 98z3 emdd, Sa® 30
yBEdume (Reset) B3O ¢das wa@s(URL/Link) 8¢ 0®F 8€q@0 owd dwid goma 8w ¢dmOmed
COBIBZN OB DD

Report Compromised Account

If you believe your account has been compromised by another person or a virus, please click
the "My Account Is Compromised” button below. We'll help you log back into your account so
that you can regain control.

My Account Is Compromised 1<)

SRILANKA Sri Lanka CERT | CcC
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http://www.facebook.com/hacked

4. amdudewsy 8w 0ued®E®m Brwisinen, dBewidn ewd e ecwn edudr)s O8sT sgmd
B DO e 18wE DE8 vun wewsy w€s(Link/URL) 8853 & 90 edudgs grenmas
eDn ¢530 OO axtndonwst edudl demsy PO WS O Vi

https://www.facebook.com/help/contact/144059062408922

& https facebook.com/help/ contact/144059062408922 e || ®searen + A B O

facebook I ———————

# Desktop Help Engiish (US)

Report a Privacy Rights Violation

is channelis reserved for people reporting potential violations of their privacy rights concerning their
you're writing in about something else, please return to the Help Center.

If you need help because someone is threatening to share something you want to keep private, follow this steps outined in

5. oD ¢dud

B0 edmed BB Db D 2DEOERE d® HOD & Con ©dnm ImOm Svnewsy ewd ed®E
@Eoewsy 0w mE VB, g awne 8O @R mSBdhm ede CRh 280 mOYn Y

Sri Lanka CERT
B Como ©0t3enm »I B0 3083¢w
+94 112 691 692

report@cert.gov.lk

g ©7) ICTA ®penmed gnadd 8¢B wedn v S80F eOnE svEm® g@imsiaw wdenst
BoFd@m 05 Ssed @B, 0090 ¥ w88 goeens wewr OB “HEW w6 0w,
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6. SeSameme @c Gea® Jwin®m mOTHYsT ewwinsIes’ emedde?

o 20 O®E 8rdwed Dx Ba® PO WOsIzN ewws B ¢Des O O e
D0 Bene® emdnd; Bewd O eCH 9CEE eI wnHw 00D Wi en Bewlvwn
widw g @ & e omBd Homed H@HEEH Bw gdwmiewmwd Woien i8mo WS
aldmoen Bowlww @88 wwedsy cas om gywo.

OO Co gl Bewlns edEgy edn @ @®(Upload) B83® 8¢ dDmned sun s8dech.

o s 898s(URL/Link) 8¢ gdwsed(Browser) 088 m»dzim

www.facebook.com/records

-)'/i Pozilla Firefox Start Page > -

SJacebook.comyrecords]

o 95l D e DHmed B¥D BDHHBIG

Law Enforcement Online Requests

Request Secure Access to the Law Enforcement Online Request System

We disclose account records solely in accordance with our terms of service and applicable law.

If you are a law enforcement agent who is authorized to gather evidence in connection with an official investigation, you may request records from
Facebook through this system.

v lam an authorized law enforcement agent and this is an official request

Request Access

o edud penme Be Gad® BBuried dudmd @ 8® & wewr Be s Y ylocwemo
o0l BB 8OIBTD grsmmemO 8 8¢ »O&.
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e ou» ‘I am an authorized law enforcement agent and this is an official request’
enmdd ‘Request Access’ 95 80 swn Bowd @2 s8e.

Request Access

Email e police.lk

Enter your email address to receive a unigue link to the Law Enforcement
Online Request System. The link will give you access to the system for one
hour.

l. @®«¢ Submit mc 80 dxed anc edmdem Bewlnw ey edm Wdm wnmed ewd
BenBwoed m8wBw 8dgs EBmw(Official Email address) eon 9® admden Bewdnw
adeci®(Upload) B8® eewo ©wa:8s(URL/Link) edugs amwme @857 6008, @88 gm
WOy 2w I CBES Sw yne.

.  cdewsy B »c 8dgs E8mex Sw yne (¢¢: example@police.lk)

II. ©c®® 29 898:s(URL/Link) Swod@md s0Bsfes? oo s®&
[0© Bewo e 8w Se®F Ba® o e¢v) BE8w @B edug) gpwenmw O8] 90
;o 0a&€s(URL/Link) @ oB3® wews 8e S 8aa® ©sds 3 98w g «.]

£
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2. or¥ey odudlw ewnmwe ¢ wd&s(URL/Link) @2 §EsY oo g7 60dsmnd 0@ Geq@
C1od. O vHm 88 ed.

Access the Law Enforcement Online Requests System January 20, 2016:2:04. PV

From: | E&eccrds-noreply:"\
To: S ——

The following link allows authorized law enforcement officials to securely access our Law

Enforcement Online Request System. _Jhe ldipk expirec in ope hoyr, You do not need a login

or password. If you do not use this link within an hour, you must return to
facebook.com/records to request a new secure link.

To access our Law Enforcement Online Request system click
https://vww.facebook.com/records/x/login/auth/?
token=dnJKeE1ScU42aTNVcEFWNn1SySurtkIfgwt6b7A4MUsjFj_rnuw@QeVZ4roQFAA
Thank you,

Law Enforcement Response Team

WARNING: Requests made through this system may be made only by governmental entities
authorized to obtain evidence in connection with official legal proceedings pursuant to
Title 18, United States Code, Sections 2703 and 2711. Unauthorized requests will be
subject to prosecution. By using this token you are acknowledging that you are a
government official making a request in official capacity

3. 9® ea€s(URL/Link) click e 80 ew@ dned sunn med@. 982 gcg 0m0nd 1S
BC @re.

Law Enforcement Online Requests

Email e police.lk
Name

Title
Organization
Phone Number

Location | Cit

7

Postal Code

Submit

About Create Ad Create Page Developers Careers Privacy Cookies Terms Help

Facebook ®
English (US

/’7 SRILANKA Sri Lanka CERT | CcC
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4. oriuyg ewd dmed edmden Bewlnw 988un mE ¢n FmwdB. dw §ED eCw B¥D
&m0 wd Seded.

Requestor information Edit

Email 4.
Name m—
Title
Organization S
Phone Number

Location Colombo, SriLanka

Records Request

warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is generally

Please complete all fields below and be sure to attach all relevant documentation. A U.S. search

required to compel disclosure of user content

The Law Enforcement Response Team reviews each request separately and discloses account records solely in accordance with our terms of service and applicable law. Additional
am Law Enforcement Guidelines.

book or Ins

information can be found in the F

Internal Case Reference Number
Legal Process Select One ~
Nature of Case Select One «
Legal Process Signed Date [ca)
Request Due Date - cm)
Accounts Facebook «

Select -
| Choose | No file
Choose File | No file
Choose File | No file
‘Choose File | No fi
Choose File | No file chosen

Requesting Records Between

Documentation

1 am a law enforcement agent authorized to request account records and all the information | have provided is

accurate.
Submit

¢ @82 ‘Internal Case Reference Number’ w@ews 88 erwnmrews’ e@® 58D wewr 0@

OBIB) GomB FRCB WOBIB

Requestor Information Edit

Email «@E——
Name E—
Title
Organization NS
Phone Number S

Location Colombo; SriLanka

Records Request

Please complete all fiekis below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is generally
required to compel disclosure of user content

The Law Enforcement Response Team reviews sach request separately and discloses account records solely in accordance with our terms of service and applicable law. Additional
book or Instagram Law Enforcement Guidelines.

information can be found in the F

< ternal Case Reference Number>
G4l Process  Select One ~

Nature of Case Select One ~

Legal Process Signed Date d )
Request Due Date dd [Con)
Accounts Facebook «

Requesting Records Between Select v

hoose File
Choose File
Choose File
Choose File
il

Documentation|

accurate.
Submit

| No file chosen

No file chosen
| No file chosen
| No file chosen
No file chosen

1 am a law enforcement agent authorized to request account records and all the information I have provided is

SRI LANKA
CERT|CC
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o ‘Legal Process’ sews ‘Court Order/Request (Outside US) endssis

Please complete all fiekis below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is generally
required to compel disclosure of user content.

The Law Enforcement Response Team reviews each request separately and discloses account records solely in accordance with our terms of service and applicable law. Additional
information can be found in the Facebook or Instagram Law Enforcement Guidelines.

Internal Case Reference Number

Nature of Case « Select One

Legal Process Signed Date 17/ _Court Order/Reguest (Outside US)
Request Due Date |7/  Emergency
Accounts Subpoena Add

Requesting Records Between Court Order 2703(d)

Documentation  Court Order (Other)
Search Warrant (Domestic US)
Pen Register/Trap and Trace

Title 111

MLAT Search Warrant
I am a law enforcement agent authorized MLAT Court Order 2703(d) e information | have provided is
Scourate: Production Order
Decreto/Ordine
Auskunftsersuchen
Regquisition judiciaire
About Create Ad Create Page Developers Section 58 Reguest rms Help
Authorisation
Facebook ® 2015

English (US) Privacy Act Reguest

Section 91 Request
RIPA - Grade 1
RIPA - Grade 2
RIPA - Grade 3

e ‘Nature of Case’ wcwn aog of onddsin). m»H8ed €8Dndw 0@88 enddsis.(¢¢: Child
Abuse 0235602 )

Records Request

Please complete all fields below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is general
required to compel disclosure of user content.

The Law Enforcement Response Team reviews each request separately and discloses account records solely in accordance with our terms of service and applicable law. Ad¢
information can be found in the Facebook or Instagram Law Enforcement Guidelines.
Internal Case Reference Number
Legal Process Select One »

Nature of Case[aid¥ilRd

Legal Process Signed Date '/ » Select One

Request Due Date |*]|  Child Exploitation
Accounts  Child Exploitation (Potential Harm) Add
Requesting Records Between Fake/Hacked Profile
Documentation ~ S¢* Crime

Assaul/Homicide

Terrorist Activity

Gang Activity

Threats/Stalking
I am a law enforcement agent authorized|  Frayd or Theft ie information | have provided is
accurate,

Other

CERT|CC
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e onfug ‘Legal Process signed date’(e3mden Boewdow cd o Emws) » ‘Request
Due Date’(@cog 05000 @das D2 @Dt E56) 66w0 &E &5 Dmdin) wews’ mOBID.
0082 500 CA VB ddas O odudyW Bame® wad8s(URL/Link) w@ecwsy m»c gne.
o8B 8 907 ewewn 9O Bee® emond gidwler S B B0 eduP PwemHme WO
8.

Records Request

Please complete all fiekis below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is gt
required to compel disclosure of user content

ch

The Law Enforcement Response Te:
information can be found in the

eview

equest separately and discloses account records solely in accordance with our terms of service and applicable Iai

ook or | aw Enforcement Guidelines.

Internal Case Reference Number
Legal Process Select One
Nature of Case Select One =

Legal Process Signed Date

aa

Request

Requesting Records BetWeen v Facebook

Documentation Instagram
Choose File | No file cl

| Choose File | No file chosen
| Choose File | No file chosen

1 am a law enforcement agent authorized to request account records and all the information | have provided is

accurate.
Submit

About Create Ad  Create Page Developers Careers Privacy Cookies Terms  Help

¢ ‘Documentation’ ey @8moen Bowlow wn O gpe »08 E8 oddn DO
gdoci®d(Upload) mc gne. 9sisg ‘I am a law enforcement agent authorized to
request account records and all the information I have provided is accurate’
©nd0 00w edEy ‘Submit’ eaiFdn® click e gne.

Requestor Information Edit

Email «u——.
Name m—
e

Organization TS

Phone Number R

Location Colombo, Sri Lanka

Records Request

Please complete all fiekis below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is generally
required to compel disclosure of user content.

The Law Enforcem iscloses account records solely in accordance with our terms of service and applicable law. Additional
information ¢ b 1 wforcement Guidelines.

Internal Case Reference Number
Legal Process Select One ~
Nature of Case Select One »
Legal Process Signed Date =
Request Due Date [c
Accounts| Facebook « Add

Requesting Recorgsss

Documentation gnoose File | No file chosen

hoose File | No file chosen
Choose File | No file chosen
Choose File | No file chosen
Choose File | No file chosen

1am a law enforcement agent authorized to request account records and all the information | have provided is
accurate.

Submit

SRI LANKA Sri Lanka CERT | CcC
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5. edugs pwemme 0dn wd0 edmien Bewlonw CROD ¢n) GomaBe.
0088 8810 amymED <///> 3 @B Bedns 8cBw gne.
(e®s B68yn g1mde 012 888md6s 00m® §1Baqad= exes )

Facebook, Inc. Date:.....[........ Lo,
Attn:Security Department/Custodian of Records
1601 California Avenue

Palo Alto, CA 94304

COURT ORDER FOR THE CASE NUMBER ..ccco.ocoiiiviiiiiiiinnnnne,

OF <Place of the Magistrate court> MAGISTRATE COURT ..........

1. Type of request: Formal legal request

Acting under the direct supervision and with the authorisation of < name of magistrate

>, Public Prosecutor at the criminal court of < Name of the city >.

2. Authorized law enforcement Agent information:

SRI LANKA Sri Lanka CERT | CcC
CERT|cC
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3. Description of the investigation:

Regarding the case of < nature of the offense to be completed by the investigator >,

defined in the article(s) < Articles defining the offense > of the Sri Lankan Criminal Code officially
request:

Articles supporting the request: Articles 99-3 and 100 to 100-7 of the Criminal Procedure Code.
REQUEST:

Facebook Inc.

Attn: Security Department

4 Grand Canal Square

Dublin 2

Ireland
TO PROVIDE US: In the case at hand, all data regarding:

- Facebook-ID / Email address: Eg: jean.dupont.3727
- URL: https://www.facebook.com/jean.dupont.3727

aeg 0108 Bene® wa8€s(URL/Link) 0@8 aincs mosdm

SRI LANKA Sri Lanka CERT | CcC
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4. Information needed from Facebook:

Period: .......... [ Loeeeeeeeeeeenn, [0 TP [ivinninn. [oveeeeeenann.

I. - Dbasic subscriber details,
Il. - IP address logs with timestamps including:

* IP address when creating the profile,

* |P address of the last connection,

* IP addresses of all possible access to account
I11. Contact list(s).

IV. Any other details in the account which can lead to trace the person
(e.g. Mobile phone numbers )

5. DO NOT DISABLE UNTIL ..../ e/ eueruennen.

The Magistrate,

Magistrate Court ........

Colombo,

Sri Lanka.

SRI LANKA
CERT|cC

17

Sri Lanka CERT | CC



