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1 ABOUT SRI LANKA CERT|CC                                                                                   

1.1 INTRODUCTION 

The	Sri	Lanka	Computer	Emergency	Readiness	Team	|	Coordination	Centre	(Sri	Lanka	CERT|CC)	
is	the	national	centre	for	civilian	cyber	security	in	Sri	Lanka,	mandated	to	protect	the	nation’s	
information	infrastructure	and	to	coordinate	protective	measures	against,	and	respond	to	cyber	
security	threats	and	vulnerabilities.	

1.2 ESTABLISHMENT 

As	the	national	CERT	of	Sri	Lanka,	Sri	Lanka	CERT|CC	acts	as	the	central	hub	for	cyber	security	of	
the	 nation.	 It	 is	 the	 single	 trusted	 source	 of	 advice	 on	 the	 latest	 threats	 and	 vulnerabilities	
affecting	 computer	 systems	and	 networks,	 and	a	 source	 of	 expertise	 to	 assist	 the	 nation	 and	
member	organizations,	in	responding	to	and	recovering	from	Cyber-attacks.			

Sri	 Lanka	 CERT|CC	 was	 established	 on	 1st	 of	 July	 2006	 as	 a	 subsidiary	 of	 Information	 and	
Communication	 Technology	 Agency	 of	 Sri	 Lanka	 (ICTA).	 ICTA	 is	 the	 Government	 Agency	
responsible	for	the	development	of	IT	Infrastructure	and	Policy	in	Sri	Lanka.	Thereafter,	Sri	Lanka	
CERT	 was	 made	 independent	 of	 ICTA	 in	 2018	 and	 was	 assigned	 to	 the	 Ministry	 of	 Digital	
Infrastructure	and	Information	Technology.	In	the	year	2019,	Sri	Lanka	CERT	was	assigned	to	the	
Ministry	of	Defence	 and	 later	was	 reassigned	 to	 the	Presidential	 Secretariat	 in	October	2020.	
Currently	Sri	Lanka	CERT	serves	the	Ministry	of	Technology	under	the	purview	of his excellency 
the President of Sri Lanka from 2021 onwards. 

The	newly	appointed	CEO	commenced	his	duties	from	1st	January	2021.		At	the	end	of	December	
2021,	 the	headcount	 comprised	of	 twenty-seven	 (27)	 staff	members.	 	 This	 included	the	Chief	
Executive	 Officer,	 Head	 of	 Research,	 Policy	 and	 Projects,	 Head	 of	 Human	 Resources	 and	
Administration,	 Chief	 Information	 Security	 Engineer,	 seven	 Information	 Security	 Engineers,		
Associate	Information	Security	Engineer,	Program	Manager,	Project	Manager,	four	Information	
Security	 Analysts,	 two	Associate	 Information	 Security	 Analysts,	 ,	 Admin	&	Account	 Assistant,	
three	 Associate	 SoC	 Analysts	 and,	 three	 Trainee-Call	 Centre	 officers,	 there	 were	 seven	
undergraduate	interns	assisting	the	operations.	Seven	staff	members	were	recruited	during	the	
year	2021.		

All	staff	are	highly	skilled	and	experienced	in	different	areas	of	information	security	and	have	
achieved	 corresponding	 Information	 security	 certifications	 that	 are	widely	 recognized	 in	 the	
industry,	 such	 as	 SANS	GCIH,	Microsoft	MCSE,	EC-Council	 Certified	Ethical	Hacker	 (CEH)	 and	
Certified	Hacking	Forensics	Investigator	(CHFI),Certified	Information	Systems	Auditor	(CISA)	by	
Information	Security	Audit	 and	Control	Association	 (ISACA),	 CISCO	CCNA,	CCSP	and	CISSP	by	
International	Information	Systems	Security	Certification	Consortium;	(ISC)2.	

1.3 CONSTITUENCY 

Sri	Lanka	CERT|CC’s	constituency	encompasses	the	non-defence	cyber	community	of	Sri	Lanka	
(private	and	public-sector	organizations,	and	the	general	public).	Sri	Lanka	CERT|CC	maintains	a	
good	rapport	with	the	government	and	private	sector	establishments	and	extends	assistance	to	
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the	general	public.	In	accordance	with	its	mandate,	Sri	Lanka	CERT	|	CC	gives	priority	to	requests	
for	assistance	from	the	government.	Requests	from	the	private	sector	are	accommodated	where	
possible.	

2 VISION & MISSION                                                                             

2.1 VISION 

“To	 be	 Sri	 Lanka’s	 flagship	 organization	 and	 trusted	 source	 of	 advice	 on	 threats	 and	
vulnerabilities	to	Information	Systems	through	proactive	prevention	and	effective	action.”	

2.2 MISSION 

• To	be	the	single	and	the	most	trusted	point	of	contact	for	Information	Security	in	Sri	Lanka.		
• To	protect	Information	Technology	users	in	the	Public	and	Private	Sector	Organizations	and	

the	 General	 Public	 by	 providing	 up-to-date	 information	 on	 potential	 threats	 and	
vulnerabilities	and	by	undertaking	computer	emergency	response	handling	services.		

• To	act	as	the	most	authoritative	national	source	for	all	ICT	security	related	issues	across	the	
nation.		

• To	link	with	other	CERTS	and	CSIRTS	around	the	world	to	share	the	knowledge	and	know-
how	relating	to	Information	security.		

3 CHAIRMAN’S REVIEW 

The	year	2021	continued	to	be	challenging	 for	Sri	Lanka	CERT,	due	 to	 the	 lingering	Covid-19	
pandemic.	The	staff	of	Sri	Lanka	CERT	carried	out	their	duties	conforming	to	government	health	
guidelines,	 including	 getting	 vaccinated.	 Cyber	 incidents	 continued	 their	 trend	 of	 growing	
annually.	

Sri	Lanka	CERT	successfully	carried	out	all	operations	and	services,	aided	by	low	staff	attrition.	

Sri	Lanka	CERT	was	 instrumental	in	a	significant	 improvement	 in	the	National	Cyber	Security	
Index	(NCSI),	rising	to	69	from	98	previously,	out	of	160	countries.	This	was	a	commendable	effort	
by	all	staff	and	the	new	CEO.	

Sri	Lanka	CERT	also	completed	the	following	national	surveys:	

a)	Identifying	Organizations	maintaining	Nationally	Critical	Information	Infrastructure	relating	
to	Information	Security.	

b)	Public	Officers	Information	and	Cyber	Security	Readiness	

c)	Supply	and	Demand	Assessment	of	Cyber	Security	Professionals	

Awareness	 training	 and	 workshops	 were	 conducted	 for	 approximately	 30	 entities,	 of	 which	
approximately	50%	were	Critical	Nationally	Important	Infrastructure	(CNIIs)	entities.	

Commitments	 to	 staff	 capacity	 building	 continued	 to	 be	met	with	 targeted	 training	 delivered	
through	APNIC	and	Cyber4Dev.	
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The	 Annual	 National	 Cyber	 Security	Week	 Conference	 2021	was	 once	 again	 held	 online,	 and	
concluded	 successfully	with	 increased	and	active	participation.	This	 included	Live	 Streaming,	
reflecting	the	preferences	of	changing	participant	demographics.	

Notable	achievements	during	the	year	included:	

a)	Launching	a	Tri-lingual	Web	Portal	

b)	Opening	a	Contact	Centre	

c)	Developing	a	NVQ	Level	5	Information	and	Cyber	Security	Technology	syllabus	

d)	Publishing	Minimum	Information	Security	Standards	

The	Board	Audit	Committee	established	the	previous	year,	conducted	02	meetings	during	2021.	

I	take	this	opportunity	to	thank	the	Secretary	and	the	staff	of	the	Ministry	of	technology	for	their	
invaluable	support	during	the	year.	I	also	wish	to	thank	my	fellow	Board	members	and	the	staff	
of	Sri	Lanka	CERT	 for	their	unstinted	commitment	and	co-operation	throughout	 the	year,	and	
look	forward	to	building	on	our	success	in	the	coming	year.	

Mr.	Rohan	Muttiah		
Chairman	

4 BOARD OF DIRECTORS 

1. Mr.	Rohan	Muttiah	-	Chairman	
2. Maj.	Gen	Renuka	Rowel	
3. Eng.	Rohan	Seneviratne	-	Resigned	on	18	May	2021	
4. Mr.	Oshada	Senanayake	
5. Mr.	Madhu	Rathnayake	
6. Mr.	Channa	De	Silva	
7. Dr.	Ruvan	Weerasinghe	-	Resigned	on	17	June	2021	
8. Mr.	Jayantha	Fernando	
9. Mr.	Vimukthi	Janadara		
10. Mr.	K	V	K	Alwis	

5 ACTIVITIES & OPERATIONS 

5.1 RESPONSIVE SERVICES 

This	service	is	triggered	by	events	that	are	capable	of	causing	adverse	effects	on	constituents’	
Cyber	Systems.	Examples	are	Spam,	Virus	infections	and	unusual	events	detected	by	an	Intrusion	
Detection	System.	

Sri	 Lanka	CERT	handles	 information	 security	 incidents.	This	 service	 involves	 responding	 to	 a	
request	or	notification	by	a	constituent	on	an	unusual	event	that	has	been	detected,	which	may	
affect	the	performance,	availability	or	stability	of	the	services	or	cyber	systems	belonging	to	that	
constituents.		
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5.2 AWARENESS SERVICES  

This	service	is	designed	to	educate	our	constituents	on	the	importance	of	information	security	
and	related	topics	ranging	from	information	security	fundamentals	and	best	practices	to	recent	
issues,	such	as	the	latest	cyber	threats	and	attacks.	

Alerts	&	Advisory	

This	 service	 provides	 early	 warning	 signals	 to	 the	 constituents	 regarding	 Computer	 viruses,	
hoaxes,	security	vulnerabilities,	exploits	and	other	security	issues,	and	where	possible,	to	provide	
short-term	recommendations	for	dealing	with	the	consequences	of	such	attacks.	

Currently,	 alerts	 are	 posted	 on	 Sri	 Lanka	 CERT	 |	 CC	 website.	 Constituents	may	 also	 join	 the	
mailing	list	by	subscribing	to	receive	alerts	via	e-mail.		

Seminars	&	Conferences	

This	 service	 is	 provided	 with	 the	 intention	 of	 raising	 awareness	 about	 the	 most	 current	
information	security	issues,	security	standards	and	best	practices.	The	aim	is	to	help	constituents	
to	significantly	reduce	the	probability	of	being	victims	of	a	cyber-attack.	Seminars	can	even	be	
tailored	to	address	specific	information	security	related	issues	through	special	requests.	

Workshops	

This	service	is	aimed	at	increasing	the	constituents’	awareness	of	information	security.	However,	
unlike	 seminars,	 these	 are	 more	 technically	 oriented	 and	 targeted	 at	 IT	 professionals,	 who	
perform	daily	tasks	related	to	information	security.	Workshops	will	be	arranged	regularly,	or	on	
request,	 by	 Sri	 Lanka	 CERT	 |	 CC	 for	 its	 constituents	 addressing	 general	 topics.	 If	 desired,	
constituents	may	submit	specific	information	security	related	topics,	so	that	the	workshops	are	
tailored	to	their	needs.	

Knowledge	Base	

The	Knowledge	Base	is	a	passive	service	offered	by	Sri	Lanka	CERT	|	CC	to	interested	constituents	
through	documents,	articles,	news	items,	etc.	published	on	the	Sri	Lanka	CERT	|	CC	website	and	
the	 media.	 The	 aim	 of	 this	 service	 is	 to	 provide	 a	 range	 of	 knowledge	 resources	 to	 the	
constituency,	enabling	anyone	from	a	home	user	to	an	IT	professional	to	find	useful	information	
to	help	boost	their	understanding	of	information	security.		

5.3 CONSULTANCY SERVICES  

This	service	is	aimed	at	providing	constituents	with	means	of	determining	the	adequacy	of	their	
information	security	systems,	and	to	take	necessary	steps	to	strengthen	its	defences.	

Technical	Assessments	

This	 service	 is	 aimed	 at	 reviewing	 and	 analysing	 the	 security	 infrastructure	 and	 procedures	
adopted	within	an	organization	based	on	the	experience	of	Sri	Lanka	CERT	|	CC's	 information	
security	 Team	 and	 certain	predefined	parameters.	 The	 end	 result	 is	 a	detailed	 report	 on	 the	
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weaknesses	of	the	client	organization's	current	ICT	infrastructure,	where	improvements	need	to	
be	made	and	how	such	improvements	should	be	implemented.		

Advisory	for	National	Policy	

As	the	primary	authority	on	information	security	in	Sri	Lanka,	Sri	Lanka	CERT	|	CC	is	responsible	
for	developing,	introducing	and	enforcing	information	security	standards	to	its	constituents.	

5.4 MANAGED SERVICES  

Sri	Lanka	CERT	|	CC's	managed	security	services	offering	is	designed	to	strengthen	the	security	
posture	of	the	organisation	or	business	by	providing	the	expertise	and	support	that	is	needed	to	
detect,	prevent	and	remediate	any	cyber	security	related	threats	to	your	IT	infrastructure.	

Vulnerability	Assessments	

Sri	 Lanka	 CERT	 |	 CC's	 vulnerability	 assessment	 service	 helps	 an	 organization	 to	 improve	 its	
security	posture	by	identifying	vulnerabilities	before	they	become	security	incidents.	Our	experts	
use	a	proven	combination	of	industry	tools,	best	practices	and	in-house	techniques	to	probe	the	
network/	devices	for	vulnerabilities	and	hence	identify	potential	areas	of	risk.	

Penetration	Testing	

Sri	 Lanka	CERT	 |	 CC	provides	an	 internal	and/or	an	 external	penetration	 testing	 service	 that	
involves	simulating	real-world	attacks	to	provide	a	current	view	of	vulnerabilities	and	threats	to	
the	client's	network	infrastructure.	

These	 assessments	begin	with	 a	discovery	process	 to	develop	 a	baseline	profile	 of	 accessible	
services,	ports	and	systems	as	targets	for	further	internal	or	external	penetration	testing.	

The	process	involves	an	in-depth	analysis	including	manual	probing	to:	

• Test	identified	components	to	gain	access	to	the	networks	
• Network	devices	such	as	firewalls,	routers,	and	switches	
• Network	services	such	as	web,	DNS,	email,	ftp,	etc.	
• Determine	possible	impact	or	extent	of	access	by	attempting	to	exploit	

vulnerabilities	

A	detailed	report	is	provided	with	findings	and	recommendations	

System	Hardening	

The	 purpose	 of	 system	 hardening	 is	 to	 eliminate	 as	many	 security	 risks	 as	 possible.	 This	 is	
typically	 done	 by	 assessing	 the	 systems	 against	 the	 security	 best	 practices.	 There	 may	 be	
continuous	changes	to	the	information	systems	of	the	organization.	As	a	result,	it	may	introduce	
new	 vulnerabilities	 due	 to	 misconfiguration,	 and/or	 unnecessary	 software/services	 etc.	 A	
detailed	report	will	be	provided	with	findings	and	recommendations.	

On-site	and	off-site	consultation	
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This	service	mainly	focuses	on	incident	response.	The	main	purpose	of	this	service	is	to	ensure	
that	the	client	is	not	unduly	burdened	with	day	to	day	information	security	related	incidents.	

• Over	the	phone	consultancy	
• On-site	incident	handling		
• Timely	response	and	mitigation	to	incidents	occurring	at	customer	premises	
• Review	of	security	policies	and	processes	 

5.5 DIGITAL FORENSICS INVESTIGATIONS 

Sri	Lanka	CERT	|	CC	digital	forensics	team	has	been	offering	the	service	since	year	2010	and	has	
well	 experienced	 digital	 forensics	 investigators.	 Sri	 Lanka	 CERT|CC	 is	 equipped	with	 globally	
acceptable	tools	and	adheres	to	globally	recognized	digital	forensics	procedures.	

Furthermore,	 Sri	 Lanka	CERT	 |	CC	 conducts	digital	 forensics	 training	programs	and	technical	
workshops	 for	 both	 local	 and	 international	 audiences.	 Sri	 Lanka	 CERT	 |	 CC	 has	 successfully	
conducted	 tailor-made	 digital	 forensics	 training	 programs	 for	 public	 and	 private	 sector	
organization	based	on	client	requirements.	

5.6 RESEARCH & POLICY DEVELOPMENT 

Sri	Lanka	CERT	|	CC	Research	and	Policy	Development	division	was	established	with	the	intention	
of:	

• Developing	strategies	and	formulating	policies	related	to	information	security	and	cyber	
security	for	the	nation	

• Conducting	 national	 level	 surveys	 on	 the	 various	domains	 related	 to	 information	 and	
cyber	security	

• Conducting	research	on	cyber	threats	and	issuing	alerts	on	possible	threats	
• Coordinating	special	projects	related	to	information	security	and	cyber	security.	

6 OPERATIONAL PERFORMANCE (ROUTINE RESPONSIBILITIES & PROJECTS) 

6.1 INCIDENT HANDLING SUMMARY 
Sri	Lanka	CERT|CC	being	the	national	contact	point	for	all	cyber	security	related	matters,	receives	
numerous	incident	reports/complaints	relating	to	the	country’s	national	cyber-space	from	both	
domestic	and	international	partners.	
	
The	types	of	incidents	received	by	Sri	Lanka	CERT	include	incidents	related	to	social	networks,	
email	 compromise,	 phishing,	 web	 site	 compromise,	 scams,	 malicious	 software	 issues	 and	
ransomware,	privacy	violations,	 financial	 frauds,	compromised	unique	 IP’s	extracted	 from	the	
information	collected	by	automated	systems	operated	by	international	organizations.	Majority	of	
the	reported	 incidents	 fall	 in	to	 the	category	of	social	media	related	 incidents	and	on	average	
more	 than	1400	 cases	 are	 reported	 each	month.	Among	 the	 social	media	 incidents,	 Facebook	
incidents	were	the	highest.		
	
The	Table	1	depicts	the	distribution	of	various	types	of	incidents	reported	to	Sri	Lanka	CERT	in	
the	year	2021.	All	the	incidents	reported	to	Sri	Lanka	CERT	have	been	resolved	satisfactorily.	
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Incident	Type	 No	of	Incidents	2021	

DDOS	 13	
Ransomware	 45	
Abuse/Hate/Privacy	violations	 182	
Malicious	Software	issues	 10	
Phone	Hacking	 7	
Scams	 322	
Phishing	 98	
Website	Compromise	 282	
Financial/Email	frauds	 115	
Intellectual	property	violation	 8	
Server	Compromised	 13	
Social	media	 16975	
Other	 144	

Table 1: Number of reported incidents in year 2021 

6.2 CONSULTANCY SERVICES 

Sri	Lanka	CERT	continues	to	provide	consultancy	services	in	response	to	requests	made		by	both	
the	public	and	private	sectors.		

6.3 INFORMATION SECURITY MANAGED SERVICES 
	

1. CERT	was	able	to	deliver	the	following	security	managed	services;	
• External	penetration	testing	
• Internal	penetration	testing	
• Device	configuration	reviews	
• Network	architecture	reviews	
• Application	security	assessments	
• Server	OS	configuration	reviews	

6.4 APPLICATION SECURITY AUDITS 
 
Sri	 Lanka	 CERT	 performed	 Web	 and	 Mobile	 Application	 Security	 Audits	 were	 performed	
throughout	 the	 year.	 Continuous	 monitoring	 of	 web	 applications	 was	 conducted	 in	 order	 to	
identify	potential	cyber-attacks.		

6.5 TRAINING / EDUCATION SERVICES 

In	order	to	fulfill	its	mandate	to	create	awareness	and	build	Information	Security	skills	within	the	
constituency;	Sri	Lanka	CERT	continued	to	organize	training	programs	and	education	sessions	
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targeting	 various	 audiences	 including	 CIOs,	 Engineers,	 System	 Administrators,	 Banking	 and	
Telecom	Sector	Staff,	Students,	and	General	Public.	

1. Awareness	Program	and	Training	Sessions	

Sri	Lanka	CERT	conducted	the	following	training	and	awareness	programs:	

• General	Cyber	Security	Awareness	sessions	for:	
• Auditor	General's	department	
• Ceylon	Electricity	Board	
• Department	of	Railways	
• University	of	Peradeniya		
• Sri	Lanka	Institute	of	Information	Technology	(SLIIT)	
• Airport	&	Aviation	Services	
• National	Dangerous	Drugs	Control	Board	
• Department	of	Census	&	Statistics	
• Western	Province	Intelligence	Division	
• Commission	to	Investigate	Bribery	or	Corruption	
• Western	Province	Intelligence	Division	
• Department	of	Examinations.	
• Galle	Police	Station	
• Election	Commission	
• Department	of	Public	Trustee	
• Malasna	Devaraja	school	

	
• Application	security	and	penetration	testing	session	for	SLIIT	
• Social	Media	complains	handling	training	 for	Crime	 Investigation	Division	of	Sri	Lanka	

Police	
• Open	source	intelligence	training	for	CNI	staff	
• Online	session	on	Social	Media	for	better	society	
• Awareness	session	at	CyberCon'21-	Mozilla	Campus	Club	of	SLIIT	
• Awareness	 session	on	 “Why	online	privacy	 and	 security	 is	 important”	 for	 Sumithrayo	

NGO	
• Session	on	Parental	Controls	at	Hithawathi	
• Session	 on	 “How	 to	prepare	 for	 internships	 and	 industry	 as	 an	 undergraduate”	 at	 Sri	

Lanka	Telecom	
• Session	on	“Cyber	security	Advanced	Threats	and	counter	measures”	
• Awareness	session	on	“Ransomware	/	Phishing	emails	/	Cyber	frauds	and	scams/	Cyber	

Security	best	practices”	for	David	Pieris	staff	
• Social	Media	complaints	handling	training	sessions	for	law	enforcement	officers	

 
2. Awareness	through	Electronic/Print	Media	

Sri	Lanka	CERT|CC	provided	 information	 for	6	newspaper	articles.	Furthermore,02	videos	 for	
YouTube	channels,	02	live	radio	programs	and	provided	recorded	content	for	04	TV	and	15	radio	
programs.	Sri	Lanka	CERT|CC	live	streamed	4	sessions	on	social	media	platforms.	
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3. Annual	Cyber	Security	Week	2021	(eCSW	2021)	

The	14th	Annual	National	Cyber	 Security	Week	 (CSW)	2021	with	 the	 theme	of	 “Striving	with	
Hope”	from	the	25th	to	the	29th	of	October	2021.		Taking	place	virtually	owing	to	the	pandemic,	
year	 2021	 eCSW	was	 packed	with	 several	 keynote	 events.	 It	was	 launched	with	 the	 hacking	
challenge	with	56	teams	coming	on	onboard	with	168	participants	on	the	platform.		

The	 02nd	 Day	 of	 eCSW	 commenced	 with	 a	 series	 of	 workshops,	 two	 private	 workshops	 on	
defining	 the	 organization’s	 critical	 information	 assets	 in	 the	 context	 of	 critical	 national	
infrastructure	 by	 international	 security	 experts	 and	 Memory	 forensic	 analysis	 by	 industry	
experts	and	02	public	workshops	on	Digital	transformation	and	cyber	resilience	by	ISC2	Colombo	
Chapter	took	place	with	over	400	participants.	These	workshops	would	enable	and	empower	the	
development	 of	 strong	 cybersecurity	 policies	 and	 strengthen	 the	 threat	 resolution	 skills	 of	
cybersecurity	professionals.	

From	 the	 27th	 of	 October	 onwards,	 eCSW	 flagship	 event	 launched	 its	 three-day	 conference	
featuring	over	40	local	and	international	experts	sharing	their	insights	on	cybersecurity.	Over	the	
course	of	three	days,	there	were	in-depth	discussions	held	on	the	current	cybersecurity	landscape	
in	a	series	of	panel	discussions	and	presentations	with	over	1150	participants	joining	the	session.			

The	14th	Annual	eCSW	was	open	to	the	public	and	free	to	attend	whilst	being	streamed	on	Sri	
Lanka	CERT	Facebook	page	and	YouTube	Channel.	As	 threats	 in	 the	digital	world	 evolve	 and	
cybersecurity	 becomes	 increasing	 borderless,	 international	 exchanges	 like	 the	 Annual	 Cyber	
Security	Week	are	more	important	than	ever	and	the	exchange	of	insights	and	the	upskilling	of	
local	cybersecurity	professionals	is	essential	if	we	are	to	safeguard	our	infrastructure	and	aid	us	
collectively	ensure	our	digital	world	is	safer.	

4. Security	Alerts	
• An	Average	of	1200	compromised	IPs	per	month	were	informed	to	ISPs.	
• 26	critical	security	alerts	were	published	and	sent	to	subscribers.	

6.6 PUBLICATIONS  

Website		
The	Sri	Lanka	CERT	website	publishes	security	related	awareness	bulletins	for	the	public	via	
News	Alerts	and	a	Knowledge	Base.	Glossaries,	case	studies	and	FAQs	are	among	some	of	the	
other	published	items.	

E-mails	
Disseminating	 security	 related	 information	 via	 e-mail	 alerts	 to	 Sri	 Lanka	 CERT	 website	
subscribers.	
	
Newsletters	
Sri	Lanka	CERT|CC	publishes	and	circulates	the	Cyber	Guardian	e-newsletter	to	a	large	number	
of	students,	through	the	‘SchoolNet’	-	the	network	connecting	secondary	schools	in	Sri	Lanka.		
	
Newspapers/media	
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Sri	Lanka	CERT	continues	to	educate	the	general	public	through	the	electronic	and	print	media	
about	emerging	cyber	security	threats	and	vulnerabilities	with	recommendations	on	how	to	
safeguard	against	these	attacks.	

6.7 INFRASTRUCTURE DEVELOPMENT & STAFF CAPACITY BUILDING  
	
1. Staff	Capacity	Building	–	International	Initiatives	

	
• TLS/SSL	live	eTutorial	(APNIC)	
• Network	Security	&	Packet	Analysis	live	eTutorial	(APNIC)	
• Training	on	Understanding	Exploits	I	&	II	(by	Cyber4Dev)		
• Training	on	Detecting	Compromise	(by	Cyber4Dev)	
• Training	on	Secure	Logins	(by	Cyber4Dev)		
• Training	on	NCSOC	Planning	(by	Cyber4Dev)	

6.8 NATIONAL PROJECTS  
	

Project	Name		 Project	Status	(Simple	Description)		

National	Cyber	Security	Operations	
Center	for	real-time	monitoring	of	cyber	
security	incidents	
	

Publicly	hosted	websites	of	ICTA	were	added	to	the	
monitoring	center.			IT	Infrastructure	of	Sri	Lanka	
Customs	 was	 added	 for	 monitoring	 the	 security	
threats.			

Implementation	of	National	Certification	
Authority	of	Sri	Lanka	to	issue	
certificates	for	Certificate	Service	
Providers	

Initial	 Certificate	 Revocation	 List	 (CRL)	 was	
generated.		

Cyber	Security	Capacity	and	
infrastructure	development	for	building	
the	capacity	of	staff	and	improving	the	
infrastructure	of	Sri	Lanka	CERT	

Purchasing	 of	 computer	 hardware	 and	 software	
were	completed.	

National	Surveys	on	Information	and	
Cyber	Security	to	understand	the	cyber	
security	landscape	of	Sri	Lanka	

Following	Surveys	were	completed.	
• Public	 Officer's	 Information	 and	 Cyber	

Security	Readiness		
• Critical	 Information	 Infrastructure	

Readiness		
• The	Supply	and	Demand	of	Cyber	Security	

Professionals		
Development	of	a	Web	Portal	to	increase	
citizens’	awareness	on	cyber	security	
(www.onlinesafety.lk)	

The	tri-lingual	web	portal	was		launched.	

Establishment	of	Cyber	Security	Call	
center	to	handle	cyber	security	incidents	

The	Call	Center	was	established		

Development	of	National	Vocational	
Qualification	(NVQ)	Standard	for	
Information	and	Cyber	Security	

NVQ	level	5	(National	Diploma)	on	Information	and	
Cyber	Security	Technology	was	developed.		

Table	2:	National	Projects	
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7 ACHIEVEMENTS	

7.1 CYBER SECURITY BILL 

The	Cyber	Security	Bill	was	drafted,	revised,	and	submitted	for	review.	

7.2 INFORMATION AND CYBER SECURITY FRAMEWORK FOR 
GOVERNMENT 

• Information	and	Cyber	Security	Implementation	Guide	drafted	and	reviewed.	
• Minimum	Information	Security	Standards	(MISS)	were	developed	and	published.	
• Web	Application	and	Hosting	Guidelines	were	drafted.	

7.3 NATIONAL CYBER SECURITY INDEX 

National	 Cyber	 Security	 Index	 (NCSI)	 is	 a	 global	 index	 which	measures	 the	 preparedness	 of	
countries	to	prevent	cyber	threats	and	manage	cyber	incidents.	As	per	the	latest	ranking	of	the	
NCSI,	Sri	Lanka	has	advanced	to	69th	position	(year	2021)	from	the	98th	Position	(year	2019)	
out	of	160	countries.		

7.4 MEMBERSHIPS 

Sri	Lanka	CERT	continues	to	maintain	memberships	with	following	professional	organizations;	

• (ISC)2	Colombo	Sri	Lanka	Chapter	the	local	representative	organization	of	International	
Information	Systems	Security	Certification	Consortium.	

• Membership	for	Threat	Intelligence	from	ShadowServer.	
• Membership	of	FIRST	
• Membership	of	APCERT	
• Membership	of	CAMP,	Korea	
• Membership	of	TF-CSIRT	

8 INTERNATIONAL	COLLABORATION	

8.1 CAMP 
	

• Participated	in	three	(3)	CAMP	Operations	Committee	(OC)	meetings	
• Leading	processes	and	procedures	relevant	to	membership	component	in	CAMP	OC	
• Participated	in	many	online	and	offline	discussions	on	CAMP	AGM	2021	
• Delivered	 a	 presentation	 for	 CAMP	 AGM	 2021	 on	 the	 topic	 ‘Building	 Awareness	 on	

Information	Protection	During	the	Pandemic’	(pre-recorded	video)	
• Participated	CAMP	AGM	2021	
• Participated	in	many	online	and	offline	discussions	on	co-hosting	CAMP	Regional	Forum	

2021	
• Co-hosted	CAMP	Regional	Forum	2021	for	Asia	region		
• Delivered	the	Welcome	speech	on	behalf	of	Sri	Lanka	CERT	during	the	Regional	Forum		
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• Delivered	 a	 presentation	 during	 the	 Regional	 Forum	 on	 the	 topic	 ‘Cyber	 Security	
Landscape	of	Sri	Lanka’		

8.2 APCERT 
	

• Participated	for	five	APCERT	steering	committee	meetings		
• Continuing	with	network	monitoring	project	“Tsubame”	with	JPCERT|CC	
• Organized	and	conducted	meetings	with	the	working	group	members	as	the	Convener	of	

APCERT	working	group	–	Critical	Infrastructure	Protection	
• Participated	 for	 APCERT	 working	 group	 teleconferences-	 Policy	 and	 Planning,	

Membership	
• Conducted	APCERT	online	training	on	“Latest	Trends	on	Keyword	Hacks	&	SEO	Spam”	for	

the	APCERT	members	
• Participated	for	APCERT	cyber	drill	2021	working	group	discussions	
• Participating	APCERT	cyber	drill	2021	
• Participated	for	APCERT	AGM	Program	Committee	Meeting	
• Sponsored	FIRST	and	APNIC	to	obtain	the	APCERT	membership	
• APCERT	AGM	and	Conference	2021	(Teleconference)	

• Appointed	as	a	Member	of	the	program	committee	of	AGM	
• Presented	the	progress	of	Critical	Infrastructure	Protection	working	group	at	the	AGM	
• Contributed	to	several	APCERT	working	groups	
• Proposed	to	have	2022	APCERT	AGM	in	Sri	Lanka	
	

9 FUTURE	PLANS	

9.1 FUTURE PROJECTS TO BE IMPLEMENTED 
	

• Establishment	of	a	Sectoral	CERT	for	Education	Sector	(EduCERT)	
• Information	and	Cyber	Security	Risk	Assessment	for	Critical	Information	Infrastructure	

Providers	

10 BOARD	AUDIT	COMMITTEE		

The	Board	Audit	Committee	(BAC)	was	appointed	by	the	Board	of	Directors	of	Sri	Lanka	CERT	on	
the	13th	of	July	2020.	The	Board	Audit	Committee	comprises	of	the	following	members;	

1. Mr.	Vimukthi	Janadara	–	Chairman	of	the	BAC	
2. Mr.	K	V	K	Alwis	
3. Mr.	Jayantha	Fernando	

The	BAC	met	twice	this	year,	on	the	02nd	March	2021	and	the	15th	July	2021.	

The	report	by	BAC	is	attached	as	Annex	A.	
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11 REPORT	OF	THE	AUDITOR	GENERAL	
	
Audited	Financial	Statement	of	2021	along	with	Auditor	General’s	Report	for	the	year	2021	is	
attached	as	Annex	B.	

12 FINANCIAL	HIGHLIGHTS	
 
 

Expenses	
Recurrent	Expenses	 	 	
Personnel	Emoluments	 																	78,459,508.00	 	
Communication		 3,251,420.00	 	
Rent	of	Premises	&	
Electricity	

9,754,992.00	 	

Office	Expenses	 531,024.00	 	
Travelling	-	Local	 483,213.00	 	
Maintenance	 4,191,910.00	 	
Insurance	 2,323,479.00	 	
Professional	Fees	 1,020,000.00	 	
Secretarial	Fees	 264,000.00	 	
Bank	Charges	 16,750.00	 	
Audit	Fee	 879,000.00	 	
Legal	Fees	 250,000.00	 	
Staff	Training	 											30,000.00		 	
Meeting	Expenses	 204,401.00	 	
Depreciation	&	Amortization	 3,557,577.00	 	
	 	 105,217,274.00	
Capital	Expenses	 	 	
Project	Expenses	 	 49,480,241.00	
	 	 154,697,515.00	

 

 

Revenue	
Grant	Income	from	the	Treasury	 	 	
Grant	Income	for	Operational	
Expenses	

96,226,436.00	 	

Grant	Income	for	Capital	Expenses	 49,305,296.00	 	
Deferred	Grant	Income	on	Grant	
Assets	

7,051,638.00	 	

	 	 152,583,370.00	
Earned	Revenue	 	 	
Manage	Security	Services	&	Others	 6,382,425.00	 	
Interest	Income	 1,244,456.00	 	
	 	 7,626,881.00	
	 	 160,210,251.00	
	
Note:	
1.	 Recurrent	budget	allocation	2021	–	100M	
2.	 Capital	budget	allocation	2021	–	880.48M	
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13 CONCLUSION	
	
In	the	year	2021,	there	was	an	increase	in	the	number	of	information	security	incidents	while	
new	 challenges	 were	 posed	 by	 the	 pandemic.	 Despite	 these,	 Sri	 Lanka	 CERT	 was	 able	 to	
successfully	perform	its	operations.		
	
An	increased	focus	was	given	towards	securing	sensitive	government	information	assets.	This	
included	the	development	of	policies,	capacity	building	initiatives,	improvements	to	information	
infrastructure	and	monitoring	of	key	public	facing	resources.		
	
Drafting	 the	 Cyber	 Security	 Bill,	 Developing	 the	 Information	 and	 Cyber	 Security	 Policy	 for	
government	 organizations	 and	Monitoring	 of	 critical	 public	 facing	 resources	 are	 some	 of	 the	
activities	carried	out	during	the	year	as	per	the	National	Information	and	Cyber	Security	Strategy	
of	Sri	Lanka	(2019:2023).		
	
We	believe	Sri	Lanka	CERT	is	well	positioned	to	build	on	its	success	in	the	coming	year.	
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Annex	A	
	



BOARD AUDIT COMMITTEE REPORT - 2021 

1. The Board of Directors of Sri Lanka CERT appointed the following members of the Board for the Board 
Audit Committee on 13th July 2020. 

  Name    Date of Appointment  

(a) Vimukthi Janadara - Chairman  11th January 2020 
(b) Vasantha Alwis        - Member   19th February 2020 
(c) Jayantha Fernando - Member  26th December 2019 

 

2. The Board Audit Committee held two meetings in 2021, as given below. 

(1). The Meeting on 02nd March 2021 

a. Members present: 
• Vimukthi Janadara - Chairman 
• Vasantha Alwis - Member 
• Jayasiri Amarasena - CEO, Sri Lanka CERT - Invitee 
• Prasad De Silva - Head of HR & Admin - Invitee 
• S Nishanthi Mendis - Representative from Nexia Management Services - Invitee 
• Gimhani Madushika - Admin & Accounts Assistant - Invitee 

 
b. Summary of major points discussed: 

• Discussion of reply letter for Audit Query 2018 
• Draft Financial Statements 2020  

(2). The Meeting on 15th July 2021 

a. Members present: 
• Vimukthi Janadara - Chairman 
• Vasantha Alwis - Member 
• Jayantha Fernando - Member 
• Jayasiri Amarasena - CEO, Sri Lanka CERT - Invitee 
• Dileepa Rathnayaka - CFO, Ministry of Technology 
• Renuka Weeraratne - Superintendent of Audit 
• Prasad De Silva - Head of HR & Admin - Invitee 
• Gimhani Madushika - Admin & Accounts Assistant - Invitee 
• S Nishanthi Mendis - Representative from Nexia Management Services - Invitee 
• Thomas Prins - Secretary 

 
b. Summary of major points discussed: 

• Financial Statements for 2018 and 2019 
• Establishment of the Internal Audit Mechanism at Sri Lanka CERT 
• Treasury / Line Ministry supervision of Sri Lanka CERT 



• Outsourced activities of Sri Lanka CERT and matters regarding compliance under the 
Companies Act 

• Budget for the year 2021 which was submitted to the Line Ministry 
• Financial Progress as at 30th June 2021 
• Draft Financial Statements 2020  

 

3. The Board Audit Committee, in general checks the progress of projects being carried out by Sri Lanka 
CERT and the management of funds provided by the Government of Sri Lanka for both projects and 
recurrent operations. The Board Audit Committee noted that the following National Projects are being 
carried out by Sri Lanka CERT as budgeted for the year 2021. 

Project Name Funds Allocated for 2021 
LKR in Millions 

1. National Cyber Security Operations Centre 525.20 
2. Establishment of National Certification Authority for Sri Lanka 41.26 
3. National Survey on Information and Cyber Security 28.23 
4. Cyber Security Capacity and Infrastructure Development 8.26 
5. Improve the Cyber Security Readiness of 10 Government Organizations 103.70 
6. Designing and Development of Web portal to Increase Stakeholders 
Awareness on Cyber Security 

2.30 
 

7. Development of National Competency Standards for Information and 
Cyber Security 

8.44 

8. Development of Online Modules on e-Learning for Government 
Officers 

16.80 

9. Cyber Security Capacity Building Program Training for 10,000 
Government Officers 

18.00 

 

4. The Board Audit Committee also observed that the Covid-19 situation has significantly impacted the 
progress of the above projects.  

5. Further, the management of funds for both projects and recurrent operations is well within the 
allocated budget. 

 

          Signed by, 

          Vimukthi Janadara 

          Chairman 

          Board Audit Committee 



	
	

	
	
	
	
	

Annex	B	
	
 
























































