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1 ABOUT SRI LANKA CERT|CC                                                                                   

1.1 INTRODUCTION 

The	Sri	Lanka	Computer	Emergency	Readiness	Team	|	Coordination	Centre	(Sri	Lanka	CERT|CC)	
is	the	national	centre	for	cyber	security	in	Sri	Lanka,	mandated	to	protect	the	nation’s	information	
infrastructure	 and	 to	 coordinate	 protective	measures	 against,	 and	 respond	 to	 cyber	 security	
threats	and	vulnerabilities.	

1.2 ESTABLISHMENT 

As	the	national	CERT	of	Sri	Lanka,	Sri	Lanka	CERT|CC	acts	as	the	central	hub	for	cyber	security	of	
the	 nation.	 It	 is	 the	 single	 trusted	 source	 of	 advice	 on	 the	 latest	 threats	 and	 vulnerabilities	
affecting	 computer	 systems	and	 networks,	 and	a	 source	 of	 expertise	 to	 assist	 the	 nation	 and	
member	organizations,	in	responding	to	and	recovering	from	Cyber-attacks.			

Sri	 Lanka	 CERT|CC	 was	 established	 on	 1st	 of	 July	 2006	 as	 a	 subsidiary	 of	 Information	 and	
Communication	 Technology	 Agency	 of	 Sri	 Lanka	 (ICTA).	 ICTA	 is	 the	 Government	 Agency	
responsible	for	the	development	of	IT	Infrastructure	and	Policy	in	Sri	Lanka.	

Sri	 Lanka	 CERT|CC	 is	 directly	 under	 the	 Ministry	 of	 Digital	 Infrastructure	 and	 Information	
Technology	since	August	2018.	

1.3 WORKFORCE 

The	Sri	Lanka	CERT|CC	has	a	total	staff	strength	of	thirteen	(13)	team	members	consisting	of	the	
Chief	 Executive	 Officer,	 Director	 Operations,	 Principal	 Information	 security	 Engineer,	 Senior	
Information	 security	 Engineer,	 Research	 and	 Policy	 Development	 Specialist,	 Associate	
Information	security	Engineer,	Four	(04)	Information	security	Analysts,	Associate	Information	
security	 Analyst,	 an	 officer	 in	 charge	 of	 Human	 Resources	 and	 Administrative	 work	 and	 a	
driver/office	assistant.	This	team	is	supported	by	six	(06)	undergraduate	interns.	

All	the	staff	are	highly	skilled	and	experienced	in	different	areas	of	information	security	and	have	
achieved	corresponding	Information	security	certifications	which	are	widely	recognized	in	the	
industry,	 such	 as	 SANS	GCIH,	Microsoft	MCSE,	EC-Council	 Certified	Ethical	Hacker	 (CEH)	 and	
Certified	Hacking	Forensics	Investigator	(CHFI),	Cisco	CCNA	and	CCSP	and	CISSP	by	International	
Information	Systems	Security	Certification	Consortium;	(ISC)2.	

1.4 CONSTITUENCY 

Sri	Lanka	CERT|CC’s	constituency	encompasses	the	entire	cyber	community	of	Sri	Lanka	(private	
and	public-sector	organizations,	and	 the	general	public).	Sri	Lanka	CERT|CC	maintains	a	good	
rapport	with	government	and	private	sector	establishments	and	extends	assistance	to	the	general	
public	as	permitted	by	available	resources.	In	accordance	with	its	mandate,	Sri	Lanka	CERT	|	CC	
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gives	priority	 to	requests	 for	assistance	 from	government.	Based	on	 the	availability	of	human	
resources	and	necessary	skills,	requests	from	private	sector	are	handled	free	of	charge	or	on	a	
paid	basis,	depending	on	the	type	of	service	provided.	

2 VISION & MISSION                                                                             

2.1 VISION 

“To	 be	 Sri	 Lanka’s	 flagship	 organization	 and	 trusted	 source	 of	 advice	 on	 threats	 and	
vulnerabilities	to	Information	Systems	through	proactive	prevention	and	effective	action.”	

2.2 MISSION 

• To	be	 the	 single	 and	the	most	 trusted	point	 of	 contact	 for	 Information	 security	 in	 Sri	
Lanka.		

• To	protect	Information	Technology	users	in	the	Public	and	Private	Sector	Organizations	
and	 the	 General	 Public	 by	 providing	 up-to-date	 information	 on	 potential	 threats	 and	
vulnerabilities	and	by	undertaking	computer	emergency	response	handling	services.		

• To	act	as	the	most	authoritative	national	source	for	all	ICT	security	related	issues	across	
the	nation.		

• To	link	with	other	CERTS	and	CSIRTS	around	the	world	to	share	the	knowledge	and	know-
how	relating	to	Information	security.		
	

3 CHAIRMAN’S REVIEW 

Sri	Lanka	CERT	has	been	at	 the	 forefront	 in	spearheading	 the	nation’s	 information	and	cyber	
security	 initiatives	 for	 the	 past	 two	 decades,	 managing	 a	 range	 of	 thrust	 areas	 strategically	
selected	to	improve	the	cyber	resilience	of	our	digital	systems.	These	key	areas	will	lead	to	the	
establishment	of	a	trusted	cyber	security	ecosystem	that	will	enable	our	citizens	to	realize	the	
benefits	of	digitalization	and	to	facilitate	growth.		

Over	the	years,	we	have	been	implementing	measures	to	improve	the	cyber	resiliency	through	
progressive	policies,	strong	values	and	a	commitment	to	achieving	excellence.	

During	the	year	2018,	Sri	Lanka	CERT	observed	a	surge	in	Cybersecurity	activities	both	locally	
and	globally.	The	rapid	changes	in	technology,	especially	in	areas	such	as	Artificial	Intelligence	
and	Machine	learning,	enabled	the	threat	actors	to	significantly	increase	their	malicious	activities	
against	digital	infrastructure	systems	globally.	The	rapid	growth	of	the	Internet	and	the	services	
offered	 through	 Internet	 during	 the	 past	 few	 years	 has	 offered	 new	 opportunities	 to	 many	
industrial	sectors.	However,	the	same	has	expanded	the	adverse	impact	on	the	digital	systems	
globally,	which	in	turn	has	posed	formidable	challenges	in	protecting	Sri	Lanka’	cyberspace.	

These	 changes	 in	 the	 cyber	 threat	 landscape	 forced	 Sri	 Lanka	 CERT	 to	 introduce	 additional	
precautionary	measures	to	mitigate	the	threats	post	by	these	cyber	threat	actors.	

The	year	2018	also	became	 significant	 to	 Sri	 Lanka	CERT	due	 to	 two	milestone	 events	 in	 the	
history	of	the	organization.	
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Sri	 Lanka	 CERT,	 which	 was	 established	 in	 August	 2005	 as	 a	 subsidiary	 of	 Information	 &	
Communication	Technology	Agency,	became	a	separate	legal	entity	operating	under	the	direct	
purview	of	the	Ministry	of	Digital	Infrastructure	and	Information	Technology.	This	was	pursuant	
to	a	decision	of	the	Cabinet	of	Ministers	(27th	February	2008).	An	interim	board	was	appointed	
for	the	transfer	of	shares	to	Secretary	to	the	Treasury	and	facilitate	smooth	transition	of	other	
assets,	files	etc.	from	ICTA	to	Sri	Lanka	CERT	and	to	enable	Sri	Lanka	CERT	to	function	effectively	
as	 an	 entity.	 A	 joint	 Committee	 from	 ICTA	 and	 Sri	 Lanka	 CERT	was	 established,	 chaired	 by	
Secretary	to	Ministry	to	manage	this	transition	and	take	important	decisions,	including	extension	
of	staff	contracts.		

Another	momentous	milestone	was	the	adoption	of	Sri	Lanka’s	first	ever	National	Information	
and	Cyber	Security	Strategy,	pursuant	to	a	decision	of	the	Cabinet	of	Ministers	in	October	2018.	
The	National	Information	and	Cyber	Security	Strategy	(NCSS)	was	launched	soon	thereafter	in	
November	2018	at	the	Cyber	Security	Week	(CSW)	Conference.	This	strategy	will	govern	the	main	
activities	of	Sri	Lanka	CERT	for	the	period	2019	–	2023.	

Sri	Lanka	CERT	has	identified	the	activities	related	to	six	(06)	key	areas	in	the	NCSS	2019	–	2023	
Plan	for	improving	the	Cyber	Resilience	of	Sri	Lanka.	Strengthening	these	key	areas	will	enable	
the	safe	use	of	our	digital	systems	thus	 improving	 the	effectiveness	and	efficiency	 in	many	e-
Services	offered	by	the	Government.	

In	our	quest	to	fulfill	the	vision	of	our	esteemed	organization	in	taking	our	nation	to	new	heights	
in	terms	of	Cyber	Security,	we	have	placed	the	empowerment	of	people	with	knowledge	and	skills	
as	our	priority.	At	Sri	Lanka	CERT,	we	believe	countering	the	cyber	threats	and	protecting	our	
cyberspace	can	only	be	achieved	by	 investing	 in	capacity	building	and	continuously	nurturing	
talent	in	order	to	foster	nation’s	productivity	and	growth.	

Supporting	 Law	 Enforcement	 through	 Digital	 Forensics,	 conducting	 Network	 and	 Web	
Applications/Site	 Security	 Assessments,	 sharing	 Cyber	 Threat	 information	 with	 Service	
Providers	and	conducting	awareness	programmes	were	the	other	routine	activities	carried	out	
by	Sri	Lanka	CERT.	

In	conclusion,	on	behalf	of	the	interim	Board	of	Directors	and	all	employees	of	the	Sri	Lanka	CERT,	
I	thank	all	our	stakeholders	for	the	support	extended	to	us	during	the	year.	I	also	wish	to	thank	
all	staff	of	the	Sri	Lanka	CERT	for	their	unstinted	commitment	and	cooperation	throughout	the	
year,	and,	in	particular,	during	this	challenging	period.	Finally,	I	thank	my	colleagues	on	the	Board	
for	their	guidance	and	support	extended	to	me	during	the	year.	

	

	

	
	
Jayantha	Fernando	
Acting	Chairman	
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4 BOARD OF DIRECTORS 

1. Anil	Raveendra	Waidyalankara,	Sri	Lanka	Police		
2. Bamunawita	Gamage	Lalith	Deepthi	Kumara,	Sri	Lanka	institute	of	Information	

Technology	(SLIIT)	
3. Aruna	Ruvan	Weerasinghe,	University	of	Colombo	School	of	Computing	
4. Jayantha	Theobald	Fernando,	Information	and	Communication	Technology	Agency	

Alternate	Directors	

Wijesundara	Mudiyanselage	Malitha	Nayanajith	Wijesundara,	SLIIT	 																																		
(Alternate	Director	to	B	Gamage	Lalith	Deepthi	Kumara)	

	

5 ACTIVITIES & OPERATIONS 

5.1 RESPONSIVE SERVICES 

These	are	services	which	are	triggered	by	events	that	are	capable	of	causing	adverse	effects	on	
constituents’	Cyber	Systems.	Examples	are	Spam,	Virus	infections	and	unusual	events	detected	
by	an	Intrusion	Detection	System.	

Sri	 Lanka	CERT	handles	 information	 security	 incidents.	This	 service	 involves	 responding	 to	 a	
request	or	notification	by	a	constituent	on	an	unusual	event	that	has	been	detected,	which	may	
affect	the	performance,	availability	or	stability	of	the	services	or	cyber	systems	belonging	to	that	
constituents.		

5.2 AWARENESS SERVICES  

These	 services	 are	 designed	 to	 educate	 our	 constituents	 on	 the	 importance	 of	 information	
security	and	related	topics	ranging	from	information	security	fundamentals	and	best	practices	to	
recent	issues,	such	as	the	latest	cyber	threats	and	attacks.	

Alerts	&	Advisory	

This	 service	 provides	 early	 warning	 signals	 to	 the	 constituents	 regarding	 Computer	 viruses,	
hoaxes,	security	vulnerabilities,	exploits	and	other	security	issues,	and	where	possible,	to	provide	
short-term	recommendations	for	dealing	with	the	consequences	of	such	attacks.	

Currently,	 alerts	 are	 posted	 on	 Sri	 Lanka	 CERT	 |	 CC	 website.	 Constituents	may	 also	 join	 the	
mailing	list	by	subscribing	to	receive	alerts	via	e-mail.		

Seminars	&	Conferences	

These	 services	 are	 provided	with	 the	 intention	 of	 raising	 awareness	 about	 the	most	 current	
information	security	issues,	security	standards	and	best	practices.	The	aim	is	to	help	constituents	
to	significantly	reduce	the	probability	of	being	victims	of	a	cyber-attack.	Seminars	can	even	be	
tailored	to	address	specific	information	security	related	issues	through	special	requests.	
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Workshops	

These	 services	 are	 aimed	 at	 increasing	 the	 constituents’	 awareness	 of	 information	 security.	
However,	unlike	seminars,	these	are	more	technically	oriented	and	targeted	at	IT	professionals,	
who	perform	daily	tasks	related	to	information	security.	Workshops	will	be	arranged	regularly,	
or	on	request,	by	Sri	Lanka	CERT	|	CC	for	its	constituents	addressing	general	topics.	If	desired,	
constituents	may	submit	specific	information	security	related	topics,	so	that	the	workshops	are	
tailored	to	their	needs.	

Knowledge	Base	

The	Knowledge	Base	is	a	passive	service	offered	by	Sri	Lanka	CERT	|	CC	to	interested	constituents	
through	documents,	articles,	news	items,	etc.	published	on	the	Sri	Lanka	CERT	|	CC	website	and	
the	 media.	 The	 aim	 of	 this	 service	 is	 to	 provide	 a	 range	 of	 knowledge	 resources	 to	 the	
constituency,	enabling	anyone	from	a	home	user	to	an	IT	professional	to	find	useful	information	
to	help	boost	their	understanding	of	information	security.		

5.3 CONSULTANCY SERVICES  

These	services	are	aimed	at	providing	constituents	with	means	of	determining	the	adequacy	of	
their	information	security	systems,	and	to	take	necessary	steps	to	strengthen	its	defences.	

Technical	Assessments	

This	 service	 is	 aimed	 at	 reviewing	 and	 analysing	 the	 security	 infrastructure	 and	 procedures	
adopted	within	an	organization	based	on	the	experience	of	Sri	Lanka	CERT	|	CC's	 information	
security	 Team	 and	 certain	predefined	parameters.	 The	 end	 result	 is	 a	detailed	 report	 on	 the	
weaknesses	of	the	client	organization's	current	ICT	infrastructure,	where	improvements	need	to	
be	made	and	how	such	improvements	should	be	implemented.		

Advisory	for	National	Policy	

This	service	is	performed	by	Sri	Lanka	CERT	|	CC	as	an	obligation	to	the	nation.	As	the	primary	
authority	on	information	security	in	Sri	Lanka,	Sri	Lanka	CERT	|	CC	is	responsible	for	developing,	
introducing	and	enforcing	information	security	standards	to	its	constituents.	

5.4 MANAGED SERVICES  

Sri	Lanka	CERT	|	CC's	managed	security	services	offering	is	designed	to	strengthen	the	security	
posture	of	the	organisation	or	business	by	providing	the	expertise	and	support	that	is	needed	to	
detect,	prevent	and	remediate	any	cyber	security	related	threats	to	your	IT	infrastructure.	

Vulnerability	Assessments	

Sri	 Lanka	 CERT	 |	 CC's	 vulnerability	 assessment	 service	 helps	 an	 organization	 to	 improve	 its	
security	posture	by	identifying	vulnerabilities	before	they	become	security	incidents.	Our	experts	
use	a	proven	combination	of	industry	tools,	best	practices	and	in-house	techniques	to	probe	the	
network/	devices	for	vulnerabilities	and	hence	identify	potential	areas	of	risk.	
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Penetration	Testing	

Sri	 Lanka	CERT	 |	CC	provides	an	 internal	and/or	an	 external	penetration	 testing	 service	 that	
involves	simulating	real-world	attacks	to	provide	a	current	view	of	vulnerabilities	and	threats	to	
the	client's	network	infrastructure.	

These	 assessments	begin	with	 a	discovery	process	 to	develop	 a	baseline	profile	 of	 accessible	
services,	ports	and	systems	as	targets	for	further	internal	or	external	penetration	testing.	

The	process	involves	an	in-depth	analysis	including	manual	probing	to:	

• Test	identified	components	to	gain	access	to	the	networks	
• Network	devices	such	as	firewalls,	routers,	and	switches	
• Network	services	such	as	web,	DNS,	email,	ftp,	etc.	
• Determine	possible	impact	or	extent	of	access	by	attempting	to	exploit	

vulnerabilities	

A	detailed	report	will	be	provided	with	findings	and	recommendations	

System	Hardening	

The	 purpose	 of	 system	 hardening	 is	 to	 eliminate	 as	many	 security	 risks	 as	 possible.	 This	 is	
typically	 done	 by	 assessing	 the	 systems	 against	 the	 security	 best	 practices.	 There	 may	 be	
continuous	changes	to	the	information	systems	of	the	organization.	As	a	result,	it	may	introduce	
new	 vulnerabilities	 due	 to	 misconfiguration,	 and/or	 unnecessary	 software/services	 etc.	 A	
detailed	report	will	be	provided	with	findings	and	recommendations.	

On-site	and	off-site	consultation	

This	service	mainly	focuses	on	incident	response.	The	main	purpose	of	this	service	is	to	ensure	
that	the	client	is	not	unduly	burdened	with	day	to	day	information	security	related	incidents.	

• Over	the	phone	consultancy	
• On-site	incident	handling		
• Timely	response	and	mitigation	to	incidents	occurring	at	customer	premises	
• Review	of	security	policies	and	processes	 

5.5 DIGITAL FORENSICS INVESTIGATIONS 

Sri	Lanka	CERT	|	CC	digital	forensics	team	has	been	offering	the	service	since	year	2010	and	has	
well	 experienced	 digital	 forensics	 investigators.	 Sri	 Lanka	 CERT|CC	 is	 equipped	with	 globally	
acceptable	tools	and	adheres	to	globally	recognized	digital	forensics	procedures.	

Furthermore,	 Sri	 Lanka	CERT	 |	CC	 conducts	digital	 forensics	 training	programs	and	technical	
workshops	 for	 both	 local	 and	 international	 audiences.	 Sri	 Lanka	 CERT	 |	 CC	 has	 successfully	
conducted	 tailor-made	 digital	 forensics	 training	 programs	 for	 public	 and	 private	 sector	
organization	based	on	client	requirements.	
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5.6 RESEARCH & POLICY DEVELOPMENT 

Sri	Lanka	CERT	|	CC	Research	and	Policy	Development	division	was	established	with	the	intention	
of:	

• Developing	strategies	and	formulating	policies	related	to	information	security	and	cyber	
security	for	the	nation	

• Conducting	 national	 level	 surveys	 on	 the	 various	domains	 related	 to	 information	 and	
cyber	security	

• Conducting	research	on	cyber	threats	and	issuing	alerts	on	possible	threats	
• Coordinating	special	projects	related	to	information	security	and	cyber	security.	

	

6 OPERATIONAL PERFORMANCE (ROUTINE RESPONSIBILITIES & PROJECTS) 

6.1 INCIDENT HANDLING SUMMARY 
	
Sri	Lanka	CERT|CC	being	the	national	contact	point	for	all	cyber	security	related	matters,	receives	
numerous	incident	reports/complaints	relating	to	the	country’s	national	cyber-space	from	both	
domestic	and	international	partners.	
		
The	types	of	incidents	received	by	Sri	Lanka	CERT|CC	include	incidents	related	to	social	networks,	
email	 compromise,	 phishing,	 web	 site	 compromise,	 scams,	 malicious	 software	 issues	 and	
ransomware,	privacy	violations,	 financial	 frauds,	compromised	unique	 IP’s	extracted	 from	the	
information	collected	by	automated	systems	operated	by	international	organizations.	

This	 report	presents	an	analysis	 of	 the	 cyber	 security	 related	data	 collected	by	 the	 Sri	 Lanka	
CERT|CC	during	the	year	of	2018.	Based	on	the	said	date,	following	observations	can	be	made;	
	

• Financial	frauds	targeting	local	importers	and	exporters	have	seen	an	increase	over	the	
past	several	years.	Financial	frauds	on	local	importers	and	exporters	have	increased	more	
than	300%	when	compared	to	2017.		

• There	has	been	an	increase	in	the	spread	of	ransomware	and	malicious	software	during	
the	year	of	2018,	where	sensitive	data	belonging	to	both	individuals	as	well	as	corporate	
businesses	have	been	made	unavailable	through	encrypting,	erasing	or	modifying	data.		

• A	significant	number	of	phishing	attacks	 targeting	 financial	 sector	organizations	were	
recorded	in	2018.	

• Majority	of	the	reported	incidents	fall	in	to	the	category	of	social	media	related	incidents.	
Among	the	social	media	incidents,	Facebook	related	incidents	were	the	highest.			

	
In	addition,	Sri	Lanka	CERT	was	able	to	conduct	digital	forensics	investigations	for	the	following	
types	of	investigations	during	the	year	2018.	
	

• Credit	card	frauds	
• Image	enhancements	for	identifying	objects	on	videos	and	images	
• Mobile	phone	investigations	
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• Recovery	of	deleted	information	
• Email	frauds	

Cyber-security	related	 incidents	reported	 to	Sri	Lanka	CERT	have	decreased	 in	the	year	2018	
compared	to	previous	years.	In	2018,	a	total	of	2598	incidents	were	reported	to	Sri	Lanka	CERT	
while	 it	was	3907	during	 the	year	2017.	This	may	be	due	 to	several	reporting	options	 for	 the	
people	to	report	such	incidents.	

	

		
	
	
	
	
	
	
	
	
	
	
	
	
	
	

Figure	1.	 Growth	of	the	number	of	incidents	reported		
	

	

	
Figure	2.	 Growth	of	the	types	of	cyber	security	incidents	
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Table	1.	Types	of	incidents	
	

6.2 CONSULTANCY SERVICES 

Sri	 Lanka	 CERT|CC	 continues	 to	 provide	 consultancy	 services	 to	 government	 and	 non-
government	agencies.	

Typical	consultancy	services	provided	during	the	period	include;	

§ Security	 assessments	 for	 more	 than	 140	 government	 ministries/departments/statutory	
boards	web	sites.	

§ Security	assessments	for	several	public	sector	systems	
§ Security	assessments	for	several	private	organizations.	
§ Consultancy	for	a	government	bank	for	conducting	Security	Assessments	for	their	systems	
§ Consultancy	for	a	government	bank	for	procurement	of	SOC	solution	
§ Consultancy	for	a	government	bank	for	procurement	of	ATP	solution	
§ Forensics	investigation	for	suspected	data	deletion	for	a	private	company	
§ Security	assessment	for	LGC2	
§ Security	assessments	for	few	nationally	important	applications	developed	through	ICTA	
§ Security	assessments	for	few	nationally	important	applications	developed	through	the	line	

ministry	
	
	
	
	

Type	of	Incident	 Number	of	Incidents		

Phishing	 12	

Abuse/Hate/Privacy	Violation	 11	

Ransomwarex	 08	

Scams	 07	

Malicious	Software	issues	 11	

Financial	Frauds	 21	

Web	site	Compromise	 09	

Hate/	Threat	emails	 07	

Intellectual	Property	violation	 06	

Unauthorized	Access	 -	

DoS/DDoS	 01	

Social	Media	related	incidents	 2505	

Total	 2598	
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6.3 TRAINING / EDUCATION SERVICES 

Sri	Lanka	CERT|CC	continues	to	conduct	and	facilitate	training	programs	and	education	sessions	
targeting	 various	 audiences.	 This	 includes	 Chief	 Innovation	 Officers	 (CIOs),	 System	
Administrators,	Banking	and	Telecom	Sector	Staff,	Law	enforcement	authority	staff,	Tri-forces,	
Students,	Engineers	and	the	General	Public.	

1. Awareness	Program	and	Training	Sessions	
	
• Two	Information	security	Policy	Development	Sessions	at	SLIDA	
• Two	Government	CIO	-	IS	Policy	Development	workshop		
• Cyber	Security,	IT	Security	&	Licensing	Guidelines	Breakfast	Session	for	Government	

CIOs	
• Training	on	Information	security	delivered	for	law	enforcement	officers	
• Train	the	trainer	program	for	Court	Management	Assistants	
• Bar	Association	ICT	course-session	on	cyber	security	
• SLAS	class	1	officer	program	on	Cyber	Security	
• Cyber	security	awareness	program	for	Colombo	District	school	principals	
• Awareness	session	for	parents	of	the	SOS	children	village		
• Open	Source	Investigation	training	for	law	enforcement	
• Internet	 Safety	 Session	 for	 100	 School	 Principals	 at	 Viharamahadevi	 Balika	

Kiribathgoda	
• Awareness	session	on	Internet	threats	and	mitigations	at	Lyceum	International	School	

AL	teachers	
• Training	for	executive	staff	of	MAS	holdings	
• Awareness	Session	on	Cyber	Crime	&	Social	Media	
• EDUCSIRT	Training	Program	
• Diploma	-	Gender	Based	Socialization,	session	on	cyber	security	
• ICC	Sri	Lanka	Event	-	on	cyber	security	
• CEB	engineer’s	awareness	session	on	SCADA	security	
• Cyber	Security	Training	for	SLAS	officers	
• INSSL	presentation	on	Fake	news	and	mitigation	
• Training	for	parents	of	grade	8-10	students	
• Digital	Forensic	Workshop	for	law	enforcement	
• Two	 awareness	 sessions	 for	 government	 officers	 on	 the	 importance	 of	 website	

security.	 Approximately	 150	 senior	 and	 middle	 level	 management	 staff	 were	
participated.	

• PGIM	Lecture	Series	
• Family	Health	Bureau,	session	on	cyber	security	
• Social	Media	and	Internet	related	complaints	handling	training	for	law	enforcement	
• Cyber	Security	training	for	Immigration	Officers	
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2. Awareness	through	Electronic/Print	Media	

Sri	Lanka	CERT|CC	published	newspaper	articles	on	Lankadeepa,	Dinamina,	Sunday	Times,	Ada,	
Daily	mirror,	Rivira,	The	Island,	Ada	irida,	etc.	Furthermore,	monthly	updates	in	the	form	of	voice	
recordings	 were	 provided	 to	 Sirasa,	 Ceylon	 Today,	 LakFM	 voice,	 SLBC,	 Rivira,	 HiruFM,	
Swarnawahini,	ShriFM,	VFM,	etc	and	presented	 in	live	TV/radio	programs	in	ITN,	Rupavahini,		
SiyathaTV,	 RanONE	 FM,	 Shradda	 Radio,	 Siyatha	 radio,	 Sirisa,	 RidmaFM,	 Derana	 Radio	 and	
SithaFM.		

3. Annual	Cyber	Security	Week	2018	

Since	2008,	Sri	Lanka	CERT|CC	has	been	conducting	an	annual	security	awareness	programme	
titled	Cyber	Security	Week	(CSW).	This	international	event	attracted	the	attention	of	the	local	as	
well	as	regional	information	security	professionals.	Cyber	Security	Week	2018	was	held	in	the	
month	of	November		2018,	and	featured	a	series	of	events	including	the	following;	

§ Hacking	Challenge,	10th	October	2018	at	Lavender	Room,	BMICH	
Hacking	Challenge	is	a	contest	for	IT	Professionals	to	attack	or	defend	an	actual	network	
within	 a	 given	 timeframe.	 The	 participants	 were	 Technical	 Security	 Professionals,	
Network	 Administrators,	 System	 Administrators	 and	 students	 following	 information	
security	post-graduate	courses.		
	

§ Cyber	Security	Quiz:	17th	October	2018	at	Lavender	Room,	BMICH	
This	competition	is	open	only	to	students	of	Sri	Lankan	Universities	and	other	tertiary	
education	institutions.	The	objective	of	the	quiz	is	to	assess	the	knowledge	and	to	identify	
and	reward	the	aspiring	young	information	security	professionals.	
	

§ 11th	Annual	National	Cyber	 Security	Conference	 -	Wednesday	7th	November	2018	at	
Hilton	Colombo,		
	

§ Highlights	
• Theme:	“National	Importance	of	Cyber	Security”	
• Number	of	participants:	More	than	350	participants		
• Presented	 the	 “National	 Information	 and	 Cyber	 Security	 Strategy	 (2019-

2023)”	
• Chief	guest:	Hon.	Attorney	General	of	Sri	Lanka	

 
§ Workshops	–	Monday	5th,	Tuesday	6th	and	Thursday	8th	November	2018	at	DLC,	SLIDA	

• Android	Mobile	Application	Security	(Hands	On)-by	Sri	Lanka	CERT|CC	
• Network	Forensics	Analysis	using	Wireshark	(by	Thailand	Bank	Association	

Resource	person)	
• Incident	response	and	Internet	security	(by	ICANN)	

	
§ Supporting	events	

• Workshop	on	Cybersecurity	Risk	by	Palo	Alto	Networks-8th	November	2018	
• Knowledge	Sharing	Workshop	on	the	Latest	Cybersecurity	Incidents	and	their	

Impact	by	CERT-	Estonia	(13th	November	2018)	
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• Lanka	Network	Operators	Group"	Workshop,	Tutorials	&	Conference	(01	&	02	
November	2018)	

6.4 PUBLICATIONS  
	
Website		
The	Sri	Lanka	CERT|CC	website	publishes	security	related	awareness	bulletins	for	the	public	
through	News	Alerts,	Glossaries,	Case	Studies,	Statistics	and	FAQs.		
	
E-mails	
Sri	 Lanka	 CERT|CC	 disseminates	 security	 related	 information	 through	 e-mails	 to	 its	
subscribers.		
	
Newsletters	
Sri	Lanka	CERT|CC	continues	to	publish	and	circulate	The	Cyber	Guardian	e-newsletter	to	a	
large	number	of	students,	through	the	SchoolNet-	the	network	connecting	secondary	schools	
in	Sri	Lanka.		
	
Newspapers/media	
Sri	Lanka	CERT|CC	continues	to	educate	the	general	public	through	the	electronic	and	print	
media	about	 emerging	 cyber	 security	 threats	and	vulnerabilities	with	 recommendations	on	
how	to	safeguard	themselves	against	these	attacks.	
	

6.5 OPERATIONAL SUPPORT PROJECTS  

It	was	able	to	conduct	a	project	to	acquire	cyber	security	investigation/assessment	resources	and	
enhance	the	capabilities	of	staff	during	the	year	2018.	This	project	was	funded	by	government	of	
Sri	Lanka.	

6.6 SPECIAL PROJECTS 
 

Project	Name	 Description	and	Activities			

Government	Website	Audit		 • Vulnerability	assessments	for	120	government	websites	

National	Certification	Authority	
(In	progress)	

	

• Procurement	of	two	data	centre	locations	for	production	
and	backup	sites	were	completed	

• Procurement	of	auditor	is	ongoing	
• Implementation	and	testing	are	ongoing	

National	Security	Operations	
Center	(In	progress)	

• This	project	was	transferred	to	CERT	from	ICTA	
• Procurements	are	in	progress.		

	
Table	2.	Special	Projects	
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6.7 CYBER SECURITY MANGED SERVICES 
	

Sri	 Lanka	 CERT	 was	 delivering	 cyber	 security	 managed	 services	 for	 three	 government	
organizations	and	one	private	sector	organization	during	the	year	of	2018.	
	

7 ACHIEVEMENTS	

7.1 NATIONAL CYBER SECURITY STRATEGY 

The	 government	 of	 Sri	 Lanka,	 committed	 to	 keep	 the	 nation	 safe,	 secure	 and	 prosperous,	 by	
introducing	Sri	Lanka’s	first	Information	and	Cyber	Security	Strategy	which	will	be	implemented	
over	period	of	five	years	from	2019	to	2023.	Sri	Lanka	CERT	developed	the	National	Information	
and	 Cyber	 Security	 Strategy	 of	 Sri	 Lanka	 with	 the	 support	 of	 stakeholders	 and	 obtained	 the	
cabinet	approval	for	the	strategy	on	16th	October	2018.	

	

Figure	3.		Cabinet	approval	for	the	strategy	

Our	strategy	aims	to	create	a	resilient	and	trusted	cyber	security	ecosystem	that	will	enable	Sri	
Lankan	citizens	to	realize	the	benefits	of	digital	technology,	and	facilitate	growth,	prosperity	and	
a	better	future	for	all	Sri	Lankans.		

Our	strategy	is	underpinned	by	six	pillars,		

(1)	 establishment	 of	 a	 governance	 framework	 to	 implement	 national	 information	 and	 cyber	
security	strategy,		

(2)	 enactment	 and	 formulation	 of	 legislation,	 policies,	 and	 standards	 to	 create	 a	 regulatory	
environment	to	protect	individuals	and	organizations	in	the	cyber	space,		

(3)	 development	 of	 a	 skilled	 and	 competent	 workforce	 to	 detect,	 defend	 and	 respond	 to	
cyberattacks,		
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(4)	 collaboration	 with	 public	 authorities	 to	 ensure	 that	 the	 digital	 government	 systems	
implemented	 and	 operated	 by	 the	 them	 have	 the	 appropriate	 level	 of	 cyber	 security	 and	
resilience,		

(5)	raising	awareness	and	empowering	citizens	to	defend	themselves	against	cybercrimes,	and		

(6)	 development	 of	 public-private,	 local-international	 partnerships	 to	 create	 a	 robust	 cyber-
security	ecosystem.	

Figure	4.	Six	thrust	areas	of	the	Strategy		

Sri	Lanka	CERT	is	in	the	process	of	the	implementation	of	the	National	Information	and	Cyber	
Security	Strategy.	

	

7.2 RESEARCH AND POLICY DEVELOPMENT 
	
Sri	Lanka	CERT	strengthened	its	research	arm	by	recruiting	a	research	team.	The	team	conducted	
several	surveys,	such	as,	Youth’s	Survey	on	Social	Media	Awareness	and	Public	Service	Managers	
Information	and	Cyber	Security	Readiness	Survey.		It	has	planned	to	conduct	several	research	and	
policy	development	activities	aligned	with	the	national	information	and	cyber	security	strategy.	
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7.3 CERTIFICATION & MEMBERSHIP 

Sri	Lanka	CERT	continues	to	maintain	memberships	with	following	professional	organizations;	

• (ISC)2	Colombo	Sri	Lanka	Chapter	the	local	representative	organization	of	International	
Information	Systems	Security	Certification	Consortium.	

• Membership	for	Threat	Intelligence	from	ShadowServer.	
• Membership	of	FIRST	
• Membership	of	APCERT	
• Membership	of	CAMP,Korea	

7.4 TRAINING FOR STAFF 

Sri	Lanka	CERT	was	able	to	provide	following	training	and	conference	participation	for	its	staff	

• Network	Security	and	Penetration	Testing	Training	(Malaysia)	
• Mobile	hacking	and	security	(Malaysia)	
• SEC504:	Hacker	Tools,	Techniques,	Exploits,	and	Incident	Handling	(Singapore)	
• Workshop	on	International	Law	(Germany)	
• Underground	Economy	Conference	(France)	
• KISA	training	(Korea)	
• CyFy	Conference	2018	(India)	
• CEH	training	(Sri	Lanka)	
• RedHat	RHCSA	training	(Sri	Lanka)	
• RedHat	RHCE	training	(Sri	Lanka)	

8 INTERNATIONAL	COLLABORATION	

8.1 EVENT PARTICIPATION 
	

• Cybercrime	cooperation	exercise	(Moldova)	
• KISA	Conference	(Serbia)	
• UNCCPCJ	meeting	(Austria)	
• FIRST	AGM	and	Conference	(Malaysia)	
• COE	-	TC-Y	meeting	and	Octopus	conference	(Faance)	
• CAMP	Annual	General	Meeting	(Korea)	
• APCERT	AGM	and	Conference	(China)	
• BIMSTEC	meeting	(India)	

8.2 OTHER ACTIVITIES 
	
• Reporting	 of	malicious	 IP	 address	details	 received	 from	 International	 counterparts	 to	

local	ISPs.	The	International	counterparts	consists	of	CERT	Bund	-		Germany,	Microsoft,	
Shadow	Server	and	APCERT	Data	Exchanger.	

• Continuing	with	network	monitoring	project	“Tsubame”	with	JPCERT|CC	
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8.3 INTERNATIONAL INCIDENT COORDINATION 
	
• APCERT	Cyber	Security	Drill	

• Worked	as	a	member	of	the	organizing	committee	of	APCERT	Cyber	Security	Drill	
2018	

• Participated	for	the	drill	
• Engagements	 with	 CERTs	 in	 the	 Asia	 Pacific	 region.	 Sri	 Lanka	 CERT	 has	 regular	

operational	 engagements	 with	 CERTs/Information	 security	 organizations	 in	 other	
regions	 of	 the	world	 and	 commercial	 establishments	 and	 solution	 providers	 (such	 as	
Facebook,	Google,	Yahoo)	to	resolve	phishing	and	identity	theft	incidents.	

9 FUTURE	PLANS	

9.1 FUTURE PROJECTS 

• Implementation	of	National	Information	and	Cyber	Security	Strategy	(In	progress).	
• Development	and	Implementation	of	a	Security	Operations	Centre	(In	progress).	
• Establishment	of	the	National	Certification	Authority	(In	progress).	
• Establishment	of	sector	based	CSIRT’s	(e.g.	Telco-CERT).	
• Cyber	Security	Week	2019.	
• Cyber	Security	project	with	European	Union	(Cyber4D)	

9.2 FUTURE OPERATIONS 

This	section	details	the	changes	anticipated	in	Sri	Lanka	CERT	with	regard	to	staff,	equipment	and	
capabilities:	

• Sri	Lanka	CERT	shall	recruit	undergraduate	students	on	internships	basis	to	enhance	the	
information	security	capabilities	of	the	younger	generation.	

• Sri	Lanka	CERT	shall	continue	to	operate	as	a	skilled	small	group	of	professionals.		
• Sri	Lanka	CERT	shall	continue	to	invest	on	developing	the	capacity	of	the	staff.		

10 AUDIT	COMMITTEE	REPORT	

There	was	no	audit	committee	appointed	for	the	year	2018.	

11 REPORT	OF	THE	AUDITOR	GENERAL	

Audited	Financial	Statement	of	2018	along	with	Auditor	General’s	Report	for	the	year	2018	is	
attached	as	Annex	A.			
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12 FINANCIAL	HIGHLIGHTS	
 

Expenses	
Recurrent	Expenses	 Rs.	 Rs.		
Personnel	Emoluments	 																46,856,845.00		 	
Communication		 																			2,405,203.00		 	
Rent	of	Premises	&	Electricity	 5,358,455.00	 	
Office	Expenses	 519,725.00	 	
Maintenance	 513,265.00	 	
Insurance	 178,541.00	 	
Consumables	 619,606.00	 	
Travelling	-	Foreign	 2,475,236.00	 	
Professional	Fees	 518,011.00	 	
Secretarial	Fees	 153,000.00	 	
Bank	Charges	 47,500.00	 	
Audit	Fee	 529,875.00	 	
Refreshments	 99,599.00	 	
	 	 60,274,861.00	
Capital	Expenses	 	 	
Project	Expenses	 16,165,506.00	 	
Project	Expenses	-	UKHC	 6,736,059.00	 	
	 	 22,901,565.00	
	 	 83,176,426.00	

 

Revenue	
Grant	Income	from	the	Treasury	 	 	
Grant	Income	for	Operational	
Expenses	

60,274,860.00	 	

Grant	Income	for	Capital	Expenses	 14,169,299.00	 	
	 	 74,444,159.00	
Project	Income	-	UKHC	 	 8,136,768.00	
	 	 	
Earned	Revenue	 	 	
Cyber	Security	Week	2018	 7,819,610.00	 	
Manage	Security	Services	&	Others	 5,290,158.00	 	
	 	 13,109,768.00	
	 	 							95,690,695.00		

 

Note:	
1. Recurrent	and	capital	budget	was	handled	by	ICTA	during	the	period	for	January	to	July	

2018	
2. Recurrent	budget	allocation	August	to	December	2018	-	32.5M	
3. UKHC	-	UK	High	Commission	
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13 CONCLUSION	
 

During	the	period,	Sri	Lanka	CERT|CC	has	observed	that	cyber	criminals	are	targeting	small	and	
medium	 businesses	 for	 conducting	 financial	 frauds.	 Most	 of	 them	 happened	 through	
compromising	email	accounts.	
	
Sri	 Lanka	 CERT|CC	was	 able	 to	 carry	 out	 a	 large	 number	 of	 information	 and	 cyber	 security	
training	and	awareness	sessions	during	the	year	2018,	and	the	demand	for	such	programs	are	
increasing.	All	the	events	organized	by	Sri	Lanka	CERT	during	the	period	were	very	successful,	
well	attended	and	were	high	 in	demand.	Sri	Lanka	CERT	will	 continue	 to	conduct	 the	Annual	
Cyber	Security	Week	and	the	Annual	National	Conference	on	Cyber	Security	as	planned.	
	
Sri	Lanka	CERT	is	in	the	process	of	implementing	the	National	Information	and	Cyber	Security	
Strategy	of	Sri	Lanka	with	the	involvement	of	relevant	stakeholders.	To	implement	some	of	the	
proposed	 activities	 of	 the	 strategy,	 Sri	 Lanka	 CERT|CC	 has	 partnered	 with	 NI-CO (Northern	
Ireland	Cooperation	Overseas)	of	European	Union	to	conduct	a	program	called	Cyber	Resilience	
for	Development	(Cyber4D)	which	is	jointly	funded	by	the	Foreign	and	Commonwealth	Office	of	
UK,	Dutch	Ministry	of	Foreign	Affairs,	and	Estonian	Information	System	Authority.	

It	is	expected	to	operationalize	few	national	level	information	security	related	projects	during	the	
year	 2019	 to	 support	 the	 implementation	 of	 the	 National	 Information	 and	 Cyber	 Security	
Strategy.	

In	addition	to	securing	Sri	Lanka’s	cyberspace,	Sri	Lanka	CERT	is	committed	to	building	a	secure	
information	 environment	 in	 the	Asia	Pacific	 region/world	with	 the	help	of	 all	 the	CERTs	 and	
information	security	organizations	through	APCERT/FIRST.	
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ANNEX	A	
	

Audited	Financial	Statement	and	
Auditor	General’s	Report	2018	






















































