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Introduction

1.1
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Many government organizations in Sri Lanka now depend on the
reliable functioning of digital systems and infrastructure. Malicious
actors, however, can exploit these digital systems to cause harms
such as theft of sensitive information, disruption of day to day
operations, damage to the reputation of organizations which in turn
can lead to the loss of public trust and confidence in government
systems, and place nation's security, economy, safety and wellbeing
at a risk.

To effectively address these information and cyber security risks
and to protect the information, digital systems and infrastructure
(hereinafter, information and information technology assets) of
government organizations from various threats, Sri Lanka Computer
Emergency Readiness Team (Sri Lanka CERT), the organization
which has the mandate to protect the cyberspace of Sri Lanka,

has developed an Information and Cyber Security Policy for the
use of government organizations. The Policy provides a risk-based
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1.3

1.4

approach for implementing an information and cyber security
program at the organizational level. It also provides a set of actions
that organizations should implement to identify and protect assets,
detect information security incidents in a timely manner, respond
to incidents and recover from cyberattacks in an efficient and
effective manner.

The Information and Cyber Security Policy for Government
Organizations is developed in line with the implementation of the
Information and Cyber Security Strategy of Sri Lanka (2019: 2023).
It is developed based on the international standards and best
practices such as International Organization for Standardization
(ISO) and the National Institute of Standards and Technology
(NIST) of the United States of America, and has been extensively
reviewed by information security experts and senior officers of the
government.

All government organizations that are defined as 'Public Authorities’
in the Right to Information Act No 12 of 2016, are required to
comply with this Policy. The heads of government organizations
shall be responsible and accountable for the implementation

of the Policy to ensure safe and efficient service delivery within
their organizations. Sri Lanka CERT shall facilitate and provide
recommendations to all government organizations in implementing
the Policy, and shall assess the performance of organizations in
implementing the Policy on an annual basis.
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2.

Information and Cyber Security
Policy Framework

2.1

The Information and Cyber Security Policy Framework introduces
the guidance material required by government organizations to
implement information and cyber security programs in an efficient
and effective manner. It includes (a) the Information and Cyber
Security Policy, (b) the Minimum Information Security Standards, (c)
the Information and Cyber Security Implementation Guide, and (d)
a methodology to monitor and evaluate the implementation of the
Information and Cyber Security policy at government organizations.
Figure 1 presents an overview of the Information and Cyber Security
Policy Framework.
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Figure 1: Information and Cyber Security Policy Framework

2.2 The Information and Cyber Security Policy framework includes the
following:

10

a.

The Information and Cyber Security Policy: The main
component of the Policy Framework is the Information and
Cyber Security Policy. It provides a set of policies that the
government organizations shall comply with, outlines the
essential controls, and provides direction to government
organizations in protecting information and information
technology assets from information security events.

Minimum Information Security Standards: This document
outlines the minimum acceptable standards of information
security controls that shall be adhered to by the government
organizations. Minimum Information Security Standards are
available for the reference on www.onlinesafety.lk website of Sri
Lanka CERT.

Information and Cyber Security Implementation Guide:

This provides a comprehensive set of instructions to staff

and stakeholders who require specific details on the
implementation of the Policy. This guide includes instructions
on the establishment of an information security governance
structure, classification of assets, management of risks,
protection of assets, methods of disaster recovery and backups,



management of incidents, management of identity and access
control and so forth. This document is available for reference on
www.onlinesafety.lk website of Sri Lanka CERT.

d.  Monitoring and Evaluation Methodology: This provides
assessment criteria for evaluating the readiness of government
organizations in adopting the Policy and for evaluating the
progress of its implementation. Sri Lanka CERT uses the
methodology mentioned in Section 6 of this document to
evaluate the maturity of the information and cyber security
activities of government organizations within a predefined
time frame.

2.3 The Information and Cyber Security Policy Framework is governed
by the relevant laws and regulations, Information and Cyber Security
Strategy of Sri Lanka, policies on e-government and cabinet
directives.

)
1
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3.

4

Information and Cyber Security
Policy

3.1

3141

31.2

Objectives

Information and cyber security refers to the protection of
information assets from unauthorized access, use, modification, and
destruction to ensure the confidentiality, integrity and availability
of information. It includes the protection of IT assets that contain
information assets from malicious actions of individuals with the use
of cyber technology or other means, and protection of assets from
other natural disasters such as floods and fires.

In this context, the main objective of the Information and Cyber
Security Policy is to introduce a set of rules and guidelines to be
followed by the government organizations to protect information
and IT assets from damage caused by malicious activities of
individuals and natural disasters.



3.1.3 The other objectives of the Policy are to,

a. establish a common information and cyber security standard
across the public sector,

b. strengthen government organizations' resilience to information
and cyber security events by mandating security standards, rules
and processes related to the design, implementation, use and
operations of information systems and digital infrastructure,

c. establish a mechanism to detect information and cyber
security incidents in a timely manner, to minimize the impact
of such incidents to organizations, and to efficiently restore any
capabilities or services that were impaired due to such incidents,
and

d. educate staff on the rules, best practices, standards and
processes of information and cyber security, and build the
confidence of staff in the security status of the organization.

3.1.4 This Policy is written in simple language. All staff and relevant third-

party service providers, regardless of their knowledge of the subject,
will be able to understand their responsibilities and accountabilities
in relation to the implementation of the Policy.

3.1.5 This document will be updated periodically to provide technical

3.2

and security guidance for government organizations to support
good information security practices.

Scope of the Policy

3.2.1 This Policy is applicable to any government organization including

Ministries, Departments, Public Corporations, Local Government
Institutions, and any organization defined as ‘Public Authorities’ in
the Right to Information Act No 12 of 2016. The Policy shall also be
applicable to the relevant third-party service providers who manage
IT services on behalf of government organizations.

3.2.2 Policies presented here are developed based on two levels. They

are, (a) the policies applicable to all government organizations,
and (b) the policies applicable to the Critical National Information

13
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Infrastructure providers (CNII). CNII providers are required

to comply with all the policies specified in this Policy. Other
organizations are required to comply with the policies applicable to
all government organizations. It is, however, recommended for other
organizations to comply with the policies which are applicable to
CNII for better security.

3.2.3 CNII providers are defined as the organizations that maintain

information and IT assets whose incapacity or destruction would
have a debilitating impact on national security, governance,
economy, health and social well-being of a nation. A list of CNI|
providers will be published by the Sri Lanka CERT.

3.2.4 This Policy is developed based on the information and cyber

14

security governance principles, and several concurrent and
continuous information security functions proposed by the NIST of
the United States of America. These functions include (a) identifying
information and IT assets of the organization (e.g. data, information,
computers and other digital infrastructure), (b) taking necessary
actions to protect assets, (c) detecting information and cyber
security incidents, (d) responding to incidents, and (e) recovering
any service that was disrupted due to an incident. The Policy also
includes the information and cyber security governance mechanism
for directing and controlling activities related to information and
cyber security within the government organization. Figure 2
presents activities that government organizations should follow to
protect information and IT assets.

E
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Figure 2: Steps to Information and Cyber Security.
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3.2.5 The steps to be taken by an organization to protect assets by
implementing this Policy, which is developed based on the
information security functions mentioned in 3.2.4, are described
below.

a.

Information and Cyber Security Governance: Information and
Cyber Security Governance generally refers to the governance
mechanism that directs and controls the information and cyber
security of an organization. In order to implement the information
and cyber security governance, organizations are required to
establish a security organizational structure and appoint officers
responsible and accountable for information security, undertake
capacity building of such officers, define the organizations'
information and cyber security objectives, develop action plans,
and allocate resources for related activities (Refer Section 4.1).

Identify Function: It facilitates government organizations to
identify assets such as data, information, computers, systems, and
digital infrastructure and, to identify and effectively manage the
risks associated with those assets (Refer Section 4.2).

Protect Function: The Protect Function outlines appropriate
controls required to ensure the protection of information and
information technology assets in order to provide uninterrupted
services. To comply with the Protect function, organizations
shall implement appropriate controls such as managing user
access to assets, installing firewalls and antimalware software,
conducting systems audits, establishing a backup strategy, and
shall implement policies mentioned in Section 4.3.

Detect Function: The Detect Function defines the activities
required to identify the occurrence of information and cyber
security incidents in a timely manner. Organizations shall deploy
appropriate tools to analyze logs generated through computers
and related devices to detect incidents in an efficient manner
(Refer section 4.4).

Respond Function: The Respond Function defines the actions
that should be taken in response to a detected incident. To
respond to an incident in an efficient and effective manner,
organizations shall develop and implement an Incident Response
Plan as defined in Section 4.5.



Recover Function: The Recover Function identifies appropriate
activities to restore any capabilities or services that were impaired
due to an information and cyber security incident. To comply
with the Recovery Function, the organization shall develop a
Disaster Recovery Plan and activate the Plan to recover normal
operations in an event of incident (Refer Section 4.6).
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4. Policy Statements

Information and Cyber Security Policy for Government Organizations
consists of six main policy domains namely, (a) establishment of an
information and cyber security governance structure within the
organization, (b) identification of assets, asset owners, custodians, and
risks, (c) protection of asset, (d) identification of information and cyber
security incidents (e) responding to security incidents, and (g) recovery
of operations that were disrupted due to an incident. The policies to be
complied with by government organizations in relation to the above six
domains are presented below.

4.1 Information and Cyber Security Governance

This Section proposes a mechanism to direct and control

information security in the organization. It specifies the leadership and
accountability framework which is necessary to ensure that information
security activities are properly managed within the organization. It also



highlights the need of aligning information and cyber security activities to
the vision and mission of the organization, the need for capacity building
of responsible and accountable officials, effective information and cyber
security planning, and the importance of government organizations
adopting this Policy.

4.1.1 Policy on Leadership

The Head of the Organization (HOO) shall provide leadership to
information security activities of the organization, and shall bear the
ultimate responsibility and accountability for protecting information and
assets of the organization.

HOO shall lead the implementation of the Information and Cyber
Security Policy, set up information security goals and priorities that
support the vision and mission of the organization, and ensure the
availability of resources to implement the information security activities.

The HOO shall also provide leadership to create an information security
culture within the organization, where users comply with information
security policies and guidelines, and work proactively towards protection
of information and systems they use.

Compliance: Applicable to all government organizations

4.1.2 Policy on Security Organization Structure

The organization shall establish an information security organizational
structure. An effective information security organizational structure
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shall include key roles such as (a) Information Security Officer, (lb) Chief
Innovation Officer, and (c) (Chief) Internal Auditor.

The said structure is essential to execute, direct and manage information
security activities of the organization, and to protect the organization
against information and cyber security breaches, intrusions and
interruptions.

Compliance: Applicable to all government organizations

The organization shall appoint an ISO. The ISO shall be a senior-level
executive responsible for establishing the organization's information
security objectives in consultation with HOO, managing information
security risks, and implementing the Information and Cyber Security
Policy to ensure that the organization's information and assets are
adequately protected.

The role of the ISO shall be separated from the IT function, and the ISO
shall directly report to the HOO with regards to the activities in relation
to information security.

Compliance: Applicable to all CNII providers

CIO or the officer in charge of the subject of IT shall be trained and
assigned responsibilities to take appropriate steps to protect information
and other IT assets, and to ensure the continuity of the business
operations of the organization.

Note: In the case of the organization not having a suitable officer to be
appointed as the ISO, the ClO or the officer in charge of the subject of
information technology shall be empowered to play the role of the ISO.

Compliance: Applicable to all government organizations

(Chief) Internal Auditor shall be assigned the responsibilities of initiating
and overseeing information security audits of the organization, assessing
the progress of adopting the Information and Cyber Security Policy,

and reporting information security related findings to the Audit and
Management Committee (AMC) for further actions.

Compliance: Applicable to all CNIl providers

20



4.1.3 Policy on Information Security Committee (ISC)

The organization shall establish an Information Security Committee to
provide strategic directions to activities related to the implementation
of the Information and Cyber Security Policy. This Committee shall be
responsible for reviewing and approving all information security controls,
action plans, assets classification schemes, incident response plans and
disaster recovery plans and other activities carried out by the ISO in
implementing the Policy. The HOO shall chair the Committee, and the
Committee shall consist of the ISO, CIO, (Chief) IA, and Asset Owners.
The policy on Asset Owners is presented in Section 4.2.3.

Compliance: Applicable to all government organizations

4.1.4 Policy on Risk Management Committee (RMC)

The organization shall establish a Risk Management Committee. This
Committee shall be an independent committee directly reporting to the
HOO, and holds the responsibility of overseeing the risk management of
the organization with respect to information and IT assets.

The RMC shall identify and evaluate risks in relation to assets, and

shall propose appropriate controls to ISC to take necessary actions to
mitigate the risks. The Committee shall include Sectional Heads, Asset
Owners, and the ISO. The Deputy Head of the organization shall be the
chairperson of the Committee.

Compliance: Applicable to all CNIl providers

4.1.5 Policy on Responsibilities of End Users

Information security is everyone's responsibility. All end users are required
to behave responsibly and comply with an organizational policy regarding
the protection of information and IT assets which they have access to.

End user responsibilities shall include but not be limited to appropriate
use of information, computing devices, emails, internet, social media,
telephones, and faxes. All users shall understand and adhere to end
user responsibilities outlined in the Information and Cyber Security
Implementation Guide, and applicable information security practices
required by this Policy.

Misappropriate use of such resources would lead to disciplinary actions
as stipulated in the Establishment Code and the legal actions under the
Computer Crimes Act or any other applicable Acts of Law.

Compliance: Applicable to all government organizations

2l
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4.1.6 Policy on Capacity Building

The organization shall build the capacity of the accountable individuals
such as ISO, CIO, (Chief) IA, Assets Owners, end users through

information and cyber security awareness raising, education and trainings

Annual Training Plan of the organization.

Such capacity building activities of the relevant officials should be carried
out in a proper manner, and such activities should be included in the

Compliance: Applicable to all government organizations

4.1.7 Policy on Security Clearance of Staff

Anyone who has been assigned or transferred to a position that deals

with information classified as “Secret” or "Confidential’, or has access to
transfer to that position.

CNII' must undergo a security clearance check prior to appointment or

Background checks and periodic security clearance checks shall be
carried out during their service

Compliance: Applicable to all CNII providers

22



4.1.8 Policy on Strategic Alignment

The organization must align its information and cyber security activities
with its corporate vision, mission and objectives. All information and
cyber security strategies, programs, projects and activities implemented
within the organization should be designed in a way that is in line with
the vision, mission and objectives of the organization.

Compliance: Applicable to all government organizations

4.1.9 Policy on Action Plans and Resource

The organization shall develop and implement information security action
plans (long, medium, and short term plans) which define the way in which
security is to be guaranteed in realizing the vision, mission, and objectives
of the organization. Those plans should be based on information security
priorities determined by a risk assessment, and budgets should be
allocated to implement plans.

Compliance: Applicable to all government organizations

4110 Policy on Compliance

The organization shall comply with the Information and Cyber Security
Policy. As noted in Sections 4.1.1 and 4.1.2 (a), the HOO and ISO shall hold
the ultimate responsibility of ensuring that the organization complies with
this Policy.

e3
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Sri Lanka CERT shall conduct annual information and cyber security
readiness assessments to determine the level of compliance, and the
organization shall facilitate Sri Lanka CERT to conduct such assessments.

Compliance: Applicable to all government organizations

4.2 ldentify Assets, Owners, Users and Risks

The organization shall develop an understanding of their operating
environment to manage the information security risks to organizational
assets. The organization shall identify information, systems, and IT devices
(assets) that are of value to the organization, owners and the users of

the assets, their roles and responsibilities in protecting those assets, and
current risks associated with assets. The following are the policies that
the organization should adopt in this regard.

O §
ARV

4.2.1 Policy on Identification of Information and Information
Technology Assets

The organization shall identify all of its important information assets. An
information asset is any information that is of value to the organization in
performing its organizational functions. Examples of information assets
include trade secrets, tender documents, budget sheets, employees’
personal records, data gathered by application software related to
services offered by the organization, etc. Information assets may come

24



in many different forms such as paper documents, digital documents,
databases, passwords or encryption keys or any other digital files.

The organization shall also identify IT assets. An IT asset is a software

(e.g. operating systems, payroll systems, other software), hardware (e.g.
computers, hard disks, servers, routers, firewalls), networks or other digital
infrastructure facilities within an information technology environment.

The identification of assets (information and IT assets) shall be performed
with the intention of protecting assets from unauthorized access, use,
disclosure, disruption, modification, or destruction in order to ensure
integrity, confidentiality, and availability of assets.

Compliance: Applicable to all government organizations

4.2.2Policy on Identification of Critical National Information
Infrastructure (CNII)

Critical National Information infrastructures are the systems or facilities,
the failure or destruction of which would have a devastating impact on
national security, governance, economy, health and social well-being of a
nation.

Organizations which maintain CNII shall take appropriate measures to
protect such infrastructure as specified in this Policy. [dentification of
CNII shall be carried out by Sri Lanka CERT.

Compliance: Applicable to all CNIl providers

4.2.3Policy on Responsibilities of Asset Owners, Custodians and Users

The organization shall identify Asset Owners and Custodians. The

Asset Owner is a senior executive level officer or an entity who has the
approved management responsibility of controlling the lifecycle of an
asset. Asset Owner shall understand the risks to assets and shall propose
appropriate controls to protect such assets. It is necessary to formally

25
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assign ownership of the asset when it is created, or when assets are
transferred to the organization or are acquired by the organization.

The Custodian is an officer or an entity who is responsible for the
protection of the asset and for implementing the controls (as identified
and approved by the owner of the information asset) related to the
protection of the asset.

The Asset Owner and Custodian are also responsible for developing a
Register of assets, classifying assets and protecting assets, defining and
reviewing access restrictions to assets, ensuring appropriate handling
when an asset is deleted or destroyed (adopted from ISO 27002).

The organization should also identify the users who use its assets. Users
are the staff who use the assets for official purposes. Asset Owners
must accurately identify the users who are required to use the assets
for official purposes, and control access to those assets as specified in
Section 4.3.4 and 4.3.5.

Compliance: Applicable to all government organizations

4.2.4Policy on Maintaining Information and IT Assets

The organization shall record information assets in the Information Assets
Register. An Information Assets Register is a formal inventory of the
information assets that an organization holds and possesses. At a minimum,
an organization shall record, the name of information asset, owner and
custodian of the asset, level of classification, reason for the classification,
date of classification, the computer system which processes assets, the
storage location of asset, disposal method, impact of loss (compromise or
disclose) and date to review the classification of asset.

26



The organization shall also record details of IT assets in the IT Assets
Register. The IT Asset Register shall contain at a minimum, the type of the
assets (e.g. hardware, software, server), location of the asset, operating
system, license details, users, risk, classification level, estimated value and
so forth. Assets Registries shall be accurate, up to date, and consistent
with other inventories.

Compliance: Applicable to all government organizations

4.2.5Policy on Assessments Risk

The organization shall conduct a formal risk assessment to determine the
risks to the assets and their impact to the organization. The purpose of a
risk assessment is to identify the risks to the assets and determine what
security measures should be taken to minimize those risks. Risk ratings
should be developed based on the impact, and risks should be recorded
in the Risk Register.

The organization shall take appropriate safety precautions for the
risks recorded in the Risk Register by taking into account the policy
considerations specified in Section 4.3.

The risk assessment shall be carried out by the RMC of the organization.
In the event, where the organization does not possess appropriate skills
for carrying out a risk assessment, a qualified and experienced firm shalll
be hired for this purpose. Sri Lanka CERT shall assist CNIls to conduct
Risk assessments.

Compliance: Applicable to CNII providers

4.2.6 Policy on Classification of Assets

The organization shall classify assets and determine the sensitivity of
assets. The objective of the classification is to ensure that an asset
receives an appropriate level of protection in accordance with its value
to the organization and its sensitivity.

Classification of information assets shall be performed based on
accepted guidelines. The classification levels for information assets shall
be "Secret”, "Confidential”, “Limited Sharing”, "Public” and “Unclassified".

IT assets shall be classified into four levels namely, “Very Critical IT assets’,
“Critical IT assets”, "Non-Critical IT assets’, and "Unclassified IT assets”.

27
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A description of the process of assets classification is available in the
Information and Cyber Security Implementation Guide (Refer Section 2.2.

o).
Compliance: Applicable to all government organizations

4.3 Protect Assets

Upon identification of the assets, the organization shall implement
appropriate controls to prevent, limit or contain the impact of a potential
information security incident. Controls applied shall be based on the
classification of each asset. To comply with the Policy, the organization
shall control access to assets, enforce processes in place to secure data,
define security controls for data- in- transit and data-at-rest, use licensed
software, and deploy protective technology to ensure cyber resilience.
The policies which the organization shall comply with are presented

below.

4.3.1 Policy on Protection of Data-at-Rest

The organization shall protect data-at-rest. Data at rest is the data that
is not actively moving from device to device or network to network (e.g.
data stored on a server, cloud, hard drive, laptop, flash drive, or data
archived or stored).
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It is essential to encrypt any data (information assets) which are classified
as "Secret” or “Confidential” prior to storing. Other means of protecting
data at rest include, controlling user access through Identity Management
and Access Control mechanism, and providing physical protection to
assets.

Compliance: Applicable to all government organizations

4.3.2Policy on Protection of Data-in-Transit

The organization shall protect data-in-transit. Data in transit is the data
that is actively moving from one location to another such as across the
Internet or through a private network (e.g. data being transferred from
site A to B through an organization owned private network, including Wi-
Fi).

In order to protect data in transit, the organization shall encrypt sensitive
information (information classified as “Secret” or “Confidential”) prior to
moving and, use secure connections (HTTPS, TLS, SFTP etc.) for data
transfer.

Further, the organization shall ensure that security parameters on Wi-Fi
settings have been enabled.

Compliance: Applicable to all government organizations

4.3.3Policy on Physical Protection

The organization shall provide physical protection to assets to prevent
physical intrusion and unauthorized access.

Based on the protection requirements of assets, each organization shall
define secure areas to store or process assets which are important to the
organization. Information assets classified as “Secret” and "Confidential”
are to be stored and processed in the stated secure areas.

Further, IT assets which are classified as “(very) Critical” shall be stored
and operated in secure areas.

Secure areas shall be protected by physical walls and lockable doors,
and multi-factor entry systems, and shall be monitored through CCTV
continuously to prevent physical intrusions and unauthorized access.

Secure areas shall be protected to prevent threats from fire, flood,
humidity, electromagnetic fields and temperature.
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Furthermore, the organization shall use various technologies to control
user access to information and IT assets. Such technologies include but
are not limited to user identity and passwords, access cards, PINs and
biometrics.

Moreover, access to the computers, systems or any devices shall be
controlled through implementing an Identity Management and Access
Control process (Refer Section 4.3.4).

Compliance: Applicable for all government organizations

4.3.4Policy on Identity Management and Access Control

The organization shall control user access to both Information and
IT assets. Identity management and access control is an approach to
managing access to information and IT assets to keep them secure.

Identity management and access control is focused on verifying a user's
identity and their level of access before granting them access to systems
and information. Users shall only be granted access to the assets which
they need to perform their tasks (need-to-know), and assets they need
to use to perform tasks (need-to-use). The users shall always be given
minimum access to systems and information necessary for their role only.

Based on the given principles, the organization shall develop an Identity
Management and Access Control Process for its usage. Sri Lanka CERT



has drafted an Identity Management and Access Control Process for
government organizations which can be customized and adopted by the
organization.

The organization shall ensure that the Identity Management and Access
Control Process implemented by the organization is adequate and
up-to-date. Further, all employees and all third-party service providers
should adhere to the Identity Management and Access control process
implemented by the government organization.

Any violations of the Identity Management and Access Control Process
shall be reported to the ISC for necessary action. In a situation where
an ISC is not established, such violations should be reported to HOO
through ISO.

Compliance: Applicable to all government organizations

4.3.5Policy on Strong Authentication

Authentication is the process of identifying a user. The authentication
process provides access to the organization's assets through user
identification (identification) and user verification (verification of identity)
by evidence.

I
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In accordance with the Organization’s Identity Management and Access
Control Process as presented in Policy 4.3.4, the organization must use
strong authentication to verify a user's identity.

A combination of username and password, and the use of multifactor
authentication (MFA) are recommended to authenticate user identity.

To ensure a strong authentication process, the organization shall address
the following factors (but not limited to) in developing the organization's
Identity Management and Access Control Process.

Passwords must be at least 8 characters long and must consist of
both upper and lower case characters (e.g. a-Z), digits (0,9), and
special characters (@$+/).

All passwords must be changed after predetermined intervals
which is 90 days for regular access. Privilege access should only
be granted on a need basis.

The organization shall implement MFA access for securing user
accounts which have access to “Secret” and “Confidential”
information.

In designing MFA, organization shall take into account at least
combination of user’s knowledge (what you know, e.g. password),
possession (what you have, e.g. token, access card), or inherence
(what you are, e.g. biometric-finger print).

Passwords and any other authentication credentials provided to an
employee who is leaving the organization shall be withdrawn and
removed from all assets to prevent further access by the employee.

Compliance: Applicable to all government organizations

4.3.6Policy on Data Sovereignty and Cloud Computing

Data sovereignty refers to the data subject to the laws and governance
structures within the country where such data is collected, processed
and stored. In this context, the government organization shall pay a high
level of attention to data sovereignty particularly when cloud services are
obtained from other countries to store and process the collected data.
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Cloud computing generally refers to the ICT resources (e.g. such as
storage, processing, application development platforms) available

for users on-demand without direct management by the user. Many
organizations nowadays are moving to cloud services due to cost savings,
scalability and increased performance.

The organization, however, must be cautious about the risk of using cloud
services, particularly, when using public clouds (public cloud is a cloud
service available to anyone who wants to purchase them). Limited control
over the cloud as they are operated in different jurisdictions, limited
visibility of architectures and limited transparency of operations, possible
significant mismatches in service-level agreements (SLAs) are common
cloud risks.

In fulfilling their cloud service needs, organizations shall give priority to
obtaining services through the Lanka Government Cloud (LGC).

LGC is a government-owned private cloud service operated by the
Information and Communication Technology Agency (ICTA), which was
designed to fulfill the cloud service requirements of the government.
Itis, however, strictly recommended to the organizations to perform a
proper risk assessment prior to obtaining services from any cloud
service provider.
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Furthermore, all activities of the organization in relation to collecting,
storing and processing data or hosting software applications in other
jurisdictions shall be performed in accordance with the relevant laws and
regulations in Sri Lanka in relation to data protection.

Compliance: Applicable to all government organizations

4.3.7 Policy on Licensed Software and Patch Updates

The organization shall use licensed software with valid updates. This
includes but is not limited to system software, utility programs, and
application software (e.g. word processing packages, databases, browsers,

antimalware, etc.).

Organization shall update operating systems and other relevant software
with vendor supplied latest patches and fixes. Furthermore, organizations
should enable automatic updates.

Further, prior to the installation of critical patches provided by the
supplier, a proper assessment of the potential impact of their installation
should be made (especially for IT assets classified as very critical and
critical).

Compliance: Applicable to all government organizations

4.3.8Policy on Antimalware

The organization shall install Antimalware software with a valid license.

Antimalware tools shall remain active at any potential entry point, and

malware signatures shall be up-to-date and automatic updates shall be
enabled.
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Malware detection must be configured for on-access scanning, including
downloading or opening of files, folders on removable or remote storage,
and web page scanning.

Users must be prohibited from changing the configuration of, uninstalling,
deactivating or otherwise tampering with antimalware.

When a government organization communicates information to another
organization or to the public, through electronic format sender shall
ensure that the information is free of malware.

Compliance: Applicable to all government organizations

4.3.9 Policy on using Official Emails

The organization shall use official emails for official communications.
Employees must not use official emails for personal communications.

Official emails are the email provided by the government with the
domain name of “gov.lk". Official email accounts are official assets and the
organization has the right to access the account, read emails or delete
the account.

All email attachments, regardless of the source or content, must be
scanned for viruses and other destructive programs before being opened
or stored on any government organization's computer system.

Organizations are also required to comply with the regulations and
guidelines issued by the government from time to time regarding official
emails.

Compliance: Applicable to all government organizations

4.3.10 Policy on Security of Emails

The organization shall configure their email accounts with all applicable
security features. To ensure the security of information, the email
server shall be hosted in line with the relevant laws in relation to data
protection.

The organization shall set up email filters to remove emails known to
have malware attached and prevent the inbox from being cluttered by
unsolicited and undesired (i.e. “spam”) email. Moreover, when sending
sensitive information via emails, it must be encrypted.
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In the case of email accounts provided by the Lanka Government
Network (LGN), ICTA is required to ensure that the email service is
securely configured, and security audit reports shall be obtained
from Sri Lanka CERT on a periodic basis for supervisory or regulatory
requirements.

Compliance: Applicable to all government organizations

4.3.11 Policy on Digital Signatures

Where appropriate, the organization shall implement digital signatures.
Digital signatures should be used for emails to ensure authenticity, integrity
and nonrepudiation.

Compliance: Applicable to all government organizations

4.3.12 Policy on Perimeter Security Controls

The organization shall install perimeter security controls such as Firewalls,
Intrusion Detection Systems and Intrusion Prevention Systems (IDS/IPS),
etc., to provide protection to assets (information, computers, networks
and systems assets) against cyberattacks and prevent malicious software
from accessing assets via the Internet.

The organization shall regularly update perimeter security threat
databases, install antimalware with automatic updates enabled, update
default settings with appropriate configurations, and disable default
vendor supplied user accounts for such devices and systems.

An overview of the appropriate security configurations for perimeter
security controlling devices is provided in the Information and Cyber
Security Implementation Guide.

Compliance: Applicable to all government organizations

4.3.13 Policy on Secure Remote Access

The organization shall secure remote access to internal networks to
prevent unauthorized access to assets through geographically distant
locations.

Remote access brings many information security threats to the
organization. Risk of eavesdropping as information travels over the
public internet, unauthorized access to systems or data, monitoring and
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manipulation of data and malware infections are common security risks
associated with remote access.

To mitigate the risk of remote access, the organization shall use secure
Virtual Private Networks (VPNs), allow only authorized users to access
systems based on the identity management and access control policy of
the organization, implement multi-factor authentication, secure remote
access from client devices, and use trusted networks.

Compliance: Applicable to all government organizations

4.314 Policy on Backup Strategy

The organization shall have a strategy to backup data, logs, systems,
software, configuration details and any other information that are
necessary to restore to normal operations in an event of a disaster. This
strategy shall be aligned with the organization's Disaster Recovery Plan
(Refer Section 4.6.1).

The organization must ensure that the backups can be used to fully
restore or recover any disrupted services.

Data written onto backup media shall be preserved as per the regulatory
requirements of the government.

The organization shall also define the Recovery Time Objective (RTO) and
Recovery Point Objective (RPO) to determine the frequency of backups.
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It is recommended to have an air gap between the live data and backup
data for protecting live data from any malicious attacks including
ransomware.

Rhl

It is further recommended that backups be stored at a secure location
which is physically distant from the data processing site. There should
also be a mechanism implemented to detect any changes made to the
backups.

Backups containing information assets labeled as “Secret” and
“Confidential” shall be stored as per the security requirements specified in
the Assets Register.

Compliance: Applicable to all government organizations

4.3.15 Policy on the Security of Assets Supplied by Government
Organizations

Today many government and non-government organizations operate

on the information and IT assets provided by the government. In this
context, ICTA or other government organizations must ensure the
security, reliability, integrity, and accuracy of the information and IT assets
developed by them. For example, the security of Lanka Government



manipulation of data and malware infections are common security risks
associated with remote access.

To mitigate the risk of remote access, the organization shall use secure
Virtual Private Networks (VPNs), allow only authorized users to access
systems based on the identity management and access control policy of
the organization, implement multi-factor authentication, secure remote
access from client devices, and use trusted networks.

Compliance: Applicable to all government organizations

4.3.14 Policy on Backup Strategy

The organization shall have a strategy to backup data, logs, systems,
software, configuration details and any other information that are
necessary to restore to normal operations in an event of a disaster. This
strategy shall be aligned with the organization's Disaster Recovery Plan
(Refer Section 4.6.1).

The organization must ensure that the backups can be used to fully
restore or recover any disrupted services.

Data written onto backup media shall be preserved as per the regulatory
requirements of the government.

The organization shall also define the Recovery Time Objective (RTO) and
Recovery Point Objective (RPO) to determine the frequency of backups.
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It is recommended to have an air gap between the live data and backup
data for protecting live data from any malicious attacks including
ransomware.

Rhl

It is further recommended that backups be stored at a secure location
which is physically distant from the data processing site. There should
also be a mechanism implemented to detect any changes made to the
backups.

Backups containing information assets labeled as “Secret” and
“Confidential” shall be stored as per the security requirements specified in
the Assets Register.

Compliance: Applicable to all government organizations

4.3.15 Policy on the Security of Assets Supplied by Government
Organizations

Today many government and non-government organizations operate

on the information and IT assets provided by the government. In this
context, ICTA or other government organizations must ensure the
security, reliability, integrity, and accuracy of the information and IT assets
developed by them. For example, the security of Lanka Government



Network, Lanka Government Cloud, Email Service, Lanka Government
Payment System, SMS Service, Document Management System or
other services should be guaranteed by the relevant organization that
developed such infrastructure. The required security certificates for
these infrastructures should be obtained by the relevant organizations
from Sri Lanka CERT or from any other qualified institution.

Compliance: Applicable to ICTA and all government organizations

4.3.16 Policy on Security-by-Design

The organization shall follow a security-by-design approach in software
acquisitions and in-house software development. The security-by-design
approach extends the traditional software development approach

by adding security considerations to each stage of the software
development lifecycle.

In developing software (or acquiring software), the organization must
consider security planning and conducting risk assessments at the project
planning stage, defining security requirements in bidding documents,
reviewing the security architecture in the design stage, reviewing code

at the development stage for identifying security-related weaknesses
(flaws), and performing vulnerability assessments in the implementation
stage to identify security weaknesses in the systems. Finally, at the
system decommissioning stage, the systems shall be securely disposed to
ensure that its data and other information assets cannot be accessed and
recovered by unauthorized individuals.

Further, in developing websites and web applications, government
organization shall adhere to the “Website Security Guidelines”’, “Web
Application Security Guidelines” and “Technical Guidelines for Web

Application and Website Security” issued by Sri Lanka CERT. These
guidelines can be downloaded from https://www.onlinesafety.lk website.

Compliance: Applicable to all government organizations

4.3.17 Policy on Secure Disposal of Assets
Assets shall be disposed securely using a formal procedure when no
longer required.

It is required that the organization's storage media, which includes but
is not limited to optical media (CDs or DVDs), magnetic media (tapes or
diskettes), disk drives (external, portable, or removed from information
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systems), flash memory storage devices (SSDs or USB flash drives) and
documents (paper documents, paper output, or photographic media) are
disposed securely.

P B

If the media contains information that is no longer required, the
information shall be deleted in an unrecoverable manner to prevent the
retrieval of the original information. Low level sector-based formatting is
a possible method of removing information assets contained in media.
Shredding or punching are possible ways of permanently destroying
media that contain information assets.

If the assets in the storage media are classified as “Secret” or
“Confidential” the safest method of disposal is physical destruction of the
media, after obtaining proper approval for the disposal action from ISC.

Compliance: Applicable to all government organizations

4.3.18 Policy on Internal Information and Cyber Security Audit
Process

The organization shall have a formal internal information security audit
program in place to conduct routine audits that includes but is not
limited to IT security control audits, application security control reviews,
network architecture reviews, IT process audits, security compliance
reviews, internal and external vulnerability assessments, penetration
testing, and web application penetration testing.
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Assessments shall be performed periodically (at least annually), after an
incident has occurred, after a change is introduced (to application or
hosting environment), after changes to standard/guidelines, after spread
of virus or malware, or as determined by the ISC.

The (Chief) IA of the organization shall coordinate the audit, and the
Chief IA of each Ministry shall coordinate information security audits of
the organizations under its purview.

A formal process to oversee the implementation of recommendations
made in audit reports is to be established by the organization. The
(Chief) IA of the organization shall take the leadership and bear the
responsibility for this process.

Audits shall be performed by a party qualified to carry out such audits or
the organization shall obtain the services of Sri Lanka CERT.

If the audits are to be carried out by a third party, it is essential that
a Non-Disclosure Agreement (NDA) is to be signed to ensure the
confidentiality of the organization's assets.

Compliance: Applicable to all government organizations

4.3.19 Policy on Audits Prior to Deployment

On par with the internal information security audit program, the
organization shall perform vulnerability assessments and penetration
tests prior to the deployment of any website, web application or system
on the live environment.

The organization needs to obtain the services of Sri Lanka CERT to
conduct these assessments or shall obtain the services of a qualified
third-party organization in consultation with Sri Lanka CERT.

Compliance: Applicable to all government organizations

4.3.20 Policy on Systems Hardening

The organization shall harden IT assets (operating systems, servers,
networks and network devices, databases, and virtual private networks)
to reduce their surface of vulnerability by eliminating potential attack
vectors and condensing the system'’s attack surface. Guidelines on
systems hardening are presented in the Information and Cyber Security
Implementation Guide.
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Hardening systems shall only be carried out with the support of
experienced and skilled personnel.

Compliance: Applicable to all government organizations

4.3.21 Policy on Work from Home

With the transition to working from home (or work from distant
locations), there is an increase in information security threats. Therefore,
employees shall adhere to “Information Security Guidelines for Working
from Home" issued by Sri Lanka CERT which outline a set of security best
practices when working remotely.

Further, officers responsible for IT activities shall adhere to the
“Guidelines to Improve Cyber Security to Enable Work from Home:
Minimal Guidelines for IT Administrators” issued by Sri Lanka CERT to
ensure secure access to organization's IT assets when working remotely
is permitted. These guidelines are issued in compliance with the work-
from-home guidelines issued by the government. The guidelines are
available for reference on www.onlinesafety.lk website of Sri Lanka CERT.

Compliance: Applicable to all government organizations
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4.3.22 Policy on Using Personal Devices for Official Work

The organization shall not allow employees to use their personal laptops,
smartphones and tabs to carry out official duties. However, under
specific circumstances determined by the ISC, the organization may
allow selected employees to use their personal devices to perform
official duties, under the supervision of the ISO. In such circumstances,
it is imperative to appropriately register such devices with the
organization and ensure that those devices comply with this Policy.
However, Employees’ personal devices shall not be used to process or
store information classified as “Secret” and “Confidential” under any
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When employees’ personal devices are used to perform official duties,
the organization shall ensure that user accounts are set up to have limited
privileges, accounts are protected with strong passwords and multifactor
authentication, antimalware software is installed and automatic updates
are enabled, operating systems, utility software and other application
software that is used have valid licenses with necessary patch updates.

Further, the organization reserves the right to review or retain

personal and organizational information on such devices, or to release
the information to government agencies or third parties during an
investigation or legal requirement. Security of the personal device shall be
the responsibility of the owner of the device. The organization shall not
be liable for any loss or damage to the device including loss of personal
data due to the use of the device.

Compliance: Applicable to all government organizations
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4.3.23 Policy on Using Non-Secure Networks

The staff of the organization shall avoid the use of non-secure networks,
such as untrusted Wi-Fi networks (e.g. available in hotels, restaurants, bus
stops), and the use of publicly shared personal computers, kiosks and other
related devices to access official email and other official software solutions.

Compliance: Applicable to all government organizations

4.3.24 Policy on Management of Suppliers

The organization shall ensure appropriate measures are taken when
external parties (providers of hardware, software, networks, hosting,
and managed services etc.) are involved in developing and managing the
information and IT assets.

In carrying out vendor management, the organization has to take

into consideration the following as a minimum: (a) identifying the
responsibilities and obligations of the contracted party including but
not limited to backup, storage, recovery and contingency arrangements,
security configurations, access to Information and IT Assets, etc,,

(b) adherence to established information security practices of the
organization as defined by the government, (c) right to audit the
contracted party processes and controls related to the agreement, and
(d) monitoring and reporting on non-adherence to contractual terms and
conditions. The responsibility for managing relationships with contracted
parties shall be assigned to Asset Owners, designated officers or entities,
as decided by the HOO.

Compliance: Applicable to all government organizations

4.3.25 Policy on Change Management

The organization shall control all changes. Unmanaged changes pose risks
to information and IT assets and have the potential to cause operational
disruptions. For example, uncontrolled installations (or uninstallations),
insertions, deletions, and modifications to systems may impact
confidentiality, integrity and availability attributes of data or even result in
vulnerabilities to systems that may lead to compromise of the system.

Further, personnel involved in changes may also pose threats to the
confidentiality of operational information. ISC, therefore, shall implement a
formal change management process to mitigate the overall security risk for
the system.

Compliance: Applicable to all government organizations
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4.4 Detect Incidents

The organization shall implement appropriate measures to identify
information and cyber security incidents in a timely manner. The
organization shall instruct staff to report any cyber security incidents,
vulnerabilities or policy violations to relevant officials. Further, the
organization shall deploy mechanisms for analyzing logs to identify
incidents and adopt continuous monitoring solutions that detect
anomalous activities and other threats to operational continuity.

Policies which the organization shall comply with regards to detecting
information and cyber security incidents are presented below.

4.4.1 Policy on Reporting Incidents

Staff shall be clearly advised to immediately report any suspicious activity
or any security violation to the ISO. Security violations shall include but
are not limited to unauthorized access to a network, telecommunication
or computer system, the apparent presence of a virus on computers, the
apparent presence of any asset prohibited by organizations, apparent
tampering with any file by unauthorized user, and violations of these
guidelines or security policy by another user or contractor.

Users shall also be instructed to report any vulnerabilities existing on
[T assets.
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The organization shall provide adequate awareness and trainings to
staff on detection of incidents, reporting information security events
detected, and preserving evidence.

Compliance: Applicable to all government organizations

4.4.2Policy on Reviewing Logs

The organization shall maintain and review Logs (access logs, error logs,
server logs, audit logs, firewall logs and antimalware logs) generated by
systems and associated components to detect incidents.

The organization shall regularly review logs to detect malicious attacks on
systems, and to determine the causes of errors or security breaches.

Logs shall be protected against tampering and unauthorized access.

In the case of logs containing sensitive and personally identifiable
information, appropriate privacy protection measures shall be taken prior
to storing and analysis. Logs shall be retained for a period of 12 months or
as determined by ISC.

Compliance: Applicable to all government organizations
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4.4.3Policy on Continuous Monitoring of Incidents

The organization shall monitor networks or systems for detecting
malicious activities, and counter such activities through implementing
Intrusion Detection Systems and Intrusion Prevention System (IPS/

IDS). The organization can also use Security Information and Event
Management (SIEM) systems for security monitoring, and advanced threat
and incident detections.

Compliance: Applicable to all CNIl providers

4.4.4Policy on Reporting Incidents to Sri Lanka CERT

As determined by the ISC, the organization is advised to report critical
information security incidents to Sri Lanka CERT immediately for technical
advice and handling.

Compliance: Applicable to all government organizations

4.5 Respond to Incidents

In order to effectively respond to information and cyber security
incidents, the organization shall develop an incident response plan, and
activate the plan in the event of an incident. Policies that the organization
shall comply in responding to information and cyber security incidents
are presented below.
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4.5.1 Policy on Incident Response Plan

The organization shall develop an Incident Response Plan which consists
of a set of predetermined instructions and procedures to detect,
respond, and limit the negative consequences of an information and
cyber security incident against an organization's assets. This shall also
include a clear set of instructions and procedures to effectively recover
from the incident.

The Incident Response Plan shall contain, at a minimum, incident
reporting procedures, strategies for detection, analysis and, containment
of incidents (eradication or recovery), allocation of information security
responsibilities to designated staff, and procedures related to post-
incidents reviews.

The Incident Response Plan shall be tested time to time and
communicated to all staff members of the organization.

Guidelines to develop an Incident Response Plan are presented in the
Information and Cyber Security Implementation Guide.

Compliance: Applicable to all government organizations

4.5.2Policy on Activating Incident Response Plan

In the event of an information security incident, the designated
authorized person shall activate the incident response plan to minimize
the impact on the organizational operations, and to resume normal
operations after the incident.

The organization shall maintain an Incident Register to record information
related to the incidents. Incident Register shall contain the following
information at a minimum: date and time of the incident, name and
designation of the employee who reported the incident, description of
the incident, nature of the impact, classification of the incident, action
taken in response to the incident, officer in charge of handling the
incident, current status of the incident and so forth.

Guidelines for responding to incidents are presented in the Information
and Cyber Security Implementation Guide.
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In the event of an information and cyber security incident, the
organization has to initiate procedures to identify, collect and preserve
information, which can serve as evidence that can be used in forensics
investigations. The policies related to forensic investigation is presented
in Section 4.5.3.

Compliance: Applicable to all government organizations

4.5.3Policy on Forensic Investigations

—a

In the event where forensic investigation is required, the organization
shall follow a formal investigation process. The evidence related to
forensic investigation can be captured through a wide range of electronic
means such as physical documents, data on the hard disks, device logs,
CCTV footage, email records, voice records and other electronic records,
etc.

Since electronic evidence is different from traditional evidence as to

its nature of intangibility, volatility and replicability, expert knowledge is
essential to deal with such evidence. The organization shall obtain the
technical assistance from Sri Lanka CERT or a relevant organization which
has such technical capabilities.

In a forensic investigation, the chain of custody shall be maintained by
the organization which requires the following information at a minimum:
details of the incident and collected evidence, date and time of the
evidence collected, the name and the designation from whom the
evidence was obtained and the history of transferring the evidence.
ISO shall maintain the chain of custody that shall be presented in an
investigation.
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Itis required that the ISO of the organization has the responsibility of
retaining and preserving all evidence that concerns ongoing, pending
or foreseeable claims. This includes the responsibility of not to lose,
destroy, or intentionally alter documents, electronic records, or similar
instruments that can be used as evidence.

In a forensic investigation, legal frameworks related to personal data
protection, computer crimes, payment device frauds, electronic
transactions and any other relevant laws shall be applied.

Compliance: Applicable to all government organizations

4.6 Recover Normal Operations

The organization shall develop and implement a plan of effective
activities to restore any capabilities or services that were impaired due to
a disaster.

Policies that the organization shall comply in recovering from disasters or
information and cyber security incidents are presented below.



4.6.1 Policy on Disaster Recovery Plan

The organization shall have a Disaster Recovery Plan that will be activated
in an event of a disaster (or incident) to facilitate recovery from such
disaster (or incident).

The Disaster Recovery Plan shall contain activities to be performed
to recover from a disaster, and roles and responsibilities of each team
member in the plan.

Disaster Recovery Plan shall be designed by conducting a risk assessment
and a business impact analysis of the information and IT assets, and the
recovery activities shall be designed by considering the earliest point

in time at which it is acceptable to recover the data (recovery time
objective), and the earliest point in time at which the organization's
operations and systems must be resumed after a disaster (recovery point
objective).

The Disaster Recovery Plan shall be tested and updated on a periodic
basis.

Compliance: Applicable to all government organizations

4.6.2Policy on Activating Disaster Recovery Plan

In an event of a disaster, the designated authorized person shall activate
the disaster recovery plan to minimize the impact on the organization's
operations, and to resume normal operations after the event.

Compliance: Applicable to all government organizations

4.6.3Policy on Crisis Communication

In the event of a major crisis (e.g. critical disaster, cyber security incident),
as decided by the HOO, the organization shall communicate with internal
and external parties such as the ministry in charge of the organization,

Sri Lanka CERT, victims, media, clients, and law enforcement authorities
according to a plan. The organization shall appoint a senior responsible
officer to communicate the crisis to the relevant stakeholders.

Compliance: Applicable to all government organizations
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5. Policies to be Implemented on a
Priority Basis

In order to implement the Information and Cyber Security Policy within
the organization, the following policies need to be implemented at the
priority basis.

Policy Area Policy J Policies to be Implemented All CNII
v No. on a Priority Basis Organizations [ Providers

Providing leadership to

implement the Information v v
and Cyber Security Policy

by the HOO.

Establishment of an

Information and Cyber v v
Security Organizational

Structure.

4.1.2

Appoint an ISO and

delegate information v
and cyber security

responsibilities.

412 (a)

In the absence of an ISO,
412 assign responsibilities to the v
(b) CIO to protect information

. nd IT .
Information and IT assets

and Cyber Assign responsibilities to

Security 412  (Chief) IA to coordinate v v
Governance © information and

cybersecurity audits.

413  Appointan ISC. v v
414  Appoint RMC. v
i Identify user responsibilities v v

and communicate to users.

Capacity building of officials
41.6  responsible for information v v
and cyber security.

Perform security clearance

and background checks on

staff handling information v
assets classified as secret

and confidential or staff

using CNII.

417
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Policy Area Policy J Policies to be Implemented All CNII
Y No. on a Priority Basis Organizations [ Providers

Align information and
cybersecurity activities
418  with the vision, mission v v
and objectives of the
organization.

Develop and implement
419  information and cyber v v
security action plans.

421 Identify information, IT v v
assets and CNII.
Identify Asset Owners,
e Custodlg@ e-mol assign v v
. responsibilities to protect
Identify I
Assets,
Asset 424 Maintain ihformation and IT v v
Owners and assets registers.
Risks Porf ol "
Ao erform risk assessments for v

information and IT assets.

Classify information and IT
42.6  assets based on their value v v
and sensitivity.

431 Protect data at rest. v v
432 Protect data at transit. v v
Az Ensure pbysical security of v v
information and IT assets.
ey Control gser access to v v
information and IT assets.
Protect e
Assets 435 nsure s.tror.wg v 4
authentication.
436 Ensure datg Sovereignty in J J
an appropriate manner.
Use valid licensed software
437  and update the latest v v
patches.
43.8 Install antimalware software. v v
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Policies to be Implemented
on a Priority Basis

Policy
Policy A
olicy Area No.

439

4.3.10

431

4.3.12

4.3.13

4.3.14

4.3.16

4.3.17

4.3.18

4.3.19

4.3.20

4.3.21

4.3.23

4.3.24

4.3.25
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Use official email for official
communications.

Ensure security of emails.

Use digital signatures as
appropriate.

Implement perimeter
security controls.

Use secure remote access
methods.

Use a backup strategy.

Ensure security by design
principles in software
development and
acquisition.

Ensure secure disposal of
Assets.

Implement an internal
information security audit
process.

Perform risk assessments
and penetration tests prior
to the official launch of
website, web application or
any other system.

Strengthen the security
resilience of IT assets.

Follow work from home
guidelines in remote
working.

Prevent using untrusted
networks.

Manage suppliers.

Manage changes.

All
Organizations

v

v

CNII
Providers

v

v



Pollcy Policies to be Implemented CNII
Policy Area
on a Priority Basis Organlzaﬂons Providers

Instruct staff to report

4.4.1

incidents.
449 ReY|ew logs to identify v v
incidents.
Detect
Incidents Identify incidents by
443  continuously monitoring v
the events.
444 Report incidents to Sri v v
Lanka CERT.
451 Develop Incident Response N N
Plan.
Respond to Activate Incident Response
5 452 : o v v
Incidents Plan in an event of incident.
B3 'Perfor'm fs)rensic o N N
investigations on incidents.
461 Develop Disaster Recovery v v
Plan.
Recover Activate Disaster Recover
Normal 462 : ) Y v v
. Plan in an event of disaster.
Operations
v Develop Crisis v v

Communication Plan.
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6.

Methodology for Monitoring and
Evaluating the Information and
Cyber Security Policy

6.1

6.2

6.3

6.4

6.5

6.6

56

Prior to the implementation of the Policy, it is essential to
understand the overall information and cyber security readiness
of the government organization. This assessment tool is therefore
designed to assess the overall information and cyber security
readiness, and the progress of the adoption of the Policy by
government organizations.

Accordingly, the Sri Lanka CERT shall perform a preliminary
assessment of the readiness of government organizations in
implementing the Policy based on the questions presented in
Section 6.6. Based on the findings, recommendations will be made
to government organizations in implementing the Policy.

Sri Lanka CERT shall evaluate the level of policy compliance by each
government organization on an annual basis, and shall present the
level of compliance on an Information Security Index. Based on the
revaluation results, Sri Lanka CERT shall make recommendations to
improve the overall information and cyber security readiness of the
organization.

To evaluate the performance (or readiness) of implementing the
Policy within the organization, the questionnaire presented in
Section 6.6 which contains approximately 50 questions, will be used.
ISO, CIO or Officer in charge of the subject of IT shall complete and
submit the questionnaire to Sri Lanka CERT on or before October
30th of each year, with the signature of the HOO.

Should the respondent wish to provide a detailed response to each
question, the respondent can provide details in the remarks section
at the end of the survey questionnaire. Respondents can refer to
the Glossary of this document for detailed explanation of relevant
terms.

Assessment Questionnaire

All government organizations are required to respond to every
question up to the best of their knowledge.



Policy Domains

Information and Cyber Security Governance

Security
Organization
Structure

Assessment Criteria

Has the
organization
appointed an ISO?

Has the
organization
assigned
information and
cyber security
responsibilities to
ISO?

In an absence of
ISO, has the CIO or
the officer in charge
of the subject of

IT been assigned
information and
cyber security
responsibilities?

Has the
organization
assigned
information
security audit
responsibilities to
(Chief) IA?

Does the
organization have
a Committee to
make decisions on
information and
cyber security?

Does the
organization have

a committee to
make decisions on
information and
cyber security risks?

Compliance

Yes [\ [e)

41.2
(@)

412
@

41.2
(b)

412
(©
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Compliance

Policy Domains || Assessment Criteria
Yes No

End User 7. Has organization 4.1.5
Responsibilities explained the end

user responsibilities

to users?
Capacity 8. Hasthe 4.1.6
Building organization

taken any steps
to develop the
information
security capacity
of accountable

individuals?
Background 9. Does your 4.1.7
Checks organization

perform background
checks and security
clearance on
officials dealing
with “Secret” or
“Confidential”,
information assets
or having access to

CNIlI'?
Strategic 10. In designing and 4.1.8
Alignment implementing

the organization's
functions, policies,
strategies or
projects, has your
organization taken
information security
into account?
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Compliance

Policy Domains J| Assessment Criteria
Yes [\ [e)

Action Plan 11.  Does your
organization have
financial provisions
for information
security activities?

12. Has your 4.1.10
organization
developed action
plans to achieve its
information security
objectives?

Identify Assets, Owners, Users, and Risks

Identification 13. Has your 4.2.1
of Assets organization

identified

information assets

that have a value to

the organization?

14. Has your 425
organization
assessed risk
associated with
information assets?

15. Has your 4.2.1
organization
identified
information assets
that have a value to
the organization?

16. Has your 4.2.5
organization
assessed risk
associated with
information assets?

17. Has your 4.2.6
organization
classified
information assets
based on their
sensitivity or other
means?
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Compliance

Policy Domains J| Assessment Criteria
Yes [\ [e)

Has your 4.2.4
organization

recorded IT assets

inan IT Assets

Register?

Has your 4.2.6
organization

classified IT assets

based on their

criticality?

Has your 4.2.3
organization

identified the

Owners of the

assets?

Protect Assets

Encryption . Does your 4.3.1
organization

encrypt sensitive
information prior to
storage?

Does your 4.3.2
organization

encrypt sensitive
information prior

to moving through
electronic channels?

Physical . Does your 4.3.3
Protection organization

process or

store sensitive

information in

secure areas?

24. Has your 4.3.3
organization
taken appropriate
measures to protect
secure areas from
fire, flood, humidity
and temperature?
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Compliance

Policy Domains [ Assessment Criteria
Yes [\ [e)

Protect Assets

Does your
organization
prevent
unauthorized entry
to secure areas?

Physical 23. Does your 4.3.3
Protection organization

process or

store sensitive

information in

secure areas?

24. Has your 4.3.3
organization
taken appropriate
measures to protect
secure areas from
fire, flood, humidity
and temperature?

25. Does your 4.3.3
organization
prevent
unauthorized entry
to secure areas?

Identity 26.  Does your 4.3.4
Management organization

and Access have an |dentity

Control Management and

Access Control

Policy?

27. Does your 4.3.5
organization
use strong
authentication?
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Compliance

Policy Domains || Assessment Criteria

Yes [\ [

DEVEY 28. Does your 4.3.6
Sovereignty organization ensure
Data Sovereignty?

29. Does your 4.3.6
organization
assess risk prior to
obtaining cloud

service?
Licensed 30. Does the 4.3.7
Software and organization use
Patch Updates operating systems

(OSs) with valid

License(s)?

31. Have the OSs (s) of 4.3.7
the organization
been updated with
vendor supplied
latest patches and
fixes?

32. Does your 437
organization have
a procedure in
place to ensure
vendor supplied
critical patches are
installed on time?

Antimalware 33. Hasthe 4.3.8
organization

installed

Antimalware

software with a

valid license in all

machines?
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Compliance

Policy Domains || Assessment Criteria

Yes [\ [e)

34. Does your 439
organization
restrict users from
using personal
emails for official
communications?

35. Does your 4.3.10
organization set
up email filters
to remove emails
known to have
malware attached?

36. Does your 4.3.10
organization use
encryption when
sending sensitive
information via

email?
Perimeter 37. Does your 4.3.12
Security organization have
Devices a Firewall in your

computer network?

Secure Remote 38. Does your 4.313
Access organization use

secure Virtual

Private Networks

(VPNs) for remote

access?

39. Do all the users 4.3.13
connecting
remotely use VPN?
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Compliance

Policy Domains || Assessment Criteria

Yes [\ [e)

Backup 40. Does your 4.3.14
Strategy organization backup
data?
41. Are the backups 4.3.14

stored at a fire
proof, secure
location which is
physically distant
from the data
processing site?

Secure Disposal [JEYEENPII-tAVelllg 4.3.17
of Assets organization

follow any of

the following to
dispose electronic
media that

contain sensitive
information?

- Shredding,
punching, physically
damaging,
degaussing.

Internal 43. Does your 4.3.18
Information organization have

Security Audit internal information

Program security audit

program?

44. Does your 4.3.19
organization
perform VAPTs
through Sri Lanka
CERT prior to
any deployment
of software
applications?

45. Have you 4.3.19
performed VAPT
for your computer
network?
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Compliance

Policy Domains [ Assessment Criteria

Yes [\ [e)

Work from 46. Does your 4.3.21
Home organization adhere

to the work from

home guidelines

issued by Sri Lanka

CERT?

Using Personal 47. Does your 4.3.22
Devices for organization have

Official Work a formal procedure

to register personal

devices?

48. Does your 4.3.22
organization allow
personal devices
to process or store
critical data?

Detect Information Security Incidents

Report 49. Has the 4.4.1
Incidents organization
instructed staff

to report any
suspicious activity,
contact, theft,
virus, vulnerability,
unauthorized
access, tampering
with files, or
violation of security
policy to the
person in charge

of Information
security?

50. Have you ever 4.4.4
reported cyber
security incidents
to Sri Lanka CERT or
any other party?
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Policy Domains

Respond to Incidents

Incident 51.

Response Plan
and Activate
the Plan

Disaster 53.

Recovery Plan
and Activate
the Plan

52.

54.

Assessment Criteria

Has your
organization
developed an
Incident Response
Plan?

In the event of an
information and
cyber security
event, does the
organization
activate an Incident
Response Plan to
minimize the impact
on its operations
and restore that
operation?

Does your
organization have a
Disaster Recovery
Plan developed

to facilitate the
recovery in an event
of a disaster?

In the event of

a disaster (or
event), does the
organization
activate its Disaster
Recovery Plan to
restore disrupted
services?

4.5.1

4.5.2

4.6.1

4.6.2




Glossary

Antimalware

Assets
Classification

Assets Custodian

Assets Owner

Availability of
Information

Confidentiality of
Information

Sensitive
Information Assets

Anti-malware is a software designed to identify malware
in devices or prevent malware from infecting computer
systems or electronic devices. Malware is any software
intentionally designed to cause damage to a computer,
server, or computer network (e.g. viruses, worms,
ransomware).

Classification is the process of categorizing information
assets based on the level of sensitivity and criticality
of that information. The primary objective of asset
classification is to ensure that information receives an
appropriate level of protection in accordance with its
importance to the organization.

Person in the organization who has the responsibility to
protect an information asset throughout the lifecycle
as it is stored, transported, or processed in line with the
requirements defined by the information asset owner.

An asset owner is a senior executive grade official
responsible for the day-to-day management of assets.
The asset owner controls the entire life cycle of the
asset and must identify the risks to the assets and
suggest appropriate security measures to protect them.

Availability ensures timely and reliable access to and use
of information.

Confidentiality refers to the assurance that information
is not disclosed to unauthorized people and
organizations.

Any information the loss, alteration, misuse, disclosure or
failure of which could adversely affect the interests of
the organization or relevant individuals or entities. These
information assets can be classified as “secret” and
‘confidential” by the government organization.
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Critical IT Assets

Critical National
Information
Infrastructure
(CNII)

Digital Signature

Encryption

Government
Organizations

Information
Security Controls

Information
Security Officer
(1SO)

Information
Security
Committee (ISC)

Critical IT assets are systems, the unauthorized

access, misuse, or failure of which can adversely affect
data, organization, or individuals. These IT assets can
be classified as "very critical” and “critical” by the
organization. Further, these IT assets require a high level
of security and may also exist in the form of CNIl as
defined below.

Critical information infrastructure are the systems or
facilities, whose incapacity or destruction would cause
a debilitating impact on national security, governance,
economy, health and social well-being of a nation.

Digital Signature is a mathematical scheme for verifying
the authenticity of digital messages or documents.

It provides sender authenticity (identity of the

users), message integrity (guarding against improper
modification or destruction), and nonrepudiation

(the claimed sender cannot later deny generating the
document).

Encryption is the process of converting a plaintext
message into a secure-coded form of text, which
cannot be understood without converting it back via
decryption.

The government organizations are the public authorities
defined in the Right to Information Act No. 12 of 2016.

Security controls are safeguards or countermeasures
to avoid, detect, counteract, or minimize security

risks to information and IT assets. Controls could be
technologies, policies, procedures, or processors put in
place to protect information assets.

An Information Security Officer is a senior-level
executive responsible for establishing and maintaining
the organization’'s objectives, strategy, and action plans
to ensure information assets are adequately protected.

In implementing the policy, this committee is
responsible for reviewing and approving all information
security controls, action plans, asset classification
schemes, incidents response plans and disaster recovery
plans and other activities carried out by the ISO.



Information
and Event
Management
systems (SIEM)

Information and
Cyber Security

Information Assets

IT Assets

Intrusion
Detection and
Prevention
Systems (IPS/IDS)

Integrity of
Information

Official Email

SIEM is a solution that combines the collection data
from log files for analysis and reports on security threats
and events, and conduct real-time system monitoring,
notifies network admins about important issues and
establishes correlations between security events to
provide real-time analysis of security alerts generated by
applications and network hardware.

Information and cyber security is the protection of
information assets from unauthorized access, use,
modification, or destruction to ensure confidentiality,
integrity and availability of the information. This includes
protection of IT assets that contain or use informational
assets from malicious actions of individuals with the use
of cyber technology or other means, and from other
natural disasters such as floods and fires.

Information asset is information or data that is of value
to the organization. This includes the documents
available in an electronic format, database records

as well as the documents available in paper format.
Examples for information assets: word file, images,
employees personal record in a database.

IT asset is any IT equipment, information system,
software, storage media that is of value to the
organization. Examples for IT assets are computers,
servers, routers, disks, networks, software, information
systems and its components.

Intrusion Detection Systems are devices that analyze
network traffic to identify known cyberattacks.
Intrusion Prevention Systems devices analyzes network
traffic to identify known cyberattacks, however, it can
stop attacks by preventing packet from being delivered
based on type of attacks it detects

Integrity refers to guarding information against improper
modification. It ensures that information remains in its
original form.

Official emails are the email accounts supplied by the
government with the domain name of “gov.lk
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Private Cloud

Public Cloud

Recovery Point
Objective (RPO)

Recovery Time
Objective (RTO)

Systems
Hardening

Virtual Private
Network (VPN)
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Services offered over the Internet or over a private
internal network to only select users. E.g. Lanka
Government Cloud

Cloud service available to anyone who wants to
purchase them

RPO is a measure of how often the organization should
take backups, and it gives an indication of how up to
date the recovered data will be. It indicates the earliest
possible time in which it is acceptable to recover the
data. For example, if a disaster occurs between backups,
can the organization afford to lose 2 minutes’ worth of
data, or 2 hours or full day.

RTO indicates the amount of downtime a business can
tolerate. It is the earliest point in time at which the
organization's operations and systems must be resumed
after a disaster.

System hardening is the process of securing a system
through changing the default configuration and settings
to reduce IT vulnerability and the possibility of being
compromised. This can be done by reducing the attack
surface and attack vectors which attackers continuously
try to exploit for the purpose of malicious activity.

Virtual Private Network, establishes a secure connection
by utilizing an encrypted tunnel for data communication
over the internet.
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SIBI(LPSHLD

LA,

1.2

BeomIMBUTED ©_6T6N LI SSRGS BBleuamiseT SBOLTSH 19edBBed
(EDBENLOS6IT OBEBID © I SL L enLoLIL|S6MerT BLOLISLOTET OFwIBLTHES6T60
SHEIB|U|6TTET6T.6TeUTBTUIMID, SEISMIPEGD BLUTH6T DHHmaW! 19eSBBed
SIMLILBEMENT LWSTLBSHS (LpoaLoTer $Hee0 SHHLB BLalysHmBHelaid,
BIeMHs QFuBLUTHET Senlujp almeralliugbed FOULB 6UhHeUSIL 6T,
PBeuebiEeTer BHBOLUWLmHSEGD Semmsd almenalsdamer). g OLTsHILodaseret
BLOLNSNEMUILID DIFSTEIS BBlelebiseier WBHTer HLISmBMmILID BLdHs
afleuGUUBIL 6T CHFHHGT LTHISTIL, QUITHEMTHITLD, 2 6T6Ns LITSHISTLIL|
LBEID OUTH WESETET HeoaTDaIID SLLSHHmnear gBLBSSIS Erme.

ObsSdH HHaUL LOBEHID MFLT LTHISTLIL SILTLIEISMETSH HBOLUL BleufsHs)
CFwIsBEGD, LMD SIFSHDISHDH0H6TEN(HHSH DITFTHIS [BHBICUCTHISENT 6T
BB, 1PIMBBEL SDIGMLOLILIE6T LOBBILD 2 L sl Ll (Baf, HBHeied LOBEID
BB6aI0 OFHTHOBHIL L CFTHHISH6T) B LIMBmBL LTHISTILSBEGWD, S60Hmns
senflel SUFTHNVSH HWTTHenev Slewilwimengl (SriLlanka Computer Emergency
Readiness Team) Sevmienas Gy WHimieuend (SriLanka CERT) eraipid
SIMPSEILGSBSHI, DevnimaulsT SementLOsueflenils LITSHISTILISBET60T
SLEDWIDWLIE  CBTERTBETOTHIL 65T, DIFFTEIS [HBICIETEIS66 LILIGTLTL 9BHTES
SHBHEUEL LOBIID MFLT LUTHISTILS OBTeTendEmUl 2 (HeUTESLI6T6TSI. B 13I6160T
LU LSHH0 HBHaUL LBEBID MFLT LTHSTILS S L HmSHF CFLBLGSSHIeUSHBETET
SLSSH! QLN UT6UTET SIEIG(POBML DbHH OCaTeTens
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QUPRIGHBH.QFTHBHISHMNSH SHEWILMIHHI LITHISTILSBGSGD, HH6U6O LITHISMLIL
Fbueumsmen Fflwrer CHIHHe0 HeNILaSBESGW, FIOLRIGEDHE L&HevaNlLSBEGLD,
SHMEnLoWITeT LOBXBILD LIWenIeTen (WwenBuiled @enenil HTdh@He0H6Me0 B(HHa!
eieusB@&LD BmleuemiseT GFweLBHs Gouamigwl Gawevseler COHTE@GLlemuwLD
85 APRGI B

SOIIFTHIS [BBICUOTRIBEHEBTON HEH6U6D LBHBID NIl UTHISTILS OBTeTensWTeg
AeomensUlel HHeu6d LBBILD enewil LITHISTLL cpGeorumuidbdler (2019: 2023)
BOL (LPnBHEG Bewimis o (HeuTdslUl (BeTeng. & FJauCsHs HUILomIS6T
LBEBID SIHMeLILBSSMbHT FTalhs ol (International Organization
for Standardization) w@E@Ib SOWHssTalE CHFW HIHENeLH6IT LOBHBID
GamPevm L Bmeuend (National Institute of Standards and Technology) Gumeims
Apbs HL (Wwenpsefer SigliLenLuled o (HeuTdsIULL g, CaID SIFFTmhISS 6
SHBEUD LITHISTLIL| HILenTTH6T oBBId (WwdHs DHBTHEenmsd alifleurs Wenmuiey
OaFuiwILC L g|.

2016 Sub Suewige 12 oib Bevds HBaUed SPILD o flewnd FLL SHHe0
‘udlyrie SIFBTTFML’ 6T CUMTLIBIGEBLILIL BTN DIMTHEH DTS B NICUNTEISEHLD
BbsHd Osmermed@d Senmi@GHe0 Couewihd. DTFTHIS BB HenevauTael
FHEIBET [HBICUTRIBEHDHEG6T LTHISTUILTET OBBID SHmenowimer CFameuent
APRIGaIMS 2 B QFUIUSBETR CBTaTMHMU CFWBLIGSBHINSBES
QumpIiLTEab B(HoHHe0 Couemi(Bhd. Bevmiensd CFJL Bpleuaid CETeTeNHML
BOL (LPmBLILIBSHSHIUH 60 DIHAHFH DTSRG BIBIOUTRISEHEGSD Fumflasamern
STOMNBTH QUPBIGHUBIL 6T, UBLIHS SIGLILeDLUled GsmeTendemi

BOL (PemBLILIGSSIUS OHTLILIe0 Bipleuemiseiler OFwevdmensr HLILTH
OFUIULb.

2”@

-

.|;.




2. 3606V LBEHID BNl
LTGHISTLILS OBTeiTensd &L L 6MIDLIL]

2.1.

HH6U6D LOBBID Senewill LTHISTLLS OBTelTends SHL L DIOLILITRIS], HH6I6D
LOBBID Seewil LUTHISTILS S LTSNS SHBeNOWTeT OBHBID LILIHI6TET
weopuied CFLBLGSHSHIUSBEG SITFTHIS HBIUSTHISEHHSHSH CHeneulLiTer
QUIBTL HHe0seTNmeND CBTEWIL 2 6ol H555mFH DIB(PSLILGSHIHBSH. B
SITFTHIS HBIOIOTHIBEHSBTON (D)) HHEID LBBID NNl LITHISTLILS
Gaetenas (Information and Cyber Security Policy) (&) @BhIHULF HH6U6d
UTHIBTILS SIHeneuss (Minimum Information Security Standards) (&)
SHB6U6L LMBIID MFLT LTHISTIL HOL(PedBLLGSSe0 sufamily (Information
and Cyber Security Implementation Guide) wBpid (F) HH6aI60 LOBBID Eenewiul
UTSHISTILS OsTeTamauien S|LpeuTdhssHmes SMIBTISSH LOHILTUICY
(Monitoring and Evaluation Methodology) OQsuleugBETen @6 (LB

LB WUBBIENT 2 6N SGHIBSH. 2 (h - | LIS HBHEUeD LITSHIHTLIL|
Czmeens HL L enlolillen HemiGewIML L &HIenen 6ULDMEIEHS @B
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SITFTEIS BBIOITRIBEHDHETO HBHaU6L LBBID Benewiul LTHISTIL OBTeTens

LenilLIL|en e,
LOBBID  HBBS SN SH6iT

G LBIB6T, SIeFFTm6l [/ ’\f“ SHHEUED OBEBILD EeneuTut

“\ ) TSI GBTeTms

HBAIG \ N . ousEEophs S

. /) UTEHISTL WILDBISS6IT
LITGHISBITLIL| gl 4 B

CameiTens ]

&L L 6LDLIL| \ SHHAI DBDID BeneuoTL
UTGISMLIL] SI(LPEVTESH60
AT 19

piant b o~
SemewiLl LITGISILIL| \ E~ AT B smel
apGeorimuith (2019:2023) =

2.2. &6I60 WBEBID @ewewiul UTHISTILS GsmeTensd S Lemoliled Lieteheer
2 GIT6ITL MBI G361

S  SHBaU LBEBID Aemeniw UTHISTILS Osmerens (Information and Cyber
Security Policy): Gameiiens S Lenwliler (S DIBISLNS HBH6U6D
OBEID MFUT UTHISTILS CBTeTens aleThGH Bl BFH DTFTHIS
BleuahIBeT @ewimis Gauenigwl OETaTNHHMNGET CHTGLINL  IDBIGHS MBS,
SGHwmeudlul s BrLThamen Gamgl (héd ST BeUBIL T HBaUd LITSHISTLIL]
BabaysefledBhal SHeued LBBID HB6UeL OBHTIGOHI LI QFTSHHIHHM6NLI
LTSHISTILSH6D SDITFTEIS HBIeIATRIEEHSE ST (BH0HMEMUILD
QUDBIGHIBS).

Q. GOBHIUF SHBaI60 UTHISTIL Buwiomkiser (Minimum Information
Security Standards): oiyg BpieuaThsMTe0 SMLLIYSSLILBL HH6U6D
uTgIsTIL &L BUUThSeTar GmBhIULF gBpis CsTeTendanigu
Buonismen Obhd opeuenid Csmgl Bdb STL(HEABH. DRevmensd CFL e
www.onlinesafety.lk @enentuisHenHHe0 2 FTHIHMWSBTH (HMBHIHLILF
HBAUD LTHIBTLIL| [HIUILDHIGHET 2 6IT6ITeT.

B. HH6eueL LBDBID SRl LTHISTIL SieoThsed auflsmly (Information
and Cyber Security Implementation Guide): &g OareiTensmul QFweLIGSHSIeIS60
GBI L aleurmissT GHemeulILEBL 2TPUITH6T WOBBID DISHMBSTITHEHDHES
alflourer euA(LPeOBEHMET MIPHIGHEBH. BbHEH aPET 1IpuTed HHa160
UTSHISTIL BlheuTss SLLenollml BHpieseo, CamsHaisseflle suamaliumb,
@Lj Geurewiento, Camdhgibdefesr LTHIETIL, GuLy By wBBID STy
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2.3.

Lyglasel, FIbLeUBISM6N Bl(HeudlSHHe0, DIHLUITEND LOBBILD DIGDISGHED
SUGUUTEG WBDBID Lsveumpler aufl(penBseT o siTener. SbhdH SLeU6wILD
Bovmiens Bl Bpeuarsdar www.onlinesafety.lk ergni * GenewtLigSHendde0
2_FTHHMMEETE 266G

F. SewiSTenily wBEid WAL G wens (Monitoring and Evaluation

Methodology): &g OsTenamu gBpId  CaTaTudlsd DiIFs Hyleuamisef e
Wy Blenevenwt HLILTBUSBSLD, DG GFueordsshdler (perGermn-
HmG HIINGUSBGD WA B I6m6CHTOHMEN CULDEIGHBBESI.
Aevmiens Gl Bmleuend, @bH el 6 ek Llflalsd
GSBULILLLL (BeiTem  audl(pedBEHemeNL! LILeTLIGSHS, DIFFTHIS  [BB3Ie6Tmhideres
SHBEU6L OBEID Bewentul UTHISTLL BLolgdHensseler (pHjFdenut (Lpest
aUMILEBISSLILL L STevd0sBalBGeT WwHILIB CFuISBS.

SHBEU6L LOBEID Benenrl UTHISTOLS GameTend SHLLeLILITaTS G TLTLENL W
FLLMIS6T LOBBILD QOEIG(PNBH6T, E60RIMmBUNET HHeU6D OBBID Eeneuiul
uTgISTOL  epGeomumud, B-SIFFThis OETeTnSS6T LOBBID DIENLOFFTenel

2 _SHFHIB6NTL [Bl(HeUSSBILBSMBESI.

oS casme 3

151



SITFTEIS BBIOITRIBEHDHETOT HBH6U6L LOBBID Benewiul LTHISTIL OETeTamns

£,

y v
3. 556060 LOBHID Benewiwl LTHISTLILS
A 301 ()% 3

3.1. oflpsd

3.1.1. 336u60 LBBILD @enewILl LITHISTLIL| 6TGILISHI HBHeUeLHETE JHILdSHeenLD
(Confidentiality) Gpjenwsseeno (Integrity) wWBBID HeDLEGWD SHeTenLOMLL
(Availability) o _mig) OsulusBaETs SHMSSFSSLILLTSH SIS0, LILIGLITH,
LOTBBISHE0, WBBID SNSHe0 DB WeuBeldHHS SB6U6D OFTHHIHHMENLI
UTSHISTUILNSS GBISSBH. Semeniul OSTHOHIL LD SI6V6VSHI 6Jen6ILL
auflsementl LWaL(GSHSH SHelpLisefller Huslmpssd Osuisosefedmbal
SHB6U6D 0FTHBHIHHMENS CBTENIL HBHaUD CFTHSHIGHHMENL LTHISTHSH60 LOBHBILD
Geueiemd BBID & Bures gemerw QuiBens CuIesefledmbal Camd-
SHSEBMENL LITHIBTHH0 ShFlLienel BFHed 2 66T BIGLD.

3.1.2. @bssF gWweled, FHalpLiseler SHRBMPSESGL OFLBLTHSET LBBILD RUIBMHS
GufiLysenmed gBUBL CFpmsafledBhal HH6UsL WLBBID HH6UeL OHTLICOBIL LI
CETHHISBMENL LTHISTILSBEG SIFF Hipeuemser Llemmbn Geuewrgl
algser BB auflsT BHeoseier CHTGLML DB(PSILGSSHINCSH HHeaIe0
LBEBID Sewewil LUTHISTILS CsTeTemnauier (ol CHTeHsLmEGLD.
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3.13

3.1.4.

3.1.5.

3.2.

3.2.1.

3.2.2.

Carerensuier generu GHTSHSHIBEN

9. QuUTEHISH OB (WPPUISHID CLITHIEUTET H&HEU6D BHBID ENewIul LITSHISTLIL
BUISEDRT HBIeS60,

L. SHBUD IMLILS6T OBHBID 19edBmed o L &L L enoliflen ellgeuemLolL,
CEweUBSHSH, LWeTLTE BHID GEweduTHHeT CSHTLTUTET LITSHISTLIL|
FHIBeeusH6T, alHsel BEBID CFWLEOLPMBHMENT HL L TWILIGSHSHI6USH60T
eVl HBHOUGL LOBBILD MHFLT LTHISTIL HSDBEHDHE DITFTHIS
PBieuamiseier LlearemLamel auelILBHSHIH60,

®. e LBDID B UTHISTIY Fbuamsmer Fflwmer GCrrsHaled
SWILPuSBETOT @h QUTHSI(LBMW BBIe|H60, BBIeeThISEHSES
AU FbUMBISTET STEEHMS GHMBHH0 LBHBID HICUTE
FIDLGIBISHETT60 LUTHSSILL L ehHOeuT(H HmeiideT Sisdevd GFemeuseamen
FHpenowins 1O BEHSD, LOBBID

. SB6UL LBDID Bemenentl UTHISTII6T elflser, FBhes HeL (LPMBSHET,
BIUWIDHBISET OBEBID CFWeOpmBET GBISH mALITHEDSHS BBLISHDH60
Db PueesHs UTEsTy Pon @iss emfuismbe
BLOLN BB GJBLBHIHIH60.

Obsd Osmeiens eefw GTHuled epSLILIL(BHeTeNg. Sienanddl 2emflulfaEnLD
CFHTLILMLW cpadBTD HILL CFemer 6UPHIGBHIHEBHD, SIeUTH6T LT LD LibBsiw
Sfeneull GUTHLLGSHSTIOE, QETeTmEmMWSF CFWUBLBHSHIUS OSHTLIUTS
SlouTseien QUTBILILE6T WBBID SLeWwsmell Lfibgl Gameren (Lpigub.

BELEL HBAUL LITHISTIL| BeDL (PBHM6T BFILSBESG DTS BIBIeUeTEISEHSES
CaTHOBIL L LoBEID LUTHISTIL 6UNSTL BHM0 UPHIE BbEH SLewID
SeeuIBuTgl LaIilébau®Lb.

Cameitensuilen GpmaéasLd

Obsd CBTEIMBLTHSH DIMOFHDHEHE, HeNeSBHNHIBNT, QUTHIE Fml BHDHT-
LIGIMBIE6T, o 6@hmymldl BpieuemiseT wB®Ioh 2016 Sib Suemiger 12 b
Aevds HBeueBIUD o Flenod FULSHO “‘LHNHS DiFHSTIFmL" 6Te0
UMTUIBISBLILL B6Ten bSO SIFs HBlIUAISHBSD CUTHHSHID. BbsHH
QameTenaEWTaS SIFF Hpleuamseaie arjiled HHeued OBTMHEIL L CFeneusmern
Popaudsah o flu apapmd sIiy Camer eUPRKIGBHIHEHEHSD 6TBLML UISTHE0
Beuewi(hLb.

OnIE QUPBSLILLL O&TeTnssel QIewih Hamevseflar oigliLient uied
2 _(HeUTSHSLILL B6TENaT. Slenel, (S) DRSS SIJF [BHNI6UTHRISEHHELD
QUTBBSHID CETaTmBH6T, LHBBID (&) (WohSwrer CaH HoHaed 2 I sl Lo
QUPRIGHIBEDSES OUTHHSID CsTeTemnsselr. (Whalwwrear G Hoalen
o sl Ll auphiGhise @bhss Cememaeuled @il Geien
SIDMSHH QBTETMNBBEHEHGD BeNIMIGHHe0 Gouewi(BLD. eI [HlBICETHIEET
SIDMEHBH DJF BBIUMEISEHSESGD GHBLMLWSTEN CBTETeNSHEMHL 6T S 6wl
BLEBHL CouswiBLd. ereileummTuienid, FABhs LTHISTILIBETS (Whalwiomer GHHw
SHB6U0 2 L s L LI UPRIGHTSEHHES CLTHESHEHIQU CSBTeTenSEHEHHE)
QeWHIGLD UMBUTD gL HBIeaTRSEHSE LfbaemnssiLBSBaI.
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3.2.4.
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WwaAwwrer CHAw HHaued 2 sl Lol eUPEIGHTS6T, Gl urgismiLy,
Bl(HeUTsLD, QUITHENMTSTILD, SSHTHTID OBEBID Fpd HeOMTDE| SpduleuBsled
LevaTelomel STHEaHMS JBUBSIHID HH6aU6L BBID HH6UsO OHTHOBIL LI
QaTHHIBHMT LFTONEGD HBIUaTRSNTES aUenTWBISSILIBS OB, (L LILDTe
Bxdlu FHHaued o sl Ll eUPEIGHIH6Ter Lliguisd Sevmiens GCail
BneuarsHernmed Geueui LILBLD.

Bbhsd OBTETMSWLTAIH SHBH6U6L BHBID Senewil LTSHISTIL BheuTsds

Gam urpaer BB SOWfdsTalar CaHdlw MWwmEsT WBBID CSTHOBIL LI
PnisuansSlermsd (wearenmfwin’ L ue @Gy GrrsHdled wBmid CFHTL&FAwimer
FHHaled UTHISTIY CFwuBuTGseier SigliumLuled o (haumsslillLgl. @b
CrwBLTGs6flled (o)) PBeaISHEr HH6UsL LBBID HB6UL OHTLICOBI LI
CFTSHIHHEMET SINMLITETD STEMIHD (2_SHTT6WID. HI6Y, HBHEUD, BHewfleumlabeiT
BB gemer 19edBmed o sl LmLIL), (&) CFTHHIHHMET LTHSHTHD
BpremeauIa BLAIYSHMBHM6N 1BHH60, () HHaID LHHID Eenewiul LTSS
FIDLIBIGMETS HemILNfH6e0, (F) FOLBISEDSES Ugevelliugl, BBID () @b
FOUMSHTL UTHSSILLL CFeameueni B OL(BHH60. DIFFTHIS [B1I6u601EH S BES 6T
HBHEUED OBDID Sewenil LTHISTLIL GSHTLIUTE [BLeUQSHMBHMEN BUIbhEG6USBELD
SLBULBSHSHIUSBSD HH6U6O LBEBID Eenewil LTHISTIL Blheuts GLTLpenpulb
Obhsd CaTETMBUTH SILMIGD. HB6U6L LBBID HBH6U6L GBHTHGOHIL LI
CFTHBIBBMENL LTHIBTHS DIF& Hpieuemaser Lemmbn Geuewrgu
CawBUTGSm6T UL 2 ST.BSBSI.
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3.2.5. maaued LTSI QFwBUThaaiar SiglilamLulsd o (heurdslul Berer 3.2.4
A0 GYILLILLILL BeTenLy, Bbhsd QETeTmEMLF CFLOLBSHIUSET LHEOLD
QFTHBIHHMENL LTHISTUILSBSTS QBB BIURTSHSTE0 IBSBILGL bl oSS SN
B alleuflbsliLL (BHeitermet.
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SHBAI0 BEBID enewiul LUTHISTUIL BlHeutsd (Information and Cyber
Security Governance): &&6l60 WBEID Senerl LTSHISTLIL [Bl(HeuTasLD
sl I QUTHIOTS QH HBICURTHSHET HBH6UeO OBBILD Bewewil LTSHISTLIHL
Bus@D BB S EUUGSSHID Blheurs GuTpenpen GUILILIBSGTBSI.
SHBEU6L BRI Beweniul LUTHISTLL BHeuTHHmS

QrwBUBSHD, HIBICUTHRIGET @h LITHISTIIL BHBeueT &L LenLledL [HBI6e|d5H60
GouewIBLD CTEOTLIGIL T HBeUed LTHISTIIBEG CQurpiy euruibs SIS Sf-
Hemell BWIOSHHeID Gouemi(BLd, DIHHMBU DIFETHHerTenn SHmeneot
GubLBHSHIH, HBelaHIG6T6T HBHeUsL LOBBILD Eenemrl LITHISTIL|
GBToHEHmIBHmET UMIWBISHSH60, CFUID HLHIESmT o (HeuTdh@EHHe0. LBEBID
QBHTLILDLUI BLOUQHMBHEHHBTT DLHTIHRIEBMET @HIBGH0. (Lfley 4.1
Benaill UTTHSLD).

CFwBLTBSMmeT Sl WTend &ramihed (Identify Function): grey, sseuss,
SHemilel 6T, DIMIDLILH6T LoBBILD 19eAMBBe0 o 1 &L Lenwoli Gumeis
CFTHHIHHMENT SIEHLITOND HTewa|D, SibH CFTHBHIHHEPHL T QHTLJLeNL W
SILUMWLRIGM6TS HenTBbdl SHMUL BHeadbsald BH DFFTHIS
BBleURRIBEDESEG 2 SHadBg (Ufle 4.2 Semer UTTHSaLD).

urglsmiy Gewmur® (Protect Function): senLwibs GFeneusenern
AUPRIGUSBHTE HH6U6L LOBBILD HHEU6L QHTIEOHIL LI COFTSHHIHSH6 60
ungismient o g QFwiw Bxhemeuwimer QUTHGSLOTT SLBLLTGHMET
UTGIBTHGD QFuBuTG Camgl Bdb ST HEBEH. LUTSHISTUILEF QFuBUTLI9BE
BeWEIB, HIBICUSTRIEET QFTHIHIDHHEHHHTERN LI DB [Hl(HeUdlddHe0,
S LWITeUTe0H6T OBEID  S6enTglomedGeu] GLOGTOLITHEN6T B 1IeH0, DIENLOLIL|SH6! 68
BHEMTHBTUIR|BEMET BLTHHIH60, STULFenD o SHHenl BpIesHed LOBEBID
fley 4.3 @60 @MU BelTer QameTendHmend OFLIBLIGSHIHIH60
Guretts QUTHSHSLTT S BLILTHSmT CFLBLGSHSHIHMN GauewT(BL.

sem_pigeo GFwmur® (Detect Function): sewipfiged Gawmur®, Ffluwimer
CrIHFled HBHeusy LOBBILD Senewil LTHISTIL FIDLIGURISET BloDalend
SIMLWIT6NMD &rent CHemeuimer QFLBLTHSHEMET 6UMTLIDISS GBS
SHeTeNBET OBHBID OHTLTLEDLUI FTHOHIGET (LPEVD o (HeUTSHSLILIBLD
uglajsenem opUle] CFUIL HBIaTHIST HGHHS SHaldsmen LWeLBHESS
FLDLIGUMIGBEMENT  HMemLowimedl (penpuiled Hewilpided GouemiBd (Lfley 4.4
Benaill UTTSHSLD).

udeveldb@d QFwmur® (Respond Function): semipwitiul L FbuusHBES
uglevelldb@d eumBuled 6TBHSILL Gauemigll [BL ALY HEmDHHM6I
uglevelld@d CFwBUTEG umIUBIGADBS. @h FILMSHBE HMenLowITer
LBEIb Lweeter (pepuied uevelliugBars, Wfle) 4.5 @60
QUEMTWIBISSLILL (B6NT6NLIY  BIBIeUeIEIS6T b Flbual UHevefllb@ld L Hmd
2 (HauTdhd CFLBLBSHHIHO Ceuswi(BLD.



oar.  BLGLBSGWL GFwmur® (Recover Function): s&eied OBDID Eenewiil
UTGISTILEF FIDUUSST60 LUTHESUULL 6lhHdh HBIHET D00
Bremeusmenen L OL BLILSBSTERT GUTHSSHLOTET GFwBLTGHMme LB GILBLIL
CawBur® SeLWTend ST (A, WLLF QFuBUTLIYBEG E6mmnhis,
Bipleueid Guyfley LS HLSmS 2 (HeuTddl, @ FbuasHHear Cumg
Buisourer QFwLBLTHHmeT LSO BUUSBSTET HL L Hwd QFWLBLIGHIHISH0
Gouemi(pd (LNfley 4.6 Gemetll LTTHBA|LD).
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. 0.

4. QBTETNS FnBBISH6T

OIJFTHIS HBIUMTHIBEHESTET HBH6U6D OBBID Senewtul LUTHISTILS OCBTeTemnaULITars]
OB (WS QaEmeTens el il LFLiLssmend OETeni(BeTensl, SiSTaus (o)
BBIaSHBSHT @h HB6UeO LBBID Eewewil LITHISTIL BH(HoUTES SienLOLIGnLI
BBiese, (&) QFTsHHEHeT, QFTHH o fenowTenyselr, LTHISTale0JsHslT LOBHBILD

B JHemem SIEMLWTEND STaEDIHD, (&) CFTHBHIGEHMENT LUTHISTHH0, (F) HBHeU6D
LOBHID Geneiul LTHISTLL| FIDLIGURIGBMET SHIENLITEND HIEnIHeD (2_) LITHIBTLILIF
FOLRISEHSGL LHevelliLgl, WBBID (201) @ FUMSHTL FTGemevnbd Gumer
CrwBLTGHmeT L CLGHH0. CB@GBss Spml el WhiseT OFHTLIUTES SiF&
BBleuemiseT sl LIlgHs Geuemrgul Osmeiens alLuwlll LFLLsser &6

SILILIL (V6T

4.1. 356160 LUTHSTIL BHEUTS (LHEDBENLD

HBEUL LITHISTIL BHEUTS (LHeNBELOWLTETS HBIeUaTOTENSed HBHeued LITSHISTLILIen6ot
CBEXI(PaBILGSSINSBSID S BLLGSSHIMSBEGOTT CQUTNi(pens  GlLTessener
WSTOWTHNHSBH. OFH HHeUed LTHISTIL BLeugdbmaser 2 flul wenpuied
BhHoudsaliLGasma 2 pigh CsFuiasBE&HS CHMAUUITT HMeVMIDSHIOILD OBBID
CUTBIILS Saped SLLWLIL GUISH alHSHIMTSS GBS,  HH6U6D OBBID MHFLIT
UTSHISTUILE
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QawBLTBHMmeT HBleuaThHar CsTameCHTEGL LTTame LoBEID ChTea gL 6o
Freonss CouamnguigHer Sleudlughamsd, QuUITGILLTe WwBBIb CuTEILLeTeT Sigsm] e e
HWST 1HB6UL BB BewewTl LTHISTILS SHULIOL 6O BBIDd ShHd CsTeTenseniLl
gBBISQETETEHD SIIF HEleUaEISaNaT (WHBEWSHIOID LB WLBmBLILD @G
dBSHBISBTL BB HBSI.

4.1.1. pmevmsgIeUD ST CETeTens

BBIITHHET HEMEUMOSHIAIOTS SHTLMIHH T HBHEUGD LITHIBTLIL [BLGUIQHENDHSEThEHBTE
SMVDDHHIUSHMA UPEGAUSIL G HTLMSH HB6U6D LBHEID OFTHSIHSMATILTSHIBTILSBSTEN
BuIF QUIBILILSGLD CUTBIILSG FBesb@GL CUTEILIL UTWIHSSTESLD. HlBIeU6TSS 6
SHMELMDSHHIAIOTEOIH BpieiardHer Chrag LBpld GewpBueiulamer oL fdEL0
BB LTHISTIL Bevd&Ho6T BB (paTaiflenioseilenet Sienod@Gh Bpieletd s 6
SHBEUL LOBEID Bewewil LUTSHISTIL HaspFASHL L Qwramiomeard SIS 6T HBeued
LTSI BLelgSmaseiamer oraraelliusB@h Sigamen CeuBfarors (paToaBLILSBED
B SBHInIgUI  (LPEVGUSTRISEMETU|D © 118 CFuiub.

LWISTTS6T SHBH6eUed LTHISTILS CaTeTensser BBID aufaT  BHeosehshE Sewimhis,
SIUTHET LWSTLBSHHID SHB6U6D OBBID (LPENBENLOSHMENL] LITSHISTILS 6D (LPenevTLIL|L 63T
QFLBLGEL BBIATISHHBSGNT Qb SHH6UL LTHISTLIL SHEOTFFMIHMNSG 2 (HeUTHE6USBSTEN
SHDVMDSHHIASHMS [HDBIUTHH T HENEVA] 6ULDHIEG U

BMSHIID: SMASHHI SIJFTHIS HBIISTEISEHEHSLD GJHBLMLUSTSLD.

4.1.2. urgisTiy Bpeuer SULenl Lgmer OETerens

BBIUSTOTEIHI HBHEI6D LITHISTIIL HBIeUetaT] Sl LeoliQuTaslenard HrLldsHso
Bouewi(BLD. (LHeBEMLOUTET HBH6UGD LITHISMIL BL6UIQHMBHMENT BUISHAID, 6UHSHTL L LD
OBEID BHASSHOD, HHeUeL LOBBID EenewTl LITHISTIL LBeODH6IT, 26[B([HeI60H6NT
OBEID GBISEBBEHHESG THTTS BBIURISHMBHL LUTHISTHEAD BbHd (LPenBENLD

SIS WIDTGLD.
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SITFTEIS BBIOITRIBEHDHETO HBHaU6L LOBBID Bewewiul LTHISTIL OEBTeTend

LWIBIS aumuihd HHeUsd LUTSHISTIL BBIUeIFT S LenLILTRIH (&) SHHerUeL
uTgismiy o $SCuUTeHS]T, (9F) Lggnear Ussibs o $H0WTeHs) WwBHID ()
Wgs) o eens semibsTuioumeny Gurems Lgsrer Lgeailseflenear o 6oL &@EE @Ml

OWSBIID: DMATHBH DJFTHIS HBICISTESEHHGSGD GBLML WISBTGLD.

BIBIUSILOTENSI HBEU6D LITHISTIL 2 SHHCWTEHHDHT @heueny BWLllhse0 Geuemi(BL.
DHHMBUL HBEUL LUTHISTIL 2 SHCUTHSBITINT, BIBIOUST HENEVenD IS BTflu L 65t
H6UbhBHTCTHHH BBleuaISHH e HHeUed LUTHISTIL CHTHERISMET BHBIO|H0, HBH6EI6D
UTGISTIL SIUTWRIGSMET [Bl(HeudldHdHe0 OBMID HHeued LTHISTIL] eLpGeorLITLImBIseT,
Qameiiend®H6T LOBBILD CFWEOHLLBIHmeNF OFLIOLBSHHIH0 DSUIeuBSI6H cLpsOLD
BBleUaIHH 6T HHeUed LBBILD CFTHHIDBDH6T CUTHILTERT o6y LITHISTHBLILIGAIMD

2 Mg OQFuun aumasuled @ FCHL srsHsleorar o SHHCUTHHHITS B(HSHH0
Gauewi(BLd.

HHoUL LUTHISTIL 2 SHCWTHSSHF6 QBTHBUTLINISH &.0HT. QHTHOBLIT 1960 (HHSI
CoupL' LaT1E BHHH60 Ceuewi(BLd CTOILISHIL 63T HHaUeL LITHISTIL 2 SHCWTas S Imeneu]
HBoUL LTHISTUL GHTLTUTEN BLoUgdhmBH6ell QHTLILI0 Bipieuandhdler Henevaufiig
Cryuims opdmasulGed Gealems(BL.

BsFD:SmaHSHI (PohBWoTer CHFL HHaued 2 I S LML 6UpHI-
GBIBEPSGSL FHLMLWSTSLD.

rsTer Usanes o SHHCWTesHDH] (Sle0e0dh HHaI0 OHTIHNeOHI L il uihHsHisEL]
QUITEILILITET  DIVIAIGVT) HBH6UL LOBBILD el HHeUeL GBHTHOHIL LI CFTHSHIHHMm6NLI
UTSHISTILSBGSD, HBIUSISHET adHdHasF QFuBLThHeier QHTLJ&Fdomw 2 pigh
CFWIISBGL HSHHD BLOUGSMBSHMET IBLLSBGSL LUWIBBelssiul G QUTBILILSET
UPHIBILIGSH6D CouamiBd. @M SHeusd LTHSTILY 2 SHCLTsHSFlener BULIILSBES
5&bs SPETf Bevevrs ByeuaisHed, Lysren Ldhores 2 sIHCWTSHS] 60D
FHBaUe0 OHTHOBILL el WwHHBGL GuTpItiLTe o SHCUTESHST QHoUT HBH6Ued
uTgHIETIL 2 SHCWTESHFFET LTSHTHMS audlds DHSTID SieflebasiLGeuy.

OWBIID: DMATHBH DJFTHIS HBICISTEBEHHGSGD GBLML WSBTGLD.

2 6o SHEMSBSTUIITENHBE (LIJHD), BBIeURTSHHE HEHaIO LTHIBTLIL SHeTbBTUIe|EHM6I
LS SH60 BRI GuBLmyenel OFUIHe0, SHBH6U6D WBEBID Seneniul LTSISTLIL
Gameiensamwl gBpldh OETeTaume (PaCaBBHme HINBH0 BBID SHBHeu6L
UTGISTIL OFHTLTUTe SeRIBLIQLILIGSMET HWIHSTUIR| OBMID (LPEHTENLOHHI6USH
GWSEG (Wyerenel Woler SLGWLBDIBOe arpoisimalelbh) DNdmBulBaHe0
Gureits QuTmILILEeT o fHHeld UL (BeiTerer.

BmsF:SmaHSH (PohABworer CH SHHaed 2 I S LML 6UpH-
GBIBEHEGSID JBUMLWSTSLD.
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4.1.3. sxa6d UTHSTILS G LBsTen OFTeTens

HBIIOTEOIEH HHaIed UTHIBTUIL CHTLIUTN BLalgHmBHEhHE pGeomur aulflEm BHeosemen
QUPEIGLD CHTHGLET HBeUed LTHSTILS Gpemeu STLiSHHe0 Geuemi(Bld. HBHer60
UTEISTIL 2 SHCUTHHHFRNMeD 2 (HeuToEILLL DIMDNHSH HBEIG LITHISMTLIL

& BLUUTHS6T, QFWed HULMIF6T, CFTHEH aumasuil Bdh S LMIEH6T, LTHISTIL
Camelienad®elt, Fbue BIGWTY &L miser wBBID Curfle) Wy HLBiser
SpFweBens wHILTWIe] CFuIgH SmsSsmn SeflusBd b G CumpiIiy
AUTUIHSHTSHD, GCLQID, DSHMBW HI L BN DI(LPeOTSHEHRISHETHENULD SH6uTEHT6ml dELD.
PBeuasHer Smeval], Galer HmevauITes EBLLISIL 6T, GLID & (6UTRISH HBH66D
uTgIBTIY 2 SHCWTHSHSH]T, LIIHD UdHHTds 2 SHOWTsSHSH]T, (LFsHD) o 6ens
SHETBSTUIOTENT LoBEID QFTHS o FlenowimenTasemenuild CETeRTIg(haELD.

Cardhg o fevwwneniser WsTear Gsmetemaswrarg Lfle) 4.2.3 @6 SHIlUL(BHeTengi.

OWSGHD: HMAHH SITFTHS HBIOIATRGEHSESGD GHBLMLIGTEGLD.
4.14. @LF (paETOLSIHIN G WBFHTer CETeTens

Poieeioreig QLT (pETmwddius & woearammeard STisse0 CoauamiBh. SbsHd
G, BpeuaSHeT SHemevalhdd GBIWITs (WepluTh CFwubD @b swTdand
GRS B BHHGD, GLEID HHaIe0 LBBID HH6U6O QFHTPOBHILF CFTHHIHDH6T
CFHTLIUTES HBeuaIbHar LT (WwaTembdhdlassemer GuBurTameuulBL QuUITBIienLIS
[AEAEWCRIRIER

BLT (PSHTMSHSIO GUTOIH CFTHHISH6T CHTL LT B THemend SHewil bl
UG QFuiub, Gweid, BLJsmend GMmPLLSBGHS CHMEUTET BL CUIQSHNSHEHEM6T
dBES HHEUL LMTHISTUILS GH(DeHE OUThSSOTer S BUUTHSMmET (LPeTOLmHaBal.
Obsd Gwelsd Lfled smevassT, CamsHal o FenWmenssT WOBBID HBHeU6D
uTgIsTIY o SHCWTEHST uHCWTT o 6oL nhiGSGBeany. Hpeuarshdear Ly
ST GH(OTT HEMeVUTTS G HLILITY.

BSFID: SIS (PohBWTar CaEW SHHaled 2 L S LML 6UPH-

GBIBEHSGD GBLELWSTSLD.
4.1.5. @udl uwery WsTer QUTEILLS Osmeiamns

SHB6U6L LITHISTILTEISH @alCeuThaufleargid GUIBILILTGLD. SiManHdH SBIs LLTTSEmH0
QU@L 65T BLBSH OBTeTEHHe0 CousmiBLD 6TEOILSHIL 63T DIeUTH6IT DIEMIBDHInIQUI HEHEED
BEID HHaIed TP L CaTdHaisellear LUTSHISTIL GHTLIUTe HBieueTs
Cameliendd@ EemmhiGHID Gauewr(BLd.

BuIFU Lwen] QUIBIILS6eTed HEaIed, Hewlal FTHEMMIE6T, LO6T6ENEHFEHENT,
BOenemid, Feps oo _shIH6T, HTmeCLF BT LBEBID CHTEMeHHOHMT Fiflimen
LWISTIUTG  SLdlWenel SILEIGD. SLeTTe0 Siena L BLILBGSSLILIL al60em6v.

SIMASHBH LIWTHEDHD HHeUeO BBILD Eenentl LITHISTIL DIDeuTeHHe0 aUfSTL Ipuiled
GUILIL (S smiLiulGeten @p@l Lwery QUTBILILSsT WwBRDBID Bbhed QETeTmaWITen
BapemaulILBLD GUTHHSHEHHmIQU HBHeUeL LTSHISTLIL Henl (pensoenerl! Lfibgh OCeTewi®
SOLLLINGSHSH0 CouswiBLD. DIGHSHMBUL GUGTEISEMET HEUBTHL LILIGTLBSHS 660, SHiTLie
algdls Camemeuuied @GMUIULILLILIL (BeTen QIOMIEG BLAIYHMBEHEHSGD, Hawiel &BBF
FLLID oevevgl Coupl gB8asaid QUTBHhHHamgwl FLlLaldsellen &L miseflen &Supb
FLL BLagdHmss6n Gombsmeiemiu@L.

OWSHD: DMANHH SJFTHS HBIIGHISEHHGSD JHBLEMLUISTEGLD.
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r
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4.1.6. Fmper alpHE BT OCBTeiTenD

SHBaUe0 UTHISTIL alfiiienmey BB LuIBFenul BHLSHHISET Lpsold GLITBILILITET
SANBUTST (HBeUed LTHISTIL o SHCWTHHST, LM LdHIHTeds 2 SHHCnsshsHT,
Lyslo o efens Seumdamiiereny, CarTsaiseier o flenowmenss, (pHeduter) LOMEID
OBy LLMTEHeNET HHEID LTHISTIL HBmeT HBIIRID 2 (HouThGS MBSl FOLHSILL L
o amfseien BoHsmaws Hper LT G BLeUgHMBBHET FHWTERT (LPenBUNed
GoposTaTeiLBHed Geuemi(Bd, Gevid, B CUISRB HLEUGSHMBH6NT SHieHLOLILT 60T
QLI LWIBds HLsHed CaobaliLBaHsd Galemi(Bib.

BDMSHIID: SMASHHI SJFTHIS HBICUSTEISEHEHSLD GJHBLMLUISTSLD.

4.1.7. ugalwlerflear UTHSTIL gD WBFHTer CETeTens

e @rasdwiome Dievevdh BTsFWIoTeardl 61 UmSILGSHSILL L  HHEIMmeVdH
MBWTEHD @h USaIHEG @HSSLILLL 6060 I IBBLLLL  SHIE060SH! (LS LILOTeD
BaprFul HBH6eUeL 2 L L Ll aUPRIGHTHEHL T DIGEIH6D 2 6ITeTeUTH6T 6lhSH6eleT(H
BLIBLD, BILIDGTD Si6060H SbHSL! LHalH@ LTBBIUSDBE (el LTHISTLL DieIndF
Gargpmeand@ 2 L LBSHHILBH0 Gouemi(Lb.

sleujseilen Gxemeuuienr GuTg Lietemeni GFmsHemender LBEBID DieueuIGUITEH LITSHISMTLIL|
SiInd CsrHamensmer GmGsTaTILIBLD.

BmsHID:HMASSH (pohBwner CHF HHaed 2 I &L LML 6UDH-
GBIBEDEGD FBUMLWISTSLD.
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4.1.8. cpGeomumws Fyemioli] LBgmen Osmeiend

FLLBIG6T WBEILD QFUBLTHHMET 2 6TeNL S BBIeUaTSHH T HHaued LTSHISTLIL
QFWOFH L RIB6T, DHSHMmBW (WPLUBFE6T Hipeuanshdler SmIChToH@, LewiddmBnl
BEID CHToHSHIGEDHL 6T SenanidalIUBlD aumEBulsd algalmnd SLILIGSH0 GouemtBLD.
BBlUaIHH DG CFWOLBSHSILBLD DnTHSH SHDH6U6D WBEBID Seneniul LTSISTLIL
2 5 ®6l, HHPFSH L EIS6N, SHHHSL LMAISH6T oBBID CFWeOLITHSH6T [HlBIe6Td 60
Cra@, OFwupuemi LwBpId ChTohsmsEhECHBL  augaIMSHLILIGHM Goueamsi(BLD.

OWSBFILD: SMAHBH SJFTHIS HDIOISTHIBEHSGSGD GBLMLISTGLD.
4.1.9. QFweOd L LMH6T BFHT QHTeiTND

BBleuend HHeued LTHISTLL OFUIOHL L EISm6T (BewilsTev, hBHST LBBID GBI
FM60 FHLEISH6T) 2 (houTdhd I(LPLIBSHBIHe0 Couewibd, g Huluansdlar HTICEHTES,
UenllsamBul BB CHTSSHRIBMET SIMLeUHD LTHISTIL 2 SHTaTSD SieMdbslIL
Gouemtigw! suiflenwt suenTWenB OFUIS @IBSI.

BeuisalD: SMASH SIJFTRIS HBIUSTEISEHEHGD GHLEML WSTGLD.
4.1.10. Qemssd T OCETeTenD

HB6UL LOBUILD MFUJ UTHISTILS CBTeTensd@ BHpeeld @emmi@sHe0 Geusmi(BLb.
fleyseitd. 1.1oppib4.1.2 (o) spsdweuBpiled @GmILiiLOul Befenuiy, mlpieuerdaesr
SHEMEVaU] LOBBID HBHeUeO LTHIBTIL AT DbHd CHmeTenddE@ E6mnimigeUHBSHTer
BpleuaisSHer SIS QUTRBImL MeusHHHHH0 Geuewi(BLD.
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SITFTEIS BBIOITRIBEHDHETO HBHaUL LBBID Bewewiul LTHISTIL OFBTeTemns

Aevmienas Gl Bpleued BEWRIEGL Heevenld STTNSS UBLIHSHH HBHEUD
uTgIETiLS swijpleney walibamen Gumosteiend, Goaibd Sissmawl LHLIHHmeT
BLISSHUSBESG STUaoTag Sevmend Gl (bsb@ eausdaaimear gBUBHHS CETHEHH0
Beuemi(hLb.

BMSIID: SMSHBH SJFTHIS HBIISTESEHHSLD GHBLMLWSTSLD.

4.2. QaTHHHH6I, 2 flenlowimenyadsll, LILIGTJH6T LOBBILD
BL THMmET ML IO SHTEHISH60.

PBioier QFTHHIEHEHHEHTO HBHEU6L LTHISTIL SHILTULIRISmET Bl(HeudILSHBES
Sleufseier QFUBUTLG Fpameoll LB Lfidemeo Bipeuand o (Heurdh@aHe0
Gouemt(BLd. BIGUTHHBES LOHILGTET HBHEUD, (LPENBENLOS6T LOBHBID HHEID
OTHOBILL FTHAHIBET (QFTHHISH6N), CFTHIHIHHTE 2 FlenLOWITNTH6T OBBID
CaTszIbseien LTeuameToTIEN Seufsefllen CHTHBUTHSET WLBBID CUTBILILE6T
LBEID CFTSHIBEPL T OHTLILMLW SHBELTMSHW DIUTLEISET SpdUieuBens
BBieeId SienLWmend sTamighe0 GouswiBL.

B OTLILIe0, Mpleuaroreag Leeumb OsreTamasaiamer SmLLIigshsHe GeolmiBLd.

i 3 ,
TRRVE

4.2.1. 356160 QFTHHIHH6T LOBOID HHEUD OFHTPGOHIL L QFTSH-
SHISHMET SIHLITENE HTENHED LBHTeT OFTHHISHH6I

BBIeUeID SIHeT (PHBWLTET SHBaID CFTHHIHHMET (MOBLOFDILIIMPG  UIETETHEET)
SIMLWITEND STEmIH0 CouewiBD. @h HBH6UeL QFTHBI CGILSH DIHET [HBIe6T
CewBUTBsmeT HamBGaBBIUSed HBIMUMISHBE 2 HSGB WHILOSS 61HHMBLI
SHBEUMILDTGHLD.

AISHd JHFWLRIST, Cxeal L DEUMTHIBT, e CFevealdH ST6THeT LOMEID
oafuifsefllen SHellulL LHeyHeT, BHBIIRIHHTE GUPEISILGL CFemneuser OHTLFLIT6T
Lwestum(p
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QoaTQUTHeT cpeud BFaflbslLl L &Hra) GUTSIBEME HHOUE OFTHIHISDEHS ST
SIBHHIHBT_BHNTSLD.  HBaUD CFTHHIDHDH6T HTHDH DLEUWID, 1PeSI L 60 SLAIGWILD,
FHISHHEND, HLFOFTL SleLevdl GUPlwTss afewa (encryption key) ojevevz Goup
gCapemId 19160 Gamiy Cumeip LGB aIYaIRISHETED EUTEOTLD.

SHTUDIOTEOIHI HBHeI60 QFHTPeOHI L Oardhsibsamenud (IT assets) SienLwimend SHTemiLb.
HB6U6D OHTPOHIL LI QFTHSHI 6T6lSH Qh HBeU6D OHTHOHIL LI i LPe0eVIeTen &(h
QLETOUT[HET (2_HTJewid. SuIbs (PeNBeNLD, FLDLIGT (enBenLd, (Wdalwiorer Gadlw
SHBAUD 2 6B LemILIL]) DI60VGI eUGTELIT(HET (2_HTyenid. Hewllelselr, alaTHL (HH6I,
FIOUTHET, T LIH6IT, . .LILITOITELH6T) aINEOULIMIOLILIGH6T DI6V60H eJenetul 19edll L 60
2 s LWl uFdHaer GBEUIGS gl

CFTHBIHHMET SIHLLITEND HTEDIHED (HB6UD LBEBID HBHeUed CBHTPEBI L CFTHHIHSH6T)
SIRSHFSBIULTEH DIgmIH60, LIWSTLTH, QeuafliLBGHHIHe0, Benluysl, WOTBBLD SIE06VSHI
SIfHH60 B WeBBeNhHLH CFTHHIBEMNL LTHISTEGHD CHTHSHHIL 6T QHEnOLILTH
(integrity), gadlwugsaien (confidentiality) wmmid CFTshgiseie Henl @b
seienuiener (availability) o mgfOsuiun Crréassaier CuBOsTsTaTILGLD.

OWBILD: SMAHBH SJFTHIS HDIUMTHIBEHSHGSGD GBLMLISTGLD.

4.2.2. (w&HW o & LMWL aIFHDH6MNmT SlenL LITENTHI
SHTEH60 ST CETeiTens.

wadwwrer Cxdw HoHaued 2 6MaL LemLiLoseT eeilg CHflw umsIsTiy, Blheurslb,
QUMBEMTHTILD, HBTHTID BBILD @h BILIgET Fepd Heosumpalsd GuirfleysyLomen
FTEHHMS gBUBSSHID Cameval Sisvevd Sifialemner gBLBSIIBIGTB (LPEBENLOSET
SIe0evFl auFgHseienars GBS @B

waAwiorer CHAW Hoeusd o I sl Lenwliiemearl UITOfls@d Bpeuamisst SbsHd
Gameensiulsd GBILILILILLB6Ten DSHIHMBW 2 L SL L enlenULl LUTHSTES SHSHbHD
BLAIGSMBHMET 6IBHHe0 GeuewiBd. @GUllILTs, Cadlw HHeausd o L sl L enlolilener
SIMLLITEND STERILSTRIH EeVmenNd Sewllerl SleUsFy SHWTIHIEN60 Sjewflulenmed
GuoBosTeemILIBLD.

BMBFLD: DS (PhBwioTer CHAW HHaued 2 L S LMD 6UpHI-

GHIBESGSID FHUMLWSTELD.
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SITFTEIS BBIOITRIBEHDHETO HBHaL LBBID Benewiul LTHISTIL OCFBTeTends

4.2.3. QamHzm 2 Flenowimensen, LITHISTeU60TH6T LOBHILD
LwienTaEeMest QUITBILILGBS6T WHTer OBTeiTens.

PBIeEIOTRIEH o flenowTense LoBEBID LITSHISTEI6OTHMEN SIGHLLITEND SHeawi(h
CareTEnse0 CouewiB. GeTda o feanwwmeny @m FCFL meanpGauBmis ST somer
oIFHEM SleveVdH QB CFTSHHGT aMbEMmEF SHBFms S HULUBSHSHID SIRSH HsiIn L
Peaursl GUTpIiemUs QETamL @@ STUIOTS SHhHH0 GCouewiB. CamHgl

o flenowimeny QFTHHIbHEpSHTN AL fHemenll Lfibg Gamerense GCeuewi(BLd
SIUBIL 65T DIHHMBW CFTHHSHME LTHSTLILSBSTN CFTHH 2 (HeumdaslLBLELTS
SIVVGH BBlNaTSHBEG CFTHHIBH6T LIBBLLGLOLTSH SIC0SH! HTLIRTSHSHTEO
mBWSLILGSSILGL CUTH DiHeT 2 flenoal (WedBUITE @SHISGaSH DleudWLmEGLD.

BB CFTSHH LITHISTEU6], eTalal] QFTsHdlar LUTHISTUILIBEG QUTBILILTET @6
BUT OI606VH @ HBIeUID LoBEId GamsHden LTSS OFHTLTuTer &L BULThHEmen
(o160 CFTHHG 2 flenowremmed SienLIWTerd Sl SmESsHesiIu L) QFUBLGSSISBETEN
Gumpiiumeflwimeur.

CFTHEHI 2 flenlowmen(hld LUTSHISTaIOHD OFToHoHibsEnssaTa  LUHCuBHMT alhsHd
CFUIHE, QFTHSHIHHMET UMBILUBGHHIHE0 WOBDBID CFTHHISHMENL LITHIHTSHSH60,
CFTSBHIBEPHBTAT DIEIHE SLBULITHEMET aUMTWIBISHSH60 LOBBID oI Fevenes
CFUIHe, FTHEH BHslLBL CuTel Slevevgl SIPdslILBL CuTEH FHWTET MSBWTEHSHEM6V
2 mIF QFUISHN FWBBIEGL GuTBILLTeEeTTo]T.

PBeID SIS OFTHHISMEN LWGILBSHSID LLIGTTEmTULD DINLWTENTD  SHTeumT
GouawiBLD. .2 _HHCWsL T CHTHERISEHESTE CFTHSHIBMENL LILGTLBRSSHID LIeniLTeNTsHer,
Lwegse, o SHCWTsLTel CHTSshaEroHETs CFTHaHIbsmen LWaLBHS Galeamigul
LweTsemen GameHg o FlenlowimeniaeT HleedWoTed DL WTENTD HTamighed Geuemt(BLd,
Gueud 1fley 4.3.4 wBBID 4.3.5 e GUILIILLLLB6TeTUY DS CFTHBHIHEHHSTN
SIEIHM6VSH B BLILGHHIHEID Gorewi(BLd.

BDMGHIID: SMOSHHI SJFTHIS HBICUSTEISEHEHSLD GJHBLMLUISTSLD.

4.2.4. paeued CFTSHHIHH6T LBOID SHBH6UedL OHTHEOHI L CFTH:-
&HHD6lT LHCouBsaienear Cuamiugl WaTer OCsmeTens

PBIUSITRIEH HEBaled CFTHSHIbHMmET HHaued OamHdl LHGeaulged (Information
Assets Register) ugle) Gauighed Geuemi(Bld. @h HB6UD QFTHHIEHET L6y 6I6LISHI
QH FHTURD MUSHHHEBGSWD WOBEBID CFLITHGID HHeUed CFTSHHIBHMNGT (LHeBUITET
Bl S0

GOBHBLLFID, @h SHTUMDTRIH, HBaUeO GFTHH GUWT, HHeued CFTHI6T
SIMAILLD, HB6UD QFTHHE © Flenowimeny BEID LTSHIETaU6T, UenSLILIGSHSILIL L
Hapd, FTHBHIEHMmN CFULTHGD Sl (LB, UMBLILIBSHHEIHSBTE  HTJ6nTLD,
SIBDBeL CHemeuse, eumsLILIGHH0 etTuley Had, Bl .. DeSsLILTE DIeV6vSHI
GeueliLBHBHIBHO FWBIesT HTHHD eILuBpene] LUHe| CFUILID. SHH6e160
CamTdHgsseT LHCUB HevelwoTEa|b, LUSIINSSSTED, FITaISHTSHaD BB
FIHGBEBL T FTMOSBIULL HTHAD BHHHe0 GCeuet(HLb.
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BBieueoTaig SHaaed GHTHemL L Oarshaiser LHGauigesd (IT Assets Register)
FHBaUe0 CBTMPOHIL L QFTdHHiselar alleugmsener LUHe| QFUILD. HHeusd GBHTHOBIL LI
QarshaIl uFHCaIL 190 GMBHILILFID, CFTHHIE6T6T UMD (2_SHTFEWID. GUGTELIT(HET,
QeaQuTmeiT, &ieuy), Garddler @mULILD, Buids (Wwensem, o fliib aleuymiser,
LT &6, Splshdl, eUendsIUTG Blewev, WU IULL WL WBDID LeveuBemnBd:
CarenngmeHHe0 Couewi(hld. HHeued OHTHe HILLCFTEHSI LHGLTEIZH HIGVEILIDTHELD,
USIUISSSTHD, oBB EHLILSEBL 6T FITRISTHAD BHHHe0 GCouewi(BLD.

BWEBID: SNAGHBH SJFTHIG HBIOISTHSEHHSD GBLMLISTGLD.
4.2.5. @ F wHiBser WsTer GCsmeTens

PneasHer QFTHHEHEEHHE GHUBLD DIFSBISHE0H6T WLBHBID LTHILSE6T BBID
Camsgibseier WHTar SeuBlear SHTHsD SuaBmBsd STTNSS STLOILOTEIS
ALy wHii e GumesTeTEmnLb.

By wHI 19T CHTesD, CFTHHESEHEE (ST, Henlel DIMOLILSET DIO6VHI
gemenl 9edllL6d o sl L) gBUBL UTHLILS6T WBBID DIFSBISH0HM6NH
siLfleugl WBBID gBpIs CsTeTasamiowl SeTalBE UUSMS GHMBLULSBEG
THHMBU LITHISTLIL BLOUYSMBH6T 6i(hdbalILL Couewi(BLD 6TaTLiengd SLoTailILgIGLOWTESLD.
ALy wHII T Siglitenulsd, FHTuaToTas BLT uHCaliped B ToeEndE (Weteifl-
o oefsHa BLismer uHey QFUIH0 Ceuemi(BLD.

Wfley 4.3 &0 @MILILLULBeTen Gametensll LflFevmeaisamen salaibded CBTewi(d,
ALy ugklGeauliged (Risk Register) udley OQFuiwiLlL G JTHEHSSTOT HSHS LTSHISTIL
WeoenFsflbmasmen Bpaaid BsHHe0 Geuami(B. @LJ wHIIG STUMSHET ST
(waTamwdhdlel Gpalammed GBOsTeTeTILBLD. STUEIOTEIZH GILIT(HSHLOTe
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SITFTEIS BBIOITRIBEHDHETO HBHaU6L LBBID Bewewiul LTHISTIL OBTeTend

FHBSIBmeNdH OQETamTyHbHalevenen 61eamTe0, BhdH CHTSHHHBBME H HSHJ)
UTWIHhS LOBEID SiILaID uTWhg Bpeuarowream Laniulled SIoTHsiLBL. eomens
senilell SeuaFTHLTT Hemev Sjewiwmerg (Wwhalwiorear CHAW HoHeusd 2 6THL L enio-
Uysendd GLF wipih urdiy wHliGsmen GuBOsTaTehFSBESG 2 FalweladLb.

BemsHID:SMNSHB (PoHBAWTer CHAw HHeaued 2 I &L L enioll] alpEl-

GBIBEHEGLD JBLMLISTGLD.
4.2.6. Oarsgisseiear amauiph s O@TeaTms

PBieanoreidh CeTsHsibsmen aumalILbHS, QFTHHEHMNGT 2 aufHBener STLomet-
&5 Geuewi(BLd.

RH CFTHIHTOH STUMSIBETH SISHOH L] OBHBID DIH6T 2 _ewITHmer Sdluleubms-
MG gbu QUTBHSSHLTERT Sjemaleorer LTSHIETImUL CUBeUmS 2 nBigh QFuinbs
umaLILBSHHelaT LITHTen CHTSBLTGL. HHeUsd QFTSHH euamsuUiLTard gBmpis
GameTeniul L euflam (G sosefler gl ulsd GumesmereniLBHe0 Geauemi(HLb.

B0 CFTSHHIBHEHSBTRN aumBUI B L LES6T ‘e @rsduirearameu” (secret)
"Sysdfluretenel” (confidential) “euenywipidstiu L udyey” (limited sharing),
"Qurgl” (public) wB@ID “sumslILBGSSLILLTS” (unclassified) eraTLGTEUTELD.

FHHale0 COFTHORILLF CaTdHHibsemaemel Hsab (WeAwsHeud euTuihbgh “(very
critical) "wpasdwsHgeud aumiibg “(critical) “WhBwbsleud Siedsomd “(non-critical)
wBpIh “aumaslLGSHSIuLTS “(unclassified) e BTG BeeoEeTTs eumBLILIGS-
SULBLD.

B HBaID CHTHOHILL CFTHHISH6T UMBLILGHIH0 H L SHer alLFenILoTersi
"SH@6ued OBMID MHFLT UTHISTIL SioeoTdHed auflsTilp” Sev o erengl. (Wfley 2.2
(B) Bemerll UMJoHSHaLD).

BWEBFID: DENATHS DJFTHIG [HBICISTRIBEHHSD GHBLMLWSTGLD.

4.3. OQanggibseilear LTHSTIL
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QansHgIbsmen BammisTeaniLger Cufled, Sibd HBICURIOTRISHI, FTHHUIDTR HBEU6D
UTSHISTIL HSDe| DIeLVH FOLUSH T STHEHMBH SBLULSBE, L BULBHIHIISBES
SIeV6VFH S BULBSHHIUDHBEG QUTHSHIHLOTET S BLLTHSHMET Henl (WenBLILBHHIH60
GouewiBLd. LIgGuITessILBS e sl BUUTHE6T @abeuTh QFTSHHET euenBUTL 196w
Sl IenL U0 SIemLobH S [hdHHeo Geuemt(BLD.

CBTOTMNBIL 6T &S MEIGHUSBETSH, Bbd HBIURAID, CFTHMSH SIHL CUSHEMEID

S BUUBGSSID, STmalll UTSHISTILSBE HL (Wwenpuieieen GFwLsOLpenBEHmer
QawBLBSHSHIL, Srey S@ILLLbGa s Gurgl WBBID &Je| @uielssTer GUITH
SHIOYSBHTOT LTHISTIL S BLUUTHSMET auedJLBIS@&D, o flion CuBp, Siglsmyweflsas-
UL QeTQUThenenll LWSTUBGSSID. Bpeiaisdear Qsreiamaser &6

SIUUL BelTemeuBmIL 631 BemimighSHe0 GCouemt(BLD.

4.3.1. guielgeern FHreleneill LITHISTILG OSHTLJLT60T
CsTeiTens

Poeueiorers, @uialssier syalemen LTHSTHHM CouewiBL. @Uialseren &6y
GGG FTHAHH(HHSH FTHAMD HIe06VH cUemevLILT6iTeTel6d(hbS! 6UMEVLILTGTaTENISE
Faljons BaEITe HJe| (2 .b. CFmeuwsd, demall, euaTOFMISHS, Wigseamiai, . Lo
w6l SIs0VGH SHTILSILBGSSLILL L. CFOGHILILL HT6]) DLELD.

Cruitiupme weteny “Wla @rsdwwreag” (confidential) oisdsvg "Brsdwiorerg”
(secret) etenn QUMBLILBSHSILBHFB 6HHCUTH SHTOlNEOIUD (HBEUGD EHERHIHET)
GUlwrssd (encrypt) QFuiougid CETHSISSEPSGL CUeTHs FHWTRT LTSHISTLIIL,
OOTRSTEDIH (PSTOSHSHIAID OBBID DlgIHed SLBUUTEH IDEIGASID DS LalF-
WWILDTETSHTGLD.

BDWSHIID: SMASHHI SFFTHIS HBICUSTEISEHEHSLD GJHBLEMLUISTSLD.

4.3.2. uflorBplusas Syaleneall LTSHSTSHSHe0 LBHTet
CsTeiTens.

BmleueoTerg LfomBBlUBGSSB HIalenalll LTHisTsHsH GeuewiBLd. LflomBpriudaleais
FT6Y 6CIFILLH DENEWILILD (PIPEUSHID SIevevHl QH SHllILLL  6UmELIHLOLILNEDITL T
Guelip SIS3MBWEBTH QL sHeibbs THCSTH S sIBEG Saljwrs beGL Si6|
(2_.1b. BT6Y RH HBUSISHBEG OFTHIHLOTET e .M 266N HIH60TS HeLILIL L
QUMEWILIITL TH Hemd ‘9 Bel(BhH Hombd '@ S& WLIBBLILGSEBSH) LESLD.

uflomBBrLGSEB Srelener’ LUTSHISTHEGLEBTHS60, BHBIeUaID,&re UwrmBsIBaTs
BETSIIUSBGLD, UTHSTILTE ReneniliLigensm (HTTPS, TLS, SFTP Gumeimer) uUwsLIBS-
FHAUSBG (PG 2_emIfa L TalnTer SHdaleodamen (‘s BFaALIDTaig” Sie00H!
"Srafluorars” 6B HHaIVBMET AMBLILGSHS) GPHWTEHD OFuIHed GouamiBib.
Goguitb, HTLIEIOTETSEI, W6l 60U gBUTBHET  OHTLILI0 UTHISTLIL SITL|(HEHm6NT
(security parameters) GuBOETaRIG6TeNG 6IaLmS 2 mIF CFuIHeIDd GeuewiBLD.

BOWEHIID: DMAHHI SJFTHIS HBICIRTEIBEHEHGSD GHBLENL WSTGLD.

4.3.3. Quengs FHlwmer UTHISTIL WHTer OCsmeTens

BBleueTeIgl, CUETSHHHmEVUIH LOBBILD HIFEHTIOBB DENHMeVSH HBHLUILSBHTH
QFTHHIHHEHDHG CLTSHFHUWITET LTHISTIMmL 6UPHIGHH CeuewiBLd.
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SIJFTEIS [HBICUGTRIGEHHSTR HHEIEO OBBID Eenentll LTSHISTIL QEmeTans

Qansaibseien UTsHETIL Chmeaudala ool uled, @eIGeUTH HBIeUeT(LPLD
SIBMES (PSHAWILOTET YHOHIBM6T CFOILSBEG SIeLVFH CFWEO(LPDBEE LITHIHT-
Oumenr UGSHBemeT auenIwpIsHsHe CouewiB. ‘s Srsduinrersl” wBsId ~GFaswio-
aigl” Gyl UMBILBHHLILL L HIH6U6L DSHOTIS6T GBIULILLILLL  LUTSHISTLILTET
uGFHseafed BFisalILLB, OFLBLBHSILGHN Couewi(BLD.

Y

Goauid, “(Bdeyb) (peéaEWwioTaTene” 61 aUMBLILBGHSLILBL HH6aUed OHTLHOBIL LI
CamTdhgIsbseT UTgIsTIUTRT LGS seisd Calldsiul G QFwBuBSHSILGBLD.
UTSISTUUTET LG HHeT SUBOLTHET FTIhSieUTHelt, L L Sdnlgll SHEYH6T LOBHID
Ued Sdbsdbampl LUFHe| (penpemaernted (multi-factor entry systems) LTgETSSILIGSH60
GouewiBLd eTTLIHIL 65T, CLINHH HeweouiBaEeT WBEBID DIHSTIOBB  DITVIHEN60H
SOULSDBEG OFHTLIHSH Brsflw swyrdsen (CCTV) cpeold SHeanismeniobsliLbBaHeo
Bouewt(hLd.

&, Gleueitentd, FILLSLD, WISTHS HIENBH6T LOBBILD Geulimensv SLElwWeUBMedHHSHI
SIFFHDBIHHOBMNSH SHBLLSBESG UTHISTULL LGHB6T LTHISTHSLILGSH0 Gouemt(BLb.
BaBE& GCLeAHBLOTE, SHTUMID, HEHEU6D WBHBID HHeUeL CHTIHEOHIL LI SHLEHEHISEDETL
LWTUGSSILT DIIGamEHd  SLBUUBSHHINSDBG ULeoGam OFHTH6OHIL LInISm6NL
LWSTLGSHHIHe0 CousmiBLD. DiSHMmBW CHTHEOBIL LEISET, LIGTLIGSSILI6u 6t
SIMLUITEND, HLYFOFTBHET, IGO0 DI DL &6, HLILILL  DIGNLUIT6T 6T6wT
LOBEILD OFUEDISHHET B LIIBENB 266N SGH BB, LMD DIBHMBEG6T L BLLBGS-
FHULL als0ene6v.

BOIRISTENIH60 (PHTMOSHSHIAUD LOBBILD SIeWIH60 SLBUUTGEF CFWIT(LPHBEDU
(Qameiendd gappl 4.3.4 @Il UTTES|D) BHEL (LPedBLILIGSHSIISHET CLPeVLD

el B6iT, (LPEMBENLOEET DIGV6VHI JECHEID FTHOHIBHMET DIGWIGeUHME B BLILIGSH-
FSUUBH60 Ceuewi(BLD.

BMEHIID: SMOHBH SJFTHIG HBICISTEISEHHGLD GJHBLMLUSTSLD.
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4.3.4. QamESTEN6 (PIHTMWLSHSHIAD BDHID SEniHed SLGUUTH
BaTer OFmeiTend

BIBIUGILOTEIS], LWETUBSHSHILIOT SHBHeUsd LOBPID HHeU60 QHTIIEOHI LI DL SHTHIS6IT
Brenigeneld DIIGaMBHS S BULGSHSHIHN CouewiBLd. EeMBIBTENIHED (LPHTENLOSH-
FlaUD BYID DIEMIGeUMSHS SLBLLGSHSHIH6ED 6I6ILSH HHB6U6D LOBMID HBH6U6D
CBMPOBIL LI SYSHOEISMET LITSHISTILTS MeUSHH(BLILSBHTE SIGIGHIMSD (LPSHTENLO
CFUIFEB  DIEDIG(LPMBOWLTEIBIEGD. SOIBISTANSHED (WSHTMIDSHHIAID LOBBID
SIWMIGHUMSHDH BLBLUUGSHHIHED  CIGILIGI, (LPeNBENLOBEMETUD  HEBEUVSBEMEIUILD
SIATHET DIMMIGHUSBESG DIDILHIISHBG (P&Ten] LLeTLBSHSHILIIT 6T DIenL U6 d6m-
SHUD SIUTHET DIEMIGHBHEB DleTeall|d Ffl UTTIUSD Heualld QFeIdHHIS GBI,
LweTUGSSILT SEiseT Ll @evds@Gaamen (Oafhal GsmeTen Gelemrguienel)
ABBIANSBGHSH CHemeuwimen iHamiEamen L GO DigmIGHaSBGSLD  OBEBID  Liewi
Bes@Gamen (LWeTLBSHS Gousmrigul ChHeneuueie)

BBISBGL DI eUPRISILGHL Geuemi(hd. LIWGTLBSSHILGT DieuTaeres
UHLTHHIBES gBL CHMEOUWTET (LPENBEMLOBEHLD, HHEULHEHSGSGD CILICLTHID GennH-
FSULF SIEmIBHe0 eUPEISILGSH0 Couawi(Bd. OBTBSSIULL CBTeTmSHTE DIQLILIeHL UI-
60, HBICUSTOTRISH DIHET LWIGTUTL I9BETET EeBISTEIHE (PSTEMDSHSHIOID DBBID
SIIB60 SLBLUTLBGF Gewerwampuimer alhsHd OaFuighed Gauemi(Bib.

Aevmiena CaIL BpleuaIOTaIgl, HBIUATHSHTEL SO LWeTSHES gD, LNGTUBBS
FAQUISILOTET DITF [HBICUDTRIBEHESTE ~ ETHIBTEIH (LPSTENOSHSHIGUD LOBHBILD
SIMWIGMBS B BULBHHID QFW(LpenB” Eenet eUDIHIHITENSI.

PoeassTe0 CFwuBLBSHSILIGLD QEOTRISTEDIHN (PSTOSHHIAID OBBID DG MDD
SLEUUGSHID GFwenpems CUISILTOISTSAL LUBIIISSSTED SHLILMS Bpieued
o mig OFuiw Geuemi(Bd. Gwevid, Siemenddl 2emPLTHEBHLD, LGB SHILL CFene
QUEIGHTHEDD DITF HBIUATHHTEO QFLBLGSSLILBL SOTRIETENIHE (LPSHTEMLOSHSBIOILD
BB SEIGames S BLULESSHID OFweipampenul L Liligdhse0 GauawBLd

OTHBTEIHE0 (PBTOHSHIAID OBHBID DlemiGamds SLBLLGSHSID OFulaTpenpuiler
gBaaIb 5BeLH6IT, GBLGBLILSHBHI CHemeuITan BLOUQHMBEHBTE SHBHEUGD LITSHISMLIL
CewBEWaIBE OsfalssluBL. @b HH6UsD LTHISTUIL QFLBESGLY MBBeUILLTS
FHpBleneouied, SiSHdHma LBeLS6T FTaUBHF HJ BFewIL SIEHIOLIL] (LP6OLD [HlBIeesT
FSMVMSHHSHBSG CFflalsaslibhsHed CouswmiBLD.

BaEED: SIMDNHH SIJFTHIS BBIUSTRISEHSGLD GBLENL WSTGLD.
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SIJFTHIS BBICUGTERISEHSHETEON HBHEU6O OBBID Eenenil LTHISTIL QETeTens

4.3.5. augniauent o _BIFHILBSHHE0 ST GBmeiTens

DI BMTLOEMNHHEUTEIH  LILITOTT(Heufle EenmhisTentsd OFWT(LPenBUITEGLD. I8 STTL6-
SHHeOTEH FTINSIGH LPeOLD LILISIT DIFHBMTLO6THH60 OFWT(LHenBLTRIH (D TRISTEI-
$H60) LOBEILD LW 2 BIHILGSHHE0 (DL WTeTHHmer o BIFILGSHSHIH) l6iTLIeIBB-
DTS B mI616TE 55 601

I

CFTHHIBHEDHHES SIEMIHEEMET  CULDMIEG S GBS,

Gameenasuiesr 4.6.4 @60 GUILLILOUC LUyl HBIeUaTHS 6T EOIBIBTE (LPSHTENLOGHSIR
OBBILD SEIGB SLBUUTLBF QF W (LPenBHBEILOITS, LI iDL WT6TSS eneot

2 BIFIUGSHHIISBEG HBICUTOTETSHID GUEIGUTEIHIOTET SIEHTTSHIH emen] LILI6eTLH-
HBHIH60 Ceuewi(BLD.

LweTUhSSILafle QU WBEBID SLaFOFTE CFIHens BEBID LG SHTJeni SImISHT]-
FHFHement (multi-factor authentication) LWSTLUGSSHIHY LB Wenal LWSTLBGSSILI6UT 6T
SIDLWTNHMS 2 BIFILGHHuSBE LfbHenysasiLBaS emser.

R augeuTer 2 BIHILBHBH0 CFwLeOpemBIL 2 Mg CFUISHBG. LlsTeubLD
SHTeNBHm6rT, (QLemed L BULGSHSILL ale0en6v) [HMIeUeTdHd) 6T E)6mISTamIge0
(PHTOWLHSHIOUD BRI DigmIH60 S BLLT.(Hd CsmeTensulena 2 (HeuTdd@ed)s0
SHUND OFVIGHBHIH0 Gouemi(BLD.

o SLFOFIBH6T GHMBHIULFD 8 6I(SHHIBIMENS OBTEWIL HeNHIHVID,
BpID Gsd, WBBID S Bewev 61(IRSHHHH6T LB ETeNTenLU|D (2_.Lb.
w-gm1),Bevdasmisar (0,9),Boid ABliy epbsidbser (|@$+) CBTewIghd-
H60 Gouewr(BLD.

° SIMRNSHH HL6YF QFTBHEM6NMULD 6UDSHBLOTET DIgWIBeNHE 90 [HIL SH6iT
6168l (WeiTgnl 198w Fyomeidaiul L Benl Oeueiaend@Ll Lieery
mBBrLGEHe0 Cauemid. Fpliyfleny Siemiseoreng (privileged access) eh
BxhremeuGwresles oiglitenufled L BHOW euPHIBLILGHM GeuewBLD..
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° s Qrad wBpIh Bredlud SHEHaIBHMET DIEDIGHInIgLI  LILIGT]
SHEHHMENLI LITSHISTILSBETS LIOSTTen] SHIRISEHT] SIgmISeme0 [HBIeU6TLD
CewBLBSHSHID.

o Levamami SMSHETIHImer algalmliLFed, Bpeued @Gampbhd LI Fb
Lwerflear ey (2 _mseEpdds 0FfbHas: what you know o b, sLeyF6-
&T6V), 2 _enL6MID (2_MIGEMNLLD 66N 2 _6T6NGl: MTUIE) 60 MUI6H o .LD.
SN SIMLITEND, SHIGIBEODIL ML) SIS 2 6TeTTIHHme (MOTHIF-
BOe_[b) (2 M6 2 6TenTjhs SHeremnowns Smlug:what you are,o .ib.
LoTLIg)I&-60ECTenes)

arFwappler Cayismaulmen SeuasHev abBHHIS CEmeaTensHed GeuemiBLd. [Bpiee-
S5 ol (B OeuelGuBISEMLERIWTETT Q@HeUhsE UPRIBLILLL &L a|FeFTBasi
wppid B Caupl 2 pIFILGSHH FTSBISEHD, GEID LeniWTeT] SIgniGalmss
FSBLLSBESG SiwansHg CFToHHidsaMelBhHID SHHOUL QUBLILLG DISBBLUILGSH
Gauew(BLd.

BWSBHID: SIMASHBH SJFTHIS HDIIMTHISEHSHGSD GBLMLSTGSLD.

4.3..6. sewiel dlenay LBDID FHT6| EEHBUITERIND LESHT6T
CmeiTens

FHre| Devpuwitenieno (data sovereignty) eeiilgl BILIQBEH6T 2 66l FL L BIS6lT LOBBID
B(HUTS S LemLILBEDEE 2 LLLL HIeDHmeT GUSIBH, DHHMmBW HI6|
Caafldbaliul B, GFwerssiiul (G CFissILGEBSH. BHSF FHwelsy, BGFsfldbsliu L
Frmeus BafidHa OQFwerds BB BTBSeNembHE Semay CFemeusst GLBLILIGLD
Gurgl, GYUUTS Hre| BBUITEETNLUND SHITFTEHIS HBEUEID SIFHS Heuaid OClFa-
&HBIH60 Bauewt(BLD.
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SITFTEIS BBIOITRIBEHDHETO HBHaUL LBBID Bewewiul LTHISTIL OFBTeTend

Homa sewilel ereTLG COUTHIATS HBH6UeD QHTLIUTL 60 GBHTHOBHIL LI SYSHTIRISM6TSH
GUIsABH (2_grgend. CailliLsD, QFweoTdsD, LWEUTL G GCbuTl G Henmisel
Bureiipeney) Lwenfler GCmrlg (PaTemD 606060 CHeneudbGaEBL  LILIGTT SO
ML SH@GLD.. BUGLTOH606VTD LIev Mpleueimisbel OFevaier G, SienalBhdHed LBBID
IFHFBfHH CFWOABIT HMTFemIoTS ool CreneudsEnda HabJaleser.

SrUIID, Bnpeueoreaig, Hetal Cameusemen LWLELGSSHIMSHH SLUSHSH LB
GUlLTS, CuTgl Setal L1l (QUTg Sena| 6ISILSG, DBV UTHIS N(HLOLLD
TUHEBGSD HemLdball QUBIPEB SHetal CaFameubTeaBr@Ld) LWLGSSHID Curg
Wasab eFgFflodmans SmbHe0 GeuemiBb. OeueiCom DIFHsMy euFLbL|s6Te0
CawBLBeusTed Hemal g euenFuBIdaiUl L SUBUUTEG, SLIQLS Hen6vEh]SH6lTesr
aueyIs-slILL L QpfleyBlensy oBBID CFwedLTBsefen auemLmpis-slLLL GCouellLmL &aHeremLo,
Bgemeu OUL @UILHFREIB6T FThHHwiorer GBI SHHEHE CQUITHS SO 6TenLODH6I

S Femel OUTHIAITET SHeal SHIUTWIRISET SLESLD.

FHhiGen dHena| CFmeud Cohemeusemenll LTHd GaFuieuded, BINBIURTRISET 60BIBT SIJd
demayl_ (Lanka Government Cloud) cpsotd GFemeusementl GLBIUSBE (Leieniflento
Sleflds GouewiBLd. URIBT DTS HeMa 6I6ILLH DFFTRSHHBGHF OFTHIHLOTET
FHelwny Sena) CFameun@ld, BFH HHeUed LOBBID CBHTLIUTL 6O COHTLHEOHIL LI
BBlUISHTe0 BUSEILGHBSE, B DFFThsHHer Seral. CFmeus CxHeneusemerl
LIsHd Gauibd euensuied eaulgeuenodasLliLIL BeTengl. sreueummruienid, ebsH6leu(m
Hemay Cgemeu aUPHIGHFLOGBHHID CFemeusemenll CUNBIUSBE (peor, Fflulimer @)L
LHII mLF CFuiul BBICIEIRISEHDHE SHagling LfbeHienysslILGSBS.

Guoaitd, sraBmen CFafldbsmen, CFlldhsHe0 WLBMID CFWEITHGHH0 D606 I LIB DI ST
auyLbLsefled QLoeTeLImheT LwWeaLUTGHmen Cammeal. OFuIgHed OHTLIUTET SienLoLILTes
SIMAGHSI BLAIYEHMBHEHD HT6y UTHISTLL CHTLTLTEE60mMmBUT0 2 _6iT6r
CBTLILMLW FLLMRISET OBHBID QUOBIG(PmBEHEHHEG Bewihis GBo\sTeTen iLBLD.

BWEHIID: SMOHBH SJFTHIG HBIOISTRSEHHSLD GHBLMLISTSLD.

4.3.7. o fliob QuBB O&TEUTHET LBBID EenevoriiLd e e
OBemBLULBGSHSH60H6T ST CHTeiTend.

BBieuanonergl, CFaiLpuTGh SBamBLULGSHSHBEDHL T o flon GuBB CLeEToILT(HenerL!
LWSTUBRSSIH60 Gouemi(Bd. &I (LpenBenly GLoGTOLT[HET, LIWETUTL (B HFe0s6T LoBBILD
UpGuwas GeroummeT (2_gmyenid. aumjHams OFwerds Qurdlsst: word processingpackages,
FIoYSHenmIBeT: databases, o eomalase: browsers, HbOUTHET THTIL: WOEIMDIWIL BUIFH
GuraBemel) LB LIIBMB 2_6eNLSGBEMEHI, ML DFBG6N L BLILGSSILL al60emev
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alBUMETTENT aupRIBSW FISLSHU BMeNILILE6T BB HHHSBISEHL T BUIbsH
(LPEDBENLOSH6T OBEID genetl CSTLILemLW GLOGTOILIT(HTHM6T HBIUID LI SHSH60
Bouemi(hd. Gogvitd, MpleueTRIGST HTelwma LIl smen Buis@s 0 Ceuemi(BLb.
WSS, leuBplenal BBiojuSHTed gHUBD o semmhs UTHIY GBS 2 fuw
auemauied WHIIH QFLuILBGHD CauewiBL. (GPLuTs Wean Hésed aumiibhs
o@D fdbseomar (WeBuled aMBLILBSSILLL HHaI60 OFHTHOEI L CFTHSHIHHEHSSTMM6)

BWSBILD: SMAMHBH SJFTHIS HDIIMTHISEHSHGSD GBLMLISTGLD.
4.3.8. Slummer aHJliy WFHTer OCsmeTens

BBleUeTLOTETSI, OFOILIQUITEGD o FodhHIL 681 SDOLM[HT 6IFHTLIL GLosTOLITHem6rT
BpleysHe0 GeuemiBLD. .SDOUMHeT eIHTLIL HHOIH6IT, 6lhdh FTHHUIOTET HINLE]
Yemeflufeid OFweded SbmB@LD eleUSBIL 6T, OB LB SELMTHeT e»SOUITLILIBISEIT
BIEMMHSD euIILBGSSLILBUSIL 6T, STefms (pensuled @BenmLILIBSHSH60H6IT
CFwBLBSHSILGHID GerewT(BLD.

GamismemLHalBESLOFUIH0 SIVeFH HBHHE0, SIBBBHIIGLI DIs06VHI CHTEMEOHNEV
GruiliILESHe0 2 6ien GHMILMBEH6T OBBILD 6UMEVL! LiH 6r0BTalmI 2 66 MISe0TS
SiamiGHeam Cursrear LfCFTHmeIEE gBU SHOLTHET HEWILMHN Sl L MOSSILIGHE0
GoueTiBLD.

DTSRG HBeueGoTe STeT(H BHBIUATHSBIL 6T DIGV60H QLTSI LDSHSEHL 63T

BAevdAHTalulsd (WeBUIITLTE CHTLIL Gsmeend CUTH, DIILILLGT HHEIGITEIH
SHOUTHeT HTHBHHOBHH alBULLS eaiLHmean 2 BiFH Cauihed Geouemi(BLb.

OWBIID: SMATHBH DJFTHIS BBIOISTEBEHSGSGD GBLMLUSBTGLD.
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SITFTEIS BBIOITRIBEHDHETO HBHaL LBBID Benewiul LUTHISTIL OBTeTemnd

4.3.9. o 5zBunajeu LHeaTenehFe0mel HTar OBmeTend

Bmieuerd, o SHCWTSLTo HHaued OHTLILSEHEEG o SHCWsLjel Llamerchaeosament
LWeTUBSSHISH Gouewi®Bld. oamflifser selllulL COHTLJUTL 0&EhdE o SHCWTHLLT6
L0 65T60T(6h FEVBHEMETLI  LILIGTLIBSHISHE0THTSI.

o SHCWsLTen WeaTachFeomat erailghl gov.k” ereiin SHem QUUIHLET DIFFTHISSHSHT60
QUPRIBLILLL  leiieehdsd i@, o SHCWTELTal O6Tanehaed SHemidhd@d6T,2 &HHCWTsLjel
SHONMHIB6NT GTEILIGHIL 6T, HIBICUGID, HEMHMS DMUSGHAUSBE, LOl6TeIEchFeOHMENT LIQLILISBE,
DIGVVH HMHMD [HHGHUSBHTEO 2 _flenoeniid O&TewIB6T6eNI.

SlmHGH LOeTechFed DenewTlILIBEHD, (LPeVLD HILEVFHI 2 66N SBHmBL QLTHLLGSHSTHI,
6hBHOGUT(H DIIFTEIS Bpleuaisder seniel (peppenouied HBHSLILGUSBESG DIGV6VHI
BxfbalILBGUSBE (P MaUTerH6T BBID LB Sifle)d S LEISEHHDHTE 0BT

CauiuiGse0 Gouemi(BLD.

OWSBFID: SENOHBH SJFTHIG [HBICIGTRISEHHSD GHBLMLUISTGLD
4.3.10. WenrenehFeodbefedt LTHHTIL LFTen GCsmeiens

BBieueIoTeIgl, QUTHbhHHmIgLI DTS LITHISTLIL] DIDSHISEHL T DIeUTHENSHI
IGTaTghFe0 HEMEBGHHMEN S LMDHH0 Gouewi(BLD. HHeued LITHSTIML 2 BIFILIGHHISBE,
eiteehasd CFemeuIBLOTEISH, ST6 UTHISTIL GHTLurer o flul
FLULBISEHLSTRHEIS (&S0 Ceouemi(HLb.

SOOUTHET BenentdaLILL BHeTensHTes SIMBIWLLLL LI 6TETIEhFHMET SISBBALD,
CamyiuLrg wBpIh alGLusSETEH ("eroumbd”) Weaaehaed cpeld SeLmsad GUUILLILGLMSS
SOLULUSBSL SHTUID LO6TeTEhTF60 6UIQHL I9HMET DIMOSHHe0 Gauemi(hd. Gogyid,

L GTEIEhFOB6NT cLHGULD © _MITHBET WSS HBaleoEmaT DILILBSTB CuTsl, il
GEWrssD CFLiLbGHe Geuemt(BL.

B)6UBINS T FTHIBEUMEVLIEHLOLILT STTEOULDBIBLILIL L LO 65160 (6h & 608 6mTh & SMEMLIOLTBIS SHeuenguilev,
Wenemehaed Coemey LTHSTILTS o (houTsaslILBMmS 2 BIHILGSIHIUSBESG SHHEIO LOBHBID
OaTLIUTL6 OFTHeOBHILL (paaurTenteny CoameauliLiBeugil a1, GuBurTmel Sis0s0H
RURIGUBSSID CHMULILTBHEHEE STEOLPMB DGl UTe0 LTHISTIL Su16]

o smaser @eomemns Gl GLLmbEH GLBLILGHL Geusmt(BLd.

BeHED: SIMDNHH DFFTHIS BBICURTRSEHSGSLD GHLENL WSTGLD.
4.3.11. 'L 60 maOWMILRIE6T LT OETaTem®

CUTHSHSLOTETANL G, HBICIEIOTEIGH 9L 60 MSOTILBISM6N HenL (LPBLILIBSHHIH
Bouemt(hd. IBxBUTelBI, HOLSHHTemD (authenticity), Gryemio (integrity),ommid
@By (nonrepudiation) syFwiuBens o @I QFUIMNSBE LO6TanechFe0sEhSHES
I L 60 SOWTILRISET LWSTLGSSLILGH Gouewmi(BLb.

OWSBFID: SNAHBH SJFTHIS HBICISTESEHHSD GBLMLWISTGLD.
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4.3.12. spmeu’ L UTHSTILS S BUUTHS6T WBFHTer CsTeTens

BmWL HTHSHHVBEHEE CIHTH YHORBEDHES (HHAI, SHeMNeH6T, 6UMEUIMLOLILH6N
LOBBILD (HEDBENLDEHET DLBHEOHIHET) LITHISTLIENL GUPRISALD, SHHISMIPSHEGD CILoaTELITHET
BN aIPWTS SLEHEOTHIBMET DI HHAH SBLILSBEGD SHTLSTOTEIHI,
CLWITeITederd, 2a(B(hHeuenevd SHemTL MWD (pewmentodslt (intrusion detection systems)
LOBEID eMBHUMD SBHGLD (penmanodell (intrusion prevention systems) Gumes
SIGHBHMBW SFBBICUL L LTHISTILY S BUUTHSmET HBe|sHe0 Ceuewi(BLd.

BIBICUaILOTESI, SBBIOU L LTHISTIL DFGBISHH0 SHIabhdHarshams (threat databases)
Sywores BBBULGSHSHISHM CauewiBld, SHTelwmd @BmBLILGSH0 gBLTHSEHL 63
SOEUTMHET 61T BpeuILGHe0 Gouemi(BLD, QUTHSHSLOTET &L L eDLOLIL|HEhL 63T
BuisbLBleney SiemioliLsener (default settings) @BevBrLBGSHSHIHe0 Gouewi(hd, LOBMID
DIHBHMB FTHANBIBEHHGSGD, (LPEBENLOBEHHESGIOTS UPBISLILIL L LT SIS 6T
BT GHH6M6T EUIGOL| [HleneVMU! ANBLIENEILITENT (L &EHHe0 GCouewi(BLD..

HBAUL OBEILD MFLT LITHISTIIL HeOL(PedBLLBGESHSH60 aUPSTLI9uNed eupHISLILIL BeiTer
FTSHAEIBMeNS S BULUBSHSHID UTHISTIL S L6l elugmiseT uBpiw Hen6-
GUOTTL_-L_QLDTEIT6NM  6ULPMHIGH & 6HBSI.

BWSBFID: SNOTHBH SJFTHIG [HBIOISTRBEHHSLD GHBLMLISTGLD.
4.1.13. Qzmemeouiwissd Sigmismeoll GUBIFHMD ST QBTeTMNS
Ppeuenorergl, Lalulwed FHLTE OHTmeBMT Siwwall BseNamL e SiHaTynemsalILLTs

SIMWBMVSH SBLULSBE 2 61T 6UMEILIMLILEEHDHE OFTmeouTss  SImISHM6UL
OuBIFHeL Geuewi(BLD.
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SITFTEIS BBIOITRIBEHDHETO HBHaU6L LOBBID Benewiul LTHISTIL OEBTeTend

CFTemeoulwss SIEDIBEITEIH, HBIUAISHBESG LIed SHB6U6L LITHIETIL IFFHBISHSHE0HM6T
CaTewIB UBHAEBH. CUTH BMeMLSH0 BHHeUcLB6T CFsudles Curghl @l BoHGHL (G0
SUSSHI,  (POBEDIDBET Sie0HI Breallener BTGNS SiEMIGS0 WOBOBID HT6)
LOBEID SHOEUTHET CHTBBISHm6T

SHEIBTENHBHEID MBWTEHSVID SFlwlener CHTemeouliss SIS 6T DenemihHI
STEILILGH B QUTSHIOUTET LITSHISTIL] DILTUIBISENT(ELD.

OzpTemeouiwsd SiEmIBed SILTLSMSS GMBLILISBE, STUID LITHISTLILTET GLOWIssT
FHeolwny  eusnsowleniolisenentl (Virtual Private Networks) wwieiLGssiged Goauemi(bib,
SIHBMTMBHILL G LWSTLGSSHILeTHT GO  SHTURISHH 6T E6ThISTEILD
(PBTOHHINSHH T OBBID DiemIHe0 SLGUUTL G QBTemensuiet SigriLienLuiled
(POBEMLOBHEMET  DIEMISHUSDBE DIMIDHHH60 Gouewi(hd, LIeO STFewie_mISILIBSHHM60
BOL (PMDBLILIGSHSHIH0 Couswi(BLd, cuTipdHamaWTeT] FTHamisellsd EmbHaH OHTemevbHlens0
DIEIHMEV LITHIHTHS Couemi(BLD 6T6iTLSHIL 68T, [HLOLIBLOTET  6UEDEVUIGHLOLIL|BHENEL

LWL SSHISID Coueust(BLD.

BWBFID: SEATHBH SJFTHIG BBIOISTRBEHHSD GHBLMLWSTGLD.
4.3.14. smiy epGeomumugFHler WgHTen CsTeTens

BIBICUETOTENS], DI SHSOLTEHD JRLGS B FHEHTLILSSHE0, eupenLowTer OFwBLTHSMm6TT
ewIBLOOETERIB UhaUSBESHS CHemeuwmer &MiLdH SHIe|, LS e|S6T, (LHenBenLoSsT,
QLaTOUTHET, 2 (HeuTds alUJmIS6T LBBID gmearll HHeUedHme LB O (hde
epGeurumuGioTeenss QBTN (HhHHe0 CeuewiBD. @bd wGeumUTUID  SHTLIeTSH S 601
S5 B H LSBT DevenidbaliubsHed GoauewmiG (Lfley 4.6.1 Senets

LT &&a|Lb).

BpleusoTegl eTenauCueid FiGemevnhd Caemeusellensr (LpIpeNOWITS LBeMenLOLILIGHDBE
SIFVeVH B LUSBE ST 261 SMIS6T LWSLGSSLILL (LPIQU|OaTLISHemen 2 n3ig)
Gauiged Geuemi(BLD..

SITFTRISSH T RUOBIGPMBLILGSSID CHeneuliTGaHefeiLlg, ST 261 &g de0
SIULL SHFeUTendl LTHISToHSILGH0 Couemt(BLd.

BleuaIoTegl, STULSISTOeuswmIenenId SHwmalliugBeg Wy Cryb Crrésid
(Recovery Time Objective: RTO) wmmib iy yeitell Gpréasb (Recovery Point
Objective: RPO) <gidweuBenBud auenTwBISHSHe0 GouswiBLD.

B!, JerFbOeuWny GLETEOLIT(HET © 6oL HIGeuTs 6hBOEUT(H HHISNPSHEGLD
se@sosaialpbald Criws srelmern uTasiLgBsTs CBIYsS Sre| WHGID
FML Fraysd B Cw smbm L Oeuefowreaim (air gap) Smsbae0 Gouemi(BLD
sladIml  LfbGhlemy & 6dTBal.
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@gl, &MY 5J6 CFweTds HesHHed @mbal Cuass FHuled Gsmancvaed(hda s
SUUBBTS, UTgISTIUTeT el de0 Caildslibae CouemiBh eem Gayib
uflbsIenySSamal. B& @b & ST, UTsisTULTEr B SFHlev CaFildbaslLBLD eTesl
syl ydseied g@sanid IBBRIseT  GBOSTETETILIL (HETeN-6TeuUT  6TeTLIGH-
SHEBMILBlousBaTer GUTBl(LPenBEWITETBILD HL (WeBLILGSHSILGHO Gouemi(hd. “LOls
Aradlworerg “oppid”  ‘@rsdworaigl” aeim QUWIILILLL HEH6U60 SLEHRTHISM6NTES
CaTewiL T ILITSS6rT, opsambiser UHCaLlged @GMIULLL BeTem LTgISTIL
BapamauliLThaErsE gnu CaildasliubaHe GeuswiBLD.

BMEBID: SMOGHSH SJFTHIG HBIOISTRSEHHSD GHBLMLSTSLD.

4.3.15. oyFThIS HBICITHIGENTED GUPRISLILILL  QFTSHHIHD6 M6
uTgISTIL gmen OETeTend

BB UL SIJF LBBID SIFFTTUBB HBICURIRISET DIFFTRIBSHSTE eUPHIGSLILBHLD
HBaUL LBEID BB CHTINOEBIL L CFTHHibHeled (98I L 60 o 6THL L enLDLIL,
BeovdFreaiusd CFemeusslt, LIWLIGTLITH®6T) OFweoLBS S BFFH 060, HHeU6D
GaTjur_ed Gzmieoml u BHmeuend (Information Communication Technology Agency:
ICTA) Sl60603 Gemenll SITF BIBIOUIRIGET SHHIGENTED © (HeUTdEILLL HHeI6D OBHID
FB6U60 CFHTPORIL L CFToHHIbseles LTHSTIL, BOUSSSHEE (reliability), Ghimwsgieud
(integrity) BmIb gevedwib (accuracy) spdweuBens o mig CFuiur Geuewt(HLb.

2 _FHIIWILDTE, RIBTHTF ealeneolenolil] (Lanka Government Network) evmist &g
#Henay (Lanka Government Cloud) ieenghgsv Gzemeu (Email Service) eomisr oy
s Lewi(pemy (Lanka Government Payment System), @pieh Gauig) Ggemeu (Short
Message Service) SLauewT (LPHTMDHSHIA! (LENBENLD
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SITFTEIS BBIOITRIBEHDHETO HBHaUL LBBID Bewewiul LTHISTIL OFBTeTend

(Document Management System) &j0evg geneanl BFemeudmerilen LTHIBTLIL, DIHHMBIL
o sl LU 2 (heuTdhdll CHTLILHmLW HBIIEISSTE0 2 SHHTaunsd Siefoaliubges0
GouewiBLd. Db o L L L enolILEehdE CHeneullmen LTHISTIL FTeneHhaen Eeomend
Gail Qelhbal olebevg Coupl gBHMID HGHH UTUIBS BIBUMSSLLD EbbsI
FOUBSLILL L HBlelenmhisenTsd QUBLLGH GeuewBLo

GoBOsTaTeT ILIBL.
BewsaD: SEnaisHd (WhAwiorer Cadlll HHeusd © L S LML 6Dl

GBIEHESGD FgBLUMLLSTSLD.
4.3.16. augeusnLOLIL] CLPELLDTET LITHISMIIL QHTLFUTET OHTeTens

B Sl QaTOUTheT  CUBIMSSHET OBBID o 6TaTd CLETEILTHET 2 (HeuTdsHHe0
QUQAUEMLDLIL| (LP6ULD LITHIBMLIL| 616018 eI (penBenuil! LaiuBpiseo Geuewi(BLd.
QUQAUMLDLIL| (LP6VLD LITHIBMLIL| 61658 DIeIG(PenB  GLosTOLT[HET euenf&Fd] eUTDoHm®
gippduler @elbeumh S LSHHMGSGW UTHISTLL SeusTaililsamen CFJLILISHET Lpeold
urgbuflw QeTeLTHeT auenTFS SIS (LPBEL  [BlgdBlETBSI.

QLOGTOLTHEMET 2 _(HaUTehEGHaIH0 (DleLevd GLETELITHEMETL GLBIeISE), HBIeIeILD,
UTGISTOL SHULLOL 60 BPID SHSHH L HLIOLed Blensouled SplshdH LBslw
AHIIBHMENT BLHHIH6, leneDeD! DLeUMIEIB6MN0 LTHIBTIL CHeneulILm(hesemer
GUEM LLIBISH SH60.

algalmLley, DILlelBeHHS SLLSHHe0 LTHISTIL SL gL ewolienll &AILTUIe] COFUIgHe,
UTGISTIL CQSHTLIUTET Lisvaieammibener (&emBLUTBS6NT) SHewilpleusmaTet alenjsd
BLHH0 GPUI L wHIUTUIe] CFUIHN LBBID SEDLILS6MNe0 2 6fTem LITSHISTLIL|
LI6VSIQIMIGBEMENT  DIHLUWITENMD &Tewl QFUBLGSHSID SLLSHFHe0 LUTHIL T HEemens
CauigHev.

BuFHuied, (Wwewsem BHHBLILGH DB Hemeouled, SIEMOLILGET DIHeT HI6| WOHBEBID LB
HBOUD SLBHOTBIBHNET DIDIDHUIGTSSIULTSH HNBUTHENTED DIgIS@|D L5 S
WRUITH TSTLMS 2 BIF CFUIMNSBESG (LPEBEMOSET LITSHISTILTES DISBBLILIGEHM
GouewiHLD.

"HBe160 BIBID mFLT UTHISTILIDET Henl (WedBLULBSHHID aUfsT " LTSHISTLILTeT
MpBwrassms alhdHd CFUILD aumbdHame SHipBd uBBiw elUFRISMeT UPEIGHH GBS

Obs Bueuaid gy Gursnismer aldsd Csuidas Curg, Semens Gl
Beimed UPRIGLILLL SIFF HBIeUATHRSEHEHSTRN ~Benenill Hem LTHISTIL auflsT BHeossl,

Bewewiwl LFGWITeS LTHISTLIL ST UPBTL L 60&6 eTaauBens Lleauspise GeuewrBLb.

Obs aufsm BaHeosemer www.onlinesafety.lk ergnid enewit FHensHe0dHHEH LS aBSHHID
GFuiweoTLD.

BWSBFID: SNOTHB SJFTHIG [HBIOISTRSEHHSD GHBLMLSTGLD.
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4.3.17. QaTHgIHEmeN LUTHISTILITS DISBHISHE0 OSHTL L6
CzmeiTens

QFTHHIHH6MT BHBSHOWID CHemeuliLmed CUTH (LPENBITET HENL (LPEBEWILI LIWLTLBSHS
UTSISTULTS SISBBLILEGSH0 Couemi(Bld. S Ljev 26 Hnmisen (BBieUl BHE6T DI6060SI
wally &6iT), SMbhFH 261 Hb (BILTEHHET SieVevd I BBiel BHsen), el B Buisbdsel
(Qeuefitiym, FBw SILFH HBH6UeL (WBENLLS6TIHHS DBBOBIHeV), . L6t @hTUS
BaLOILY FTHOMEISHET (6Ter06ToI0l H6IT DieL6VHI WjeTerdL] . .LTeni" 19enyelseaT) LBBID
OLOUGRTRIEET (BTHFH SLeUeNIEIH6T, HTHH Qeueluih Slevevdl LMSLILL 26T L)
SLFLIBENB 2 _6TeML SG&HHIFTB, AL DISBES6T UMTLIBISSLILLTS BBieebis

P B

oflest G oL s LTHISTILTS DSBBULGHMN CouamihOwan CHameaulLBsHSIILIGS GBS
BAafl CHrmeulILLTSH HHEUOHET 261 HHH0 BHHITEL, DIFL HBHeUMED LB OL BLILIMSHS
FSBLUUSBEG, SBaUed L& (Pwrsh Wwepuied BoalLGSHed Gauemi(BLd.. HIENBETT
aulgeuemioliL] (sector-based formatting) eieiLg o sFiEalled o 66l HH6UD — SLBHEMHIBEMEIT
DIBBBIUSBEHTEOT FTHHWILDTET (LPEOBLITGSHD. HBOUD  DYHOTRIBM6NH OlBTemIL.

201l SHRISMEN HIHSHTONS SIPILSBEHTEOT FTHSUIDTRT UPS6T HIWILTHSHHEO DI6V6VS]
GSHIHVO LS. CFIILY oL HHH6O 2 66N BB e Brsfomeang
"9I6060F1" ATSFWILTEISH” 6160 UMSILBSHSLILIL LT, SHBeUed LTHISTUIL Gl LOhbHSI
SIBBBILD BLAYSEMSHEG (PMBLTERT DI GLBBHeT LleTer], 26 Smisamer
Cuengs FHwms SIINILGCH LTHISTUILITET (LHEDBUITEGLD.

BWMEBFID: DEATHS DJFTHIG [BBIISTRIBEHHSID GBLMLWSTGLD.



SITFTEIS BBIOITRIBEHDHETO HBHaU6L LBBID Bewewiul LTHISTIL OBTeTend

4.3.18. 2 ¢ienad FHH6UEL BNGWIW LITHISTLIL| SHewIbSTUI)
FHLLID 1gTen CoTerens.

BBIURIOTEISI, HBH6UeO GHTHOBI L UTHISTOL S GUUTL (G Spuie|®eT, LyGuimsl
UTgISMIL S GUUTLH  BeMTUIeYSH6TT, 6UeMEOUIGHLIOLIL] [H(HLOTemT LE6MTUIHET, SHHeU6D
GamMPeBIL LI QFWeOIPB DLUIA|H6T, LTHISTLL Benidhd LBeNTUIoH6T, 2 66N
wpmpib Qeueliys LTl uBpslw wELTGseT (vulnerability assessments) eaBmeusd
uBBlw Gemsemer LBEBID suemeowenoli] LIFGwts  ew@Bmeusd CaTmHemen (penetration
tests) ou@weuBmB 2 _6TeMLSH, SUET0 DSBG6NT L BUUBGSSLILLTSH 6ULPEHLOT6T
SIUIYBEMET BLSHIHIUSHBES HMBIGUGITD (HDBULTRIOST(H 2 6/T6MH HB6U6D LITHISTLIL|
SIS FLLSHWHH QETemigbHHHe0 Ceouewmi(BLb.

wgliibsenmanensy, FDLMOLIEH BEphHHHer L, LIBBeLTe SIfipaliLbGaHSILL L S6it
dedren) (TpBuTedPBE& ievevd  CUIMISHB HLMISES), BHULHHD DO
aUPBT L 60660 OTBBEISET GBLL L &6l LIS, DaIferd ie0evdI SDGILIM(HeIT
urellwsesr LIeeny, Se060FH HBHeU6D LITHISTIIL G (LelemTed SiLomeidaiLL L geir
LesTenn, STe0SHHBSHS HTed (HMBHSLLFID Siewi® CHmuib) GomosTeTemiiLIGHe0
Gouewt(BLD.

PBeuarsHer (LIFHTen) o 66ns HaulbSTUITET SLUIaTeneT e (HEIS eNaTHH6e0
GouewiBLD CTETLIBIL 65T,  @6lQeUT(H DIMFFRIBID LITHID © _6T6MSH  BHeuTHTUIGUTENT

T OIBHAT IPSMTHIET S SIS HBHoUed LITHISTLIL SULIOEHM6T  G(HEIS 606wl SHH6e0
Gouewt(BLD.

FHISHTUIGY SBflSmasseiled oL LfbgHenTsemer  HL (WBLLIGSHDHIeIMmS
urFeneuui(BeusBETS (LBFT] CFWEI(LPmB BHBIUTSHSTeL HIBICULILIL 66T,
(wenpevouienet (LIFHID) © 6TeNdH  HlbETUIMTET] Henevenoenl 6IBHH Db
Gawedwenpulener QUTEIIGLBBeL Geuemi(BLD.

SIHHMBL SU1e|Bmen CBOSTETUSDBE HmBEMD uUTUIHS STLIGCLITENS 660
SLUI0|BH6IT BoBoETaTanILBGHe0 CouswiBld ievevdl Bevmiend BFJl et BFemeuenuil
QuDIHeL GouewiBD. SLUIe|H6NT cperBTD HILiNeymed GComGsmeiteniiiL CeuewtBLOTUTN6IT,
FHTUSHHT  SLFHeamseie QrsfushsHambmil 2 BIFHeFwsBE, OeueliubsHsHe0
Sls0euTd  @UubH (Non Disclosure Agreement) ena&amsHsHHLLLIGHe0 Gouemi(BLd
SISTLIZHI 61 IS WeUFWLILOTETEHLD

BWBFIID: DEATHBH DJFTHIG BBICISTRIBEHHSD GHBLMLWSTGLD.

4.3.19. LWSLBSBHIUSBG (LHETIITET HEWIHHTUIEY LESHT60
CsTeiTens

2 6T6eNE HFBeUeL LTHSTIL SUleysh HLLSHBESG Senewiins, Srueioreisl, ChIy
FHe060 GHHOUTH BMMLISHNHDH, SN LILIGTUTL DL DI606VSI
(PeBEMWL LWSTLUGSSIUSBES (Wweten] umdHiyl uspluw wdHinibGser wBpib
oahheucy Cargmensamen (vulnerability assessment and penetration tests) GuBQsmeenged
GalewTHIb.

182



Obs WwHIiBsmer, Bevmins Gl o L&l SebHTCTHSHH HSGSHWTeT LOEIBTLD
SIUIemTed BLSSLILGUSBESG Sisvevd Qevmiensd CFyl Beargh Caemeusnw @bBIBIeI6ID
OuUDIH6L Coueuit(BLD.

BDMGHIID: SMASHHI SJFTHIS HBICUSTEISEHHSLD GJHBLEMLUSTSLD.
4.3.20. (pempenoH6fenais SYIOTHGHH0 BT OCETeTens

BIBIUSIOTEIFH], FTHHUWTR HTHGHH60 OeUSLTHET [Hb@GeIH6T (LPeVLD LOBBILD
(PBmS6Tar HTeGHe CuBuIiiiimer @bd@eauser peld Seubmler CupurlilsmurSliemerd
GMBLULSBESG HH6UeO QHTPHIL LI DHAHIBMmeT SaliLiGHaIHe0 (hardening)
Gouewi(BLD.. © FHTTeNIOTS, BUISE SIEDLILB6T, CFmeULIBRIG6T, 6UEMELIENLOLIL|EEIT
LOBEID  QUENEVLIEIOLIL] FTHEIBISENT, HIa|dH SHeNHIG6T, BBID CLUIBE) ~ SHeflwm)
GUENEVLLIGNLOLILIBENET  [HN3IGUETLOTENSHI Bl ILBSHHIHe0 Couewi(BLD. Henilenlaer S ILbSHHIH60
UBSIW euNBTL BHe0BET HBI6L LTHISTIL QFweoTds euflamiguied eulpmis-

LUl (HeiTerTeur.

.

SiILaID umWibhg LBEID FHpeowiter Leniwmenjsefer ouaraler GO syaiLBSHSHID
(pemBenogeT GBosTeen LGS0 Geuemi(BLD.

BDMGHIID: SMOSHHI SIJFTHIS HBICISTEISEHHSLD GJHBLEMLUISTSLD.
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SITFTEIS BBIOITRIBEHDHETO HBHaU6L LOBBID Benewiul LTHISTIL OEBTeTend

4.3.21. eflged(mbeH LemiwTBLISH WBHTen CETeTemns

el 19edl(Bha LenwmBpieusBE wipideams Curgl (Sisbeg OsTamensty @)L miseflsd
BOmbHa Couemsy GFUILID QUTILSI), HH6UL LTHISTIL DIFSHBISHH0B6T DIHSH HIieTee.
43C8eu, uewilwmense, CpTemeaTIHHelmHbHE Goauemsv OFwiBeas Cural Fmbs
UTgHISTILY Henl (penpHeilen OHTGLmL BhSHISET.BHm evkiens G &emed
QeuefluiL il L, e pelmba LenlTBBIISBETET  HBHeUed LTHISTLIL euHSTL HHeoBemen”
soLLINSSH0 CouemiBld. HaI0aTmevalalhhe Gouemney CFLIusBEG SiMILdssULBS@BELTSI
PoeasHer a0 QHTHOEILL  SHLHRHRSMET LUTHISTILTS DgIGams 213
QFwusBE Bemmae CFILIaNTed IPRIBILLL "SHH6ue0 OHTHEBI L [BlHeuTesEndamer
GOBHIULF aUPSTLLeoBmen” HHaIe0 OHTHHILL Blhaurdlsen LNaGLBBIsed
Geuewr(hLbd.

@zemen www.onlinesafety.lk erenid Bewemt HendHelhHEH LHaIBoHsd OFUIueTD.
BMSFID: SMASHH DIJFTHIS HBIOISTRISEHHSLD GBLMLLSTSLD.

4.3.22. o 55Cwrsyjon Goumevdsns SHhHeNgH OFTHS
FTHASHMSL LILITLIHSHDHISH60.
BIBI6UGILOTEIG], LIWIWITENTHeT Hog SHlULL igdh Hewilelselr, erowmIl GuUTaTS6I

WBEBID LU'YysmeT LWSTUBHSH o SHCWmsyjeol SLenosamen GoBOETeTelSHBETeT
SIILg HalToalILbBH0 Ceuewi(BLD.

aTafignId, HBeUOLTHISTILGWalammed Siwmafdsiul L GBEUILL gpplmeosered,
STLOTENGI, HHaUeO LTHISTI o SHCunassHsfler Cupumiameuuier &, CaHbeHBHSILIL L
LenflWmenjesenel 2 SHCUTHLLT6 SHLeDBHMT UBBIUSBESG HOH HENLILL L FTHe-
RIS LWSTLGSSHIUSBES DIGDILOE) &HBHVTLD.

BaIBureB g pBleneudeled, FTHamIG6T BBlelaeHled Ffwmer WenBulsd L6
QFLILINLIBAIZID, DISHHMEBUI STHIHBH QbHH CHTHN®BHE BMMHGams 2 B
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abhd FhaILLSHID s rsdflworars “(Confidential) wmpid "Ggsdlwiorens”
(Secret) eIy UMELILGSFHILL L SHBauenev CFUBLGSDH Sisvevd CFllbes Lewiwimeniaefer
SMUILL L FTHOMISNT LIWGTUBSHSILBSHE0THTHI.

2 SHHACUTHLT6N HLMDBHMET DBMBIISDBE MPUITHNSH SHONILLL  FTHIMIGB6IT
LWeTUGSSIUGLD CuTg!, SHTUIDTEE!, LLGTLGSSILTHeN6 SHemrdh@oHeT alemIuIplehalill L
Fpiiflenosemend CETeHIL a6, HenTdh@GH6T QTR HLFOFTMBSH6NT LOBBILD L6V
DGHBHIBB 2 BIHILGHBLILGHEIL 65T LTHISTSHSILBD e, SHDOUTHET TS|
QLaTQUTHET HmUILL (B, STelwmid BBBlLBSHH0H6T QFWBLIGSHBLILIGS 6B,
BUSHES  (POBEMLDH6IT, LILIGTLIT (B GLOGTOUTHeT WBEID LWSTLGSHSLILGH OB cJeneor
MpBuwne GaTOuThHeT Chemeauwimer Benenilil] GBeBLILIGHHEOBHEHL 6T CIFe0ILIQUITEGLD
o flionisemend Gsmeamn(Beener eaLaBmB © BIAILGHSHIH GColemi(HLb.

Guaid, o HHCWNaLTa Boumevdd SHRNILLL FTHamiaseilsd SHelliulL B3I
PBIOITS HBHEILHM6N FHLILTUIE QFUIL DIV6VFH HHBH MEUHHIHEBTETEN SIGL6VHI
allgmyenemt SlevevdH FL LG BFHemeuulerr GUTHI SDITFFTHIG (LPHEUT DIV6VHI CLPGITBITLD
Srifen e HHeauemev GealeflulGeusmsTear o flenwenuwl Bpleuaid CETewIBeTenl.

SOMIUL L FTHOSH 6T LTSHISTILTOIS, FTHamsHer o fenwowimenflesr QUIBILILITEGLD.
FTSHOGHHST LIWGTLTL 96T SMTEWIOTS SONILULL  HTened BIPIILIGHI 66N BIH60TH
FISMHHBEG gBUGBLD Aol Sievevgdl CFHdHFHMBE& SHTueDd QUIBINICUBSTSI.

BWBIID: SMATHBH DJFTHIS HBICISTESBEHSGSGD GBLMLUSBTGLD.

4.3.23. uTHSTUIUBNB 6Um6OWIEIOL! LiSEHeMemal] LW6LIBSHSHIeuS]
CamLjurer GCsmeiTemns.

BleuensHen eamfuiser, o &ACwmsljeol Wealchasd BB o SHCWTSLT6
QLTOUTHET HTe|Bm6T DIEGADHBE BOL(PIQWITHENE . .6NLIGUMEOUIHLIOLILISET (21D
BamTL L svser, o ewieusmiser, CUBbHE SFULILFEseaflsd el liLemel) LOBEBID 6Jeneuul
Gurgleied LATHILULL sellulL safiaiser, SCwmervd@aer (kiosks) wBpId gemerw
GamLyemLW FrHemmicgser GUTEIH LTHISTULMBNG 6UMeOWLIMLOLIL|HM6NL] LGB -
FHumss HalTHHe0 CeuemiBLD.

BWSBILD: SMAMGHBH SJFTHIS HBIIMTRISEHHSD GHLMLWISTSLD..

4.3.24. aupmiGaT] (PSTSHSHD LBFHTer CEmeiTensd

SHBAU6L BRI HBUD OFHTHOEBI L CFToHHIbHMmeN 2 (HeuTdd [Bl(HeudLILged
Geuefliliypd syifeny (sueTQUTH6T, GLOGTEILITHEIT, EUMEVWIMLOLIL|SHSH6T, CamTerdgni
BEID BhHaudSSIUL L CFameudser Gureaimenel) FHUBL CUTHI HGHHD HL6UIQSHENHHET
IBHBLILIGeUNS Himeuend o mig GFuiu.

HEH6U0 OBBID HHaId CFMABLL  Sipamsmer Silalhss CFuIMSANID (PHTEOL6FIIaIH
Geueflg sy FEUGH B CuTEH CUTHSHSLOTET BLAUGHMBH6N 6IBHBLILIBGIMS
Poeued o mig QFuID. @F euetoumheT, GeeLmmeT WwHRHBID Cuamised GFeme
QUPRIGHTHEHHE L BOL GgBLMLWIGI, DT DISHBEG6T L BLLGHSLILIL L SH606V.
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SITFTEIS BBIOITRIBEHDHETO HBHaL LBBID Benewiul LUTHISTIL OBTeTemnd

SUBLIHETITETT (LBTenoSHHleusHmd GCoBOETeTeudled, SHTUaD GHmBhIULFD LleTeumeu-
aTeUBIBES HeuarHHev QBmeien CeuswnouimebPamal: (&) smiy, Gy, Wy
Bpid Bl ChJ gBUTBHE6T, LTHISTIL SLLenILE6T, SHHUO LOBBID SHEHeI60
CaMPABIL LI Sy HEEIS6T CUTETBAIBMB DIIDIGHHE0 B I 266N BIH60TH, ELEIT60
B3B&eT WL GLUGSSIULTS @ULHSSH STUNenflear  QUIBILILE6T WBBID SLENLOSM6T
BOHRBTANHE0, (&) DTFTHEBSHBT0 OHeflaUBSSILLLITY SHTUMBSHTL 2 (HeuTdhSLILLL
SHB6U6L LITHISTLIL BenL (WenBEHM6NL LGLBBISed, (8) QUUBSSHSIL 6T QFHTLILLIL BeiTerm
QUUBES ST GFWed(penBEmETLD, &L BUUTH-SMeMUD SpUley OQFUILD 2 fleno
BEID (F) UUBS BwdHseT wBBID Bubsmearsmen LaLBBTSS LUBBiw SeuisTeuilliLh
SN GBmaUILeID. QULIHSSTLILIBEHL BT 2B SMeN (ST OFuiSem GuTBILiL,
BoleuaISHer Hemevenlo o GHCWTHSHSHFenmed omeiebail-Ul Leurml, Bufebaslur L
Cardhg o Ffevowneniser, HUSaIUL DHSTHH6T DILVSH! [ BICUOTEISEHDHE
RSHISBLILBLD.

BWEBIID: DNATHB SJFTHIG [HBICIGTRIBEHHSLD GHBLEMLWSTGLD..

4.3.25. \o1BBed (PSTMWSSHIOD BT CETeTens

BIBIGUGTLOTEIS], DTl LOTBBRIGMETUILD S BUUGSHHIH60 GCeuewi(BLD. (LHE&TENLD
CaFUIWILLTS LOTHBBRIG6T SHBH6U6D WBEBID HHeUeL OHTHEOHI L FTHEOIMISEHDHES:
SILTWLBIGE6T JBLBSHHIS BT 6TeTLISIL 65T, CFWeOLT(H EenLULBIHm6N BLBSHHID
FHpenerujd OHTewIBeiener. © SHTyerons, SLBUUTLBB BIBIeUe0H6T (SI606VH HlBIeIe0
BHBHIB6N), 2 L L|GSHBHE0D6I, HHGHHEVHET OBEBID (LPEPBENLOSEHBHBTET LOTHBHBHISHEIT,
sl seaeno, ChIm BBID FHJ6e| HMLSEGD LemILSHInBISN6T LTS E60mD
Slevevgl (enpenouier CBHTGULIBEG PGS GSWD (WeBmDSE UTSHILILSHm6T
IBUBSHSHE0MD.

Goguitd, OTBBEIGeT0 FHUL BeTen aflwifser, Gawmur’ (s Soeauelsar Bsdlids-
ATEMDEG DIFSFBISHHE0VEHM6T JBLGSHHTD. LECal, (WeNBemSHTERT QL BOLTSHS

UTSHISTUL SUSHMmBDH GHMBLLSBESG SBeU6OL LUTHISTIL G (WedBLTIOST(H LoTHBm
WPHTOWEF  CFwIPmBMWSIWeLBGSHSH CouemBL.

BMEHIID: SMOSHBI SJFTHIS HBIISTEISEHHSLD GJHBLMLUISTSLD..
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4.4. 30160 LUTHISTLIL FLOLIGUBISEET H6WIL N5 SH60.

BBICIEIOTRISH, HH6U6O LBBILD Eenenil LTHISTIL Fbueumiaamen Fflwimer GChysHdled
SIOLWTETD &meml QUT(HhSHSLOTENT [BLoUISHMBHM6N OFLBLGSHHISH0 Couemi(BLd. 6lbS0leuT(hH
@enemiil LITSHISTLIL FOLGURBIGET, LTHILS6T Dlevevd OETeTensd LBeOSHMET FLDLIb-
SUULL oiFamfaerse 0Ffalsbaorsm Senwliy eamfuiseEbsd DBeBiSaId. Geid,
BBD6BMET SIHLWTETD &Tewt Lideydeme LGLUTLIR| CFUIuSBSTEN aufl(LpenBsemer
Sl auflslLbsHeHIHBa LBBID CHTLIFFLmer seusramill Sieasmen LaiLBpenBgl,
B QURBHBB OFWOLTBS6T BB CFweLT B QFHTLjsddsTar LB DIFHBIsH-
HEVBEWETEH  HETL MIL|LD.

4.4.1. sibuamsamen SNfsmaulBHe0 T Csmeens

FH8HBHHMAL TR BLAIGEMS SIe0eVH FCHEID LTHISTLIL] B6L GSBPSHS o L amguins
SHBaI0 UTHISTI o SHCWTESHSHHEE Caflalagmp Lalwraisensd Cseiears
S8evnFamenuelaaliLBHey Gouami(BLD. LITHISTLIL LEBeOSEMTETEN6, 6UMEOLIGNLOLIL],
OHTMOHOSHTLIL DIeVeVGHI Hewllerl (LPeBEMLOBEHDHE DNHBTIENSSLILLTSH DIIH60,
saniafseie emaured GeuafiliLemLwime SmULS), HBIeUTHRISTE SHenL Gauiwiiur L
ST CamsHder GeueiiiLenLwimer SmLL, SIFSTIaNSSILLTS LWGTLBGSSI-BITE0
ahHeeuTh Gamiiled GeuefilienLwimer Gurgly, BEID LINESTH LWSTLBSHSIB]T
SI0VGH QUILIHSHESMIITO Bbd UNSTLL60BH6T DIL6VH LITHISTILS OETeiTens
ISBULGSHE SpBUIABMB 2 _6TeTL HG&ITBET, YO0 DIGBET Slewal LU BULBSHSLILIL aT60emsv.
FHaal0 OHTHORILL Carshaibseaisdy HBCUTHIeTeN gCHa@ID LTHLIS6T LB QFfal-
SHGSTY LWSTLGSSILTHEHEEG  LCeomgmet aIpmsLILIGH Gouemi(BLD.
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SITFTEIS BBIOITRIBEHDHETEO HBHaL LBBID Benewiul LUTHISTIL OBTeTemnd

BIBICGTOTRIEHI, FLOLIBISM6NS HEWILMBIH60, SHEWILBIUILILLL HB6U6D LITHISTLIL
BBD6|BmeT DB SMmBUNIBHE0 LOBRBID SLBTIRIEMET LTSHISTHHe0 GUTasens Liis
uewilwmensepse Cumgiorer alfiliyeye| wBpId uLiBHsmen aIpmIGH0 Golemi(BLD.

BWEHD: SIMINHH SJFTHIS BHBIUSTEISEHHGSD GHLMLWSTGLD..

4.4.2. udleysenen Wenmuley OFUIHe0 W HTem CHmeiTend

BBIIGTOTRIEI, (PENBENLOGET LOBEID HHDe|HemeT SewLSleudbBE EeneantbaLILL (BeiTerT
FaIB6IT (PeULD 2 (heUTHBLILLL Lglajsmentl (Sigmised Lgdeyser (access logs),
Uenpwimer ugleyser (error logs) Goemeuwas udeaise (server logs), puieyll U e ser
(audit logs), umgsTILEF Geu] uHeysen (firewall logs) wBEID SHOUTHET 6TFHTLIL
udeyseflenerls (antivirus logs) Guemiged BEID WemTuley OFuUigHed Geuemi(BLb.

PBIIGTOTRIHI, (LPENBENLOEET L5HI SHIBDIPEGSD HTHEGHHEOBMENS  HWIL BloUBHBELD,
LenpseT SIe06VE I LITHISTLIL LEBeOBEHHSTE STTRIHISM6NSH  STLOTNLILISBELD
Sywowrs uBejsenen Wenmiie QFUIHe GCeuewr(BLD.

ugeyse, Gomay LBBID DIHSTILENSSLILLTSH DIIBISSIHTTE LTHISTESLILBSH6E0
Gouemt(BLD. (LpeaWLomeT OBHBID SILLL  (PmBUTE) SIHLWITETLD SHTemTddnlgUl

SHBUBMENS CBTEWIL LdHeysamenl QUTBISSeuemy, CFisHa uGLUUTLIe| CFWISHBES
ety QUIBSSHLOTET ST LTHISTLL BLeUgHMBH6T 1BHSLILBHMN Couswr(BLD.

ude|senmerenel, 12 1716 STVSHBESG SILOH HBEUD LTHISTIL G(L0alenmed
FSTTNSSILLLaUTHD e hbSILBH0 Gauemi(BLb.

BWEHD: SIMINHH SJFTHIS [BBIUSTEISEHHGSD GHBLEMLWSTGLD..
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4.4.3. paasmend OFHTLIHH SHemisTallILg WeHTer Csmeiama

BBIEIOTEIEH,  SHHIBDIPEGD BLOUGSHMBHM6ND  SHWIL BleUSHBHTE  6UMEVLIGNLOLIL|E6T
SI06VFH (LPEDBENLOBEN6NS  HEWIBTNTHH0 Couewi(BLD eTOTLIHIL 63T, 281BIHEUMVSH
SHEWILBIUD (LPeNBENLOH6IT OBBID MBHoUMeVSH SBHSLD (LENBENLOMLI  (261(H(HEUMEVEH
SHewILpuLb

(LPEOBEDLOSHET .. 2MBHEUMEVSH HBHGW (LPEBENLO&HET) HENL (LPeNBLILIHSH-SHI6NHET
20 T DIHHMBU! L AUYSHMBHMEN 618 TOBT6NMEHH60 Bouemi(BLD.

BBICUETLOTEIFHI, LITHISTLIL SemIETamiliL] LOBBID SiFSeTeuTel DIFHBISHHE0 BBID
FOUUSMSS BHEWIL N USBHTEOT LITHISTLIL HB6U6D LOBBILD BBHD6Y (LPEHTMLOSHSHI6U
(LPEOBENLOHEMENL LIWLTLBHSHS  (LPIQULD.

BemEHID:SMNSHB (PoHBWTer CHAW HHeaued 2 I &L L enoll] 6UIPE-
GBIBEDEGD JBUMLWSTSLD.

4.44. Qevmiens CFj_(BoH@ Hoheausamen SldmasulBougl
ezmLjurer OsmeiTens

SB6UL LUTHISTIY G SHIomalssHaily, CHTHOEHILL SCeTFmer LOBBID MESWTEHHE0
LFELUBEIBETS (LPSELIOTET HBH6UD LITHISTLIL| FOLIBRISMENT 2 L QNQUITE EeUEIend
BTl 9mE& SPsmasLIBLTE FBaasSBG o8eorgmen 6UPEISILIGS @S
BMSIID: SMOSHSH SJFTHIS HBIOISTRSEHHSLD GHBLMLSTSLD..

4.5. FbuBEIBEHHGL LFH6veridaHe0

SHBEUEL LOBEID MFLT LUTSHISTIL FIOLMMISEHSES SHBUL UglevalliusBans, Bpeed
QM Fbual LPOWTH FHLHme 2 (HauTdd, @ FOUAID BLBSTL S LSHMms
CFWeLBSHS GouamiBLD. HH6UeL MDD MFLT UTHISTIIL FIDLIRISEHSE L& evailiged
Bpleuend Sewmhias Ceusmigul OQEmeTenasel &6 OaTHHBLILIL (BeT6Te.



SITFTEIS BBIOUTRIBEHDHETO HBHaL LBBID Bewewiul LTHISTIL OBTeTemnd

4.5.1. shuasHBGL uBHevelb@ FHLLD WeHTar Gsmeimes

RH PBRISHET QFTHHIEHEHDHE HITET HHeUO LBBID SenenTll LITSHISTLIL
FOUMSH T THTOMBUWTET alleneTe semend SemLmbgl, LFealliLsBE LoD
BLBULBSHSHIUSBES, (petenC) SHToTalbaiLl L BlOBISHSHOH6T LOBBID HL (LPenBa6l e
OTGLemUS QEBTNIL @b Fbuea EIOWTHS HLHMSH BBICIRID 2 (HeuTdELD.
FbuasHemba HBUL eTeupBarer Oseflouter auf(penBasT LOBBID HENL (LWENBSEHLD
BFed SILEIGLD.

FhuMGHBG uHevelae S Lwrerg (Incident Response Plan), @emmbaLL &b,
FOUMGMSH DPHMBUIBLD HEDL (LPENBEET, HEWILNBIH0, LGLILTUIOSSTERN © LITUIRIESET
LBDID FhUaBIEMeS &L BUUGSSHIHN (R Siedeg ! LB L), Bulfldaslil L
USaWITSE SHHale0 UTHISTIL QUIBILILSMmET @HIHEGH60 BBID FLOLIBISEHHE
Uestenymedt LBeNMTUIo|&6T OSTLIUTET HeDL (LPeDBH6T SLBLIeBenBES CBTERTIY(hdH6e0
Gauewi(BLd.

FOUMSGHBG UHeveld@h S Lwrargl, SeualiCurg CFTdleaslLl (B, BBieueTdser
omasHs  usalulanmaseh sflalsaslibBaHe GouewmiBL.

QM Fbual LBOWTHS HLLEHMS 2 (HaUTHEGUSBETE UNSTL HHE0HENT HBH6U6D
OBDID el UTSHISTIL HenL (penBLLBGSHH60 aUPSTLIQUNed eUPRIGLILIL (heiTee.

BWSIID: SMOSHH SJFTHIS HBIOISTRSEHHSD GHBLMLSTSLD.

4.5.2. shuasIBEL Ul FHLsHmeans CeumBLB-
HBIFH60 LBFHTer CHmeiTends.

QH HBEUGL LTHIHTLIL FDUID gBULLTe, BulldasiulL DmsSsfadsiul L bUJ,
BIBIUET [BLAIQHMBHETND HThHHmd GHMmBHES, FUMSHBGL LIBE Suiedumer
CawBuTGameT WG IDLIILSBE, Fbual WLHRIOCWTY L Sms CFUBLGHHIHN
GouawiBLD.

FLOLIAUMIG6T GBTLTUTEN SHHeucudmenll Lde Gauiul ¢m Fbueull LGl enL
(Incidents Register) mipleuend Guemigsd Geuemwi(hd. FbLieull LIHGaIL 1960 (&HDBHSHLL FLD
LesTeuBd HBeuecvden B(hbd Ceuemi(hd: FbueushHer GxHd wmpmId GBID, FbLaIGHMmSBL
upps (weupluTG QFw1gh eamfuifler GuWIT WBDBID USHel, FbUMGHHE aleTehsiD,
FHTHBEHHET SO0, FOUUSHHT aUMBLILITH, FDLMSHBEG LHVaToHGD alemasuisd
BGBLILLL BLAIGHMS FIDUAID, FIOLMSMS MBWTEHD o SHCUTHHS]T, FLDLIGSS 6
FSBOUTMHW Bleney LOBBID Ml oIl WIBISET.

FIOLUAIMIGEDHEG LI e0aMUILSBHTRN UISTL (BHEVEH6T HHaU6D OBEBID MFLT LITSHISTLIL|
SI(PeUTSHH60 UABTL 19uTed euIPMISLILIL (H6TT6TeT.

QR(H SHBEUEL OBEBID MFLT LUTHISTILY FbUeuDd BLHEST, HLwalwed alFTyementseied
LWSTL(BGSHSHHEIQUI LSTILOTE QFUICOLL SHInlgul HBHEUMED SIGNLLITENMD SHTEwIaLD,

Crafldbsad WBEBID LUTHSTSHOID DML HDL (PepBEHamen GHTLmis Geoleami(HLb.
FLwelwed algmyenent GHTLuTer CameTemssel Lifle 4.5.3 @60 aupmIGLILL (HeTere.

BWSBFID: SENATHBH SJFTHIG [HBIOISTRSEHHSD GHBLMLWISTGLD..
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4.5.3. sLwelwed elgmyeneniss LHTen OoTeTenasseln

FLwalwed algmyenent (Forensic Investigation) GoemauliLBd LI FSHH60, SienLOLIL]
(enpuwiter algmyenen GFwedwenpenw! LISLBpise0 Ceuswi(B. SHLwaiulsd allgmyenest
OFTLIUTeT SLBTIHIGEMET QUIBLILID SLEURIEIS6T, 6ustl @miaul (hHseMed o 6iiem SIe,
gngell udeyser, CCTV &l dlser, Weanehaed USHe D6, @I LSHe|HeT LoBpibd
gemeri!  Lledtenaml LiFleyselt G LITHS Slemaleomer LleTaneml euLd(LPeNBE6T (LpsvLd
MBLILIMBB  (LPIQULD.

BeudFyeiuled graipiser LmFbuflu siemmiseaied Smba Caupiul L Te @mULSTeL,
SIFHeT BwievL, BeweowBs Heitento (volatility) wmmid ydusiiny (intangibility)
DISHMB LBTIHISM6NS MBWTET BLewSHel Sifley Sjeudld. HIHHHBLI
QMBI L FHpaismend OsTami Devminsd CFJL oiebe0H GHTLILMLW BHBeuaSHL LD
Bmba b5 Sl GsTHmBLL 2 Salmull CGuBIGHe GCeuewi(BLb.

sLwalwed alsmyemeniulsd, GMBHSLLFD Lleeumd SHHauc0H6T CHemeuliiBLD. BBIeUaTISHSHTe0
a&mauedev (chain of custody) eweudbsliL@GlL GuUTEH LWSTLGSSILL L FhIEed: FlbL6ID
wppitd Csaflédaiiul L opmmiseier alougmiss, CasfldalillL TRl Hod)
wBpitd CEID, SLEHTID CuBLILLL QU WBXBID USHeT LBBID SLETIHIGEDET LOTBSIL
augeurl. elgmyeneniuied SeMsbsILBL BTeuedsd BHEHGD FRFNMUL HBHEIL LTSHISHTLIL|
2 5FHCwrasHHT UIToflHse0 Ceusmi(BLb.

BLLL, Hamauuied © 6Tl Dl6LeVSH! GTHTUTTHSHInlgWl 2 Fleno@Hmyevdsemenl Libsiuw
SIDMSHH USTTHRBMENMUD HEBHMUSH LTHSBTHGSD OUTBILImL HBIUSTHIHET HBH6U6D
urgHISTIY 2 SHCWTESST CsmannghshHev Geuemi(Bd. UBTILOTHEL LLSLIGSSHSEmIQU
OLAIGTHRIGET, LTI LIFa|H6T SIevevdh @5d SHHalsamen @psHsBaut, oifldasGar
160605 BouamtBOLGIEB TBBGMT FnlTH 6T6B CUTBILLD BFled 2 61T miGLD.

FSLwelwed algmyeneniuied, SHllLlL SHJe| UTHISTIL, SHenlel GBBmISe, LD
CFbHId FTHen GTFigHeT LBBID WeTenaml LifleldHeHmendeT GHTLJumer FlL
&L L eMLOLIL|S6IT  LIWLGTLIBHSHSLILIBLD.

BWEBIID: SNOTHB SJFTHIG [HBICISTRISEHHSLD GHBLMLUISTGLD..
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SIJFTHIS BBICUTEISEHSHETON HBHeU6O LOBBID Eenewil LITHISTIL OETeiTend

4.6. ueounen QFuBUTGHMET L CL BSHDH6e0 LgTen GCsmeens

B BICIGTOTERISI, DIOTTHHHAHGT HITENIOTS LTHBSIULL  6THHEUTH BUI)IENLOSHEMETUILD
SI606F BFMeUBMEMUILD 6UPMSGHH OBTERIB UBHUSBESFL LILGDIGTET HL 6l dendHerer
FHLQoTeens & (heuTdhd Bl (LPBLLBGSHSHIH GoewiBLD.

BurflaymeT SIELELFHI HBHeUeL LOBBILD QenewIl LTSHISTLIL FLOLURISMNO BHbHSI
BeTeugdled Mpleuend Sewimis GCouewiB 6B CsmeTens Silbmaser &6

SILILIL (BHeiT6ner.an

4.6.1. g5 6 LUSH FHLD LgpTear CsTeremns

B BIGUETLOTEIZI, DIGTTHHEOTEIBI (DI6L6VHI FLOLIUD) GBUBH M FhHHTLILSH 60,
DIHHMBW  SIMTHBHHHBHSH (DIeVeVGHI FLOLAID) LeTeUHBE UFHUTS — DITTHS
B s L Owmetenp (Disaster Recovery Plan) Qamentgbd g e0 Gouewi(BLb.

OINTSHS BLYS S LT, DNTEHSSHHemha WeeusBad Gombsrerer Geuewrgul
QFwBLTBST LBBIL HLLSHH o 6Ten eIt G 2 BIlafleaTsId uELTSSHMSW|D,
QumEIILBemeTLD CameanTgmhdbaHe0 Golemt(BLD.

oSS BLys HLwoneard LT wHITOLTEmBUID, SH6U60 WBBID HHeU6D
CamPevpl LI guHamiseie alemile SHTéHsD UBBL LGUUTUIHOUUD HL &SIedes
CLPEVLD  GUIQEUEMIDSBLILIBHD Couewmi(BLD 6TRTLGHIL 60T, LB L] BL6UIQSHNBBHENTIHE
Freysemen (5L BBy Cprésd) WL OLBUUSBEG gBBISOETTeNs: gnlgll HTe0EE 6
oL UeTefioBpitb oIey&S0wTapIs@Laseny (LY UeTell GBTHs) — HTLTSI 6T
CaMIBUTGSET BB (PEBMLOEMTLDOLTIDLISS Bouemtoul (WpeienarLl LieTefllenid
BHHHeL OQBTemI(B UIQeUMDEBLILIGHeD Bouemt(BLD.
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Bbhs SEfHs LS SLLIoTarg, STeoThEHT SiglitenLuled UfGFTddsliul (b
BBmBLILGSSLILGHM Gouewi(BLD.
BWEBFID: SNOHBH SJFTHIG HBIOISTESEHHSD GHBLMLISTGLD..

4.6.2. sz B LS HLHMSF QFUBLGSBHIHE BT
Czmeiiend

SITTSSH0LTEE  gBUGmEUTE, Bulssin L SiFemwsflasinl L BUT, Blpieerdsler
QFwBLThaeled HTESHMBE GHMBLULUSBGLD, HHPOUTHIBISEL LGN eULPEHLOWITET
BLOIQSEMBHM6T e U IILSBGD SeTsHs LS HLESMSF CFLBLGSHIHM0
Geuewi(hLd.

BWSBFID: DEATHBH DJFTHIG [BBIOIGTRIBEHHSID GBLMLWSTGLD.
4.6.3. Opmasiguisar CuraTar QHTLIUTL T CETeTemns

BIBIURIHH 6T HMELMOHSHIUSHMTED SHTLomeidaiul Ly uTflusmm CbbHasy
(édwiorer Guyifley, ewewi LTHISTLL FlbUaD) gBUBSEMmaILSaH S L GLomens-eiLig,
BleueIs St QUIBILILITET SienoFdisen, @evmiensd CaJL, LTS oS L UTH6IT,

o6 &HIB6T, GFmer HTEHHISH6T BBID FULSHMSD HL (WMBLILBSHHID IS HTflaser
BureiiB SIHHmBW 2 _6iTeNd LBDID Geuellwsdh SILILSEDHLET COBTLIL| CHT6TEHH60
Gouewt(BLD.

Bbs Boleuaid, CEmosymu 2 fll DISSmBESTITHEhSGHSH 0FSfallILsHBEG
Qumpiyeurwihs fGF'L oiFstfleows  BHuidldsHed Ceuewi(BLd.

BWEHFID: SNOHBH SJFTHIG HBIOISTRSEHHSD GHBLMLSTGLD..
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SITFTEIS BIBIOITRIBEHDHETEOT HBH6UeL LOBBID Benewiul LTHISTIL OEBTeTams

5. (aieiflenio SigriLienL_ulled Si(LPeOLIH-
SSULL Gouewnigul OBm6iTenSBH6IT

BBlURISH6eT HBeUeL LOBBILD Senewil LTHISTILDS OomeTamdsulener i(LpsOLIBHSBID
CumTBL B, Leaeumd CsmeTenddselr (eTalflend SIQLILINL UTed SI(LPsOLIBGSHSLILIL

BoueuTigu |6iT6TT6NT.

(o S S Omsitens I waigyflemn gl ulsh Siipsou SIMNGHS w.65.1p2
Gov. BHSULL Gouemiigwl CETeTENSS6T 5\ 316 ORI B 61T (ADBULDRIG M B6T

HBIeeNEH SHmevaufleTed SHB6I60

LOBDID MFUJT LITSHISTLIL

411 Osrsitmauisne N N
SWPOLBSSIUBBABTEN
SHMEMLOSHBIRUHBHET  CULDHIEGHSH6V.

SHHEU0 OBBID EemewriLl
412 LITEHIBMIL| BlHeuts N4 v
S LenolioUTeienend HTLNH60.

HBOUD LTHIBMIL 2 GHSCUTHHS]T
41.2 LOBHID SHHE OBHID SHH6I0 v
(1)) LTSI QUITBINILIGSH6iT

&WOsuTMlene BILIL HSH60

HHOU LUTHIBTIL 2 SSHCUTSEHST
BsoeuTailigsl, HEH66D LOBHBILD

HBOUED 412 56160 OBHTIVBI LI CFTHSHISHMENLI
L. (&) UTHIBTILSBE LTS HHaied v
LOBMILD b 2 HFHCWTESHSFLD OUTBILILEHMmeTDS
SenemiLLiy osLeES6.
LTSS HHU6D OBBID EHEWIUI LITSHIBTLIL|
BFMBHTULIBEDEN GBI HEMLILGET
L] [Egairs 412 (PEVLD HHEUsH LOBEILD EenemiiL 4 J
(LPEDBENLO @) LITEHIBTLIL| SRS ST

QEEBDMILGHE (75i0)
QuTBILLESMmaS mELsTHSH60.

413 FED LTHBIILG G QBHAD) BLifbss. N4 4

414  BUESTDOSEAEWIGAM] BLIibsH. v
Leny  QUITBILIL|SSeMaT L UIT6THI

415 STENHID LILIGTTHEHL 6T QHTLTL| < <
QBM6iTETHHAID.

HEOUD LOBRID HFLIT
41.6 LTHIBTLILESTEN 253 GUTsL 6l N4 N4
o Qurpiinilsnr Hper 6llHea.

(péSwioren CHFW HaHeusd
2 L&l LeMlL auphIGHIHeTamen
Sioevgl s Gyaedluonen oBBID
417 Araduwrer HHeis0 CFTHHIBHMETES N4
MBWTEHD Lseluleny g5 LTSI
Sigilod) WBBID eiemen
BarHmansman HeanBEaIBBIHE.
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. 16
OQsmeiTend LD

QEFTHSHIHBH6N,
QFTHE

2 _fleniouwimeriyaeit
LOBHILD

B jHemen
SIDLLITETE
STEIH6D.

OFTdHFHIHHMENLI
LITSIHTHSH0

6

419

4.21

4.2.3

4.2.4

4.2.5

426

4.31

4.3.2

4.3.3

4.3.4

4.3.5

4.3.6

4.3.7

4.3.8

(egiflento SpgliusmLulsd Siipsou
BEHaULIL Couamgwl QETeTemSEST

Blpieuendh e Cpra@, GFwmLen
LOBBID CHTESMBIBEHL 6T HH6I6D
LOBEBID MELIT LTSHISTLIL|

5L 6U19.86M 8 BTl 6ment
PRBIGPMBULGSSIHED.

SH6U0 BB MHFLT LITHISTLIL
QWL FEisemer all[hEHa)
CFWHMID DI(LPOLIBHHIBILD.
HBOU0, HHOU6H Gg,mgsi)ﬁu'_u QEndaibHsi
iopypid. @paasunar Byl smaed

2 L&LLaIOLIL| 6P B] oI .
SIFTLIBEEET  SIFDLLITATS STEISHE.

QFTHaH 2 Fflanlowmeniesi,
LITSIBTEUEVTHEN6T  SIEHLLIT6THI
STISHVID  ClFTE G HMENLI
UTSHISTILSBSTE QUTBILILIener
B HHILD.

HH6U6D LBBID HBH6eU6D CFTHSHIL
L BeuBseflenas GUIGH6D.

HB6U0 LOBHID SHBH6U6D
QEndHgIbHEhHST LT
wHIGsaMmer CBoBTsiEHH6.

HB6UL LOBYID HB6UH OFHTIHGOHI LI
OarHgIBHmeT SiuBMlsT CLBILLS
BBIL 2_ewiygmefen

Sl uilsd sumBLILIGEHSHIHE.

BAuHuisd Fyelenaill UTHIBTSHSH60

AL HFHMIH6V60 HIallensoll
LIT&IBTEH H60

HHEUD LOBEBID HEH6UED
Carsaiboerien CueTds Fauwimer
urgistienenr 2 migl QFuigHev.

HHEUD LOBEHID HEH6UD

QFTHSHIBEHHBTEN LIS
SIWBOIM B BLILBSSHIH60.

°_BIHWITEN SH BT e
2 Mg GFUIH60.

QUTHS ST (PmBUllsd ey
Qenpeniouienen 2 mig CFuIgHe0.

auedlgmen 2 fliob CuB®
GLosTEILIT L BHemeNLI
LIWSTLGSHIHID Ll

OuTEHL BmeT BHHBUILGSHISVID.
WGRIERaI I BUIFHQIDGIGCL ITHEDET
BPIBIe|HED.

DO
BI3I6EIRIG6IT

w852

{DBULDRIG T &6TT
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SITFTEIS BBIOITRIBEHDHETO HBHaL LBBID Benewiul LTHISTIL OFBTeTemns

weigiflenn SglumLuisd Siipsou SIMNGHH w6512

BHsULL Gouemiigwl GETeTENSSST T\ 031G 6OTRIB 61T [ORIMETETER)

. N ([AERiEES
Qammenens eilLwib
@6v.
2 _5HOWNHLTON OHTLIUTL 0BEHHE)

439 2 5HBwnasLjel WsisnehFelaneL </ N4
LILIGITLIBSHSISHE0.
1fetrenehasodeflen LTI enem

4310 5 g Qeuss. v v
QuTpdsLoTar (penpulsd Yedbnsd

4.3.11 BOWITILHIBEMANTL LILIGTLIGEHSHISH60.

FDBBTE)] LTHISTIL S GUUTHSm6T
4.312 QFWHLGHSHMLD. v v

soomeamallelfhg oieuELH
4313  UTgETIY meseflarent v v
LWeTUL S &S6V.
ST 0pGomUMWSSemL
QuenGuTmaT el WLBBID
Qareiensd HLaulgbmBBE66sm LT
4.3.16 augeusnLoLIL Gl LiBsaflei cpsuloms
ungismidener 2 pig GFigHs.

Qarsgisssian alBLsmeL!
4.3.17 ungismidener 2 pig GFigs.

2 oMo HHEU LTSHIBLIL|
4318  BWSSNIN OFLIPMBOWTHTmeT v v
S(POLBHSIHE.

ALy wPinigssiemen CoBOsTETEHSHED,
2 _SHOLTELoN GEMemILIHHENHS mEN
ATDIILSDHE (PeILTE 2MBHEUSD
4319  Gsrsmamsiamar CpOsTaem560, v v
MELT LWSIILTBSsT Sisveog Coupl
g8a@iD (pampsiouiman GuoBosTsieBs.

Boous) OMPOBILL Cardgibsss
4.3.20 UTEIBTLL SemaTamiensn ausilLBeEIEH

Oammavsialmbs Cousnad GaiLbLTE

4321  oilusimhe Come Gsisigbaar J N
auflst Gpeoment LsTLbpeyD.

BOUSLOBG CIEHEVILISOLILIGBSMATL
4323 Lwsugspmms 5o . v
4304  QUHGAIEMA WSTe0 CFIEH0 v V4
4.395 IDTBBRIEDOT (P CFLISH60. V4 v
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Qesteians oL L Oamsitna | ipsigifion sigiuamLulsd SiipsiL w.85.1p.2_
@ev. BosIIL Calemigul QssienEdS6T ADRIDBIGR BT

FLOLIOUHBIB6T QHTLTLT60
4.41 @I@&sema.su_‘ﬂ@@nmj NEIINE(GEG)) N4 v
SBYBIHSIB60.
FLOLIOUMBIBENET  DIeHLLIT6EI
4.49 SHTMLSBES GHBILCLBS6ensT V4 N4
FLOLI6UMIGBEN6TTSH o 1BsTTUleY OFLIHED
SHEmIL 5860

BaLpassiener OsTLj&dluirs
SHEIBTENNLILIHET  CLPEOLD

443 FDUGIBIEMET DL LTS v
SHTAIH60

Qevmiend CFTL9BE
444 BlBLD6YEM6T DN HENBUIL 60. v v

BleBpe| ugsvstiiiy

451 A Ouremimen elmsd Geuige. v v
HBLD6)B(EThE G L1 FLoLY HBPOsUTEI60 FLDLIGU
.. Lgevsrilii S L SHenend v v
uglevatlsge0 452 CFLBLEHSIBE0.

FLOLIGURIBET LBHTET SHLIeTWLIsd

453 ellgmrensmssienar GLBOSTETEHH60. 4 v
Gurfey B Ls S GLomsiiensr
4.6.1 oll(hHe OFuIH60. v v
G600
OamfpunGsetienen Cuyfey Pepsisn Gutg Guyfel
Lﬁ'&f JipurGes 462  Gundey Bl BiLGwrsTear N v
Loy CFWBLBSSHIH60.
OBBEHSIH OFHMLTLITL 60
4.6.3 v v

S L Hemen el(hHs OFuIHen
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SITFTEIS BBIOITRIBEHDHETET HBH6U6L LBBID Benewiul LTHISTIL OETeTamns

6.

SHBH6U6D LOBEHILD @enewiul LITHISTLIL|GS
QS TeTeNBUINET HEISTENNSHSHE0 LOBHBILD
HIILMUIe] CFUIUSBETET (LPens.

6.1

6.2

6.3

6.4

6.5

6.1.
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HBH6U6L LOBMILD Benerrl LTHISTLILS CsmeTendmul Bl (LPeBLLIGSSHINSHBES
(PEUILITES, SITFTHIS GUGMEISEMETL LITHISTLILSBSTES SHH6UL LITHISTLILNenerd
sLLLNglug OsTLILI s Bpeuamseaiss SBELTMSL Hensvemniid
saiLBloug SeuFLnTaiosTamr@d. o dHsmawl WAL B SmHalumersl,
HBEID LOBRID Benewiul LTHISTILS SWTT Hnevenil Si(LpevLIBHaIeIHe0
SIFTHIG STUAISH T SBELTMSU HGHF Hloevenwd SemiBLISHEGLD almsied
QU AINLDSHSBLILIL (H6ITENT S

SIpBEemms Qevniends CFIL oueial Lifley 6.6 @60 HIUUL(Beten ailermesaerer
SlgliemnLuled QsTeTensulmear SiLeLIBSHSHIIS OHTLTLI0 DFFTEIS [BBIeU6THIS6 6T
SWMy Benev GB¥SHSI LJeunmis & gener GoBOST6TEpLD. HTeumL|se6r 6
SlglienLuilsd, Qsreimauimer SiLBSSHINS OFHTLILID DFFTHS B BIETEISEHSE
UfbSInTHET GULPRISLILIBLD.

BOevmiens Gl SLH QUBLTHS SigliLlentuled @eUCUT[H DITFTEIS B 13I6SH 6T
CLPEVLOTER|D QETeTensd BeWISSLILTL (B L L HHenar HILTUIS OFUISH HBH6aI60
LOBBIDEHFLT LUTHISTIL &L 0L 6w (20050FSiwampe Wl 26meYhs EMHHL_J&Mmele0
20RHY) BHTRT SeWISSILT. (B L LSHHMNT aUPEIGL. Devmind Bl oL
PBieaisHer QU BOTsHs HHale0 LOBBID Oenewil LITSHISTLIL SHWITIHeDNeOmL
GoLIBSHSIuBBETET LIfHBIMNTHET GULDEIGLD.

PBeasHed Csmermes Oi(LpeoTsselemar OFuleoTBBImSULTmeT (SIe0VHI
SWMiBlenev) FHILTWIS]| CFUISBES, JBHG&GMBUWS0 alemmsbstHaHishsamend
Oamemiperen Lfley 6.6 B0 Fwjlissiul L alamsCsTésTag LWeLbSHSILBL.HHa60
urgisTy o sHCWTEsHS]T, LIsTar LssTes 2 S5HCLTSsHSHT, DIeVSH HB6I6D
OaTHevpIL L LUTLSHBSL Gurmitiumer © SHCWnasHsT, Bbd ST L
Uisd Gguig, @eaiGeumm eumLpb SSCLILT 30 oib HbdH Slevevd DISBES
(PAIRHTH Bpleuen Henevalflen mBCUITLILISGHIL &1 Bevmiensds CaIls@ eIl
meUSHBLILIGSH60 Gouemt(BLD.

@al6leumm alemeysel alflauns udeveilss almbLb ugdeveiiiue] WAL B
alemd OQarsHar @uduied @nilysser Lflaled alfleurs udevellds (wiguib.
udevallineny o flur ugnseiesr alflouter elaTsassHBITE BbHH DLEUMTSHH 6T
CFTBE6EhH WIS eIl LITTSHS60TLD.

WHIL G alems CBTSHH
SIMNHS DIJFTHS HBIEIOTEISEHD SuBBlen DifleydE 6Ll igwl suamyuied
@alGeumm alamas@h aleomLwelsarsp Csl(hé OsmeTeniLibBaaiser.
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2_6iloNe @)
HEMHBTUISITEN[HEG
SHHEUED LITGHISTLIL|
SHEMIEEBTUIEY
QUITINIL|BSMET
SULMHIB|L|6TTETTHT?

5.  Beuemotais Haeusd 41.3
LTSI OTRVaV]
HB6U60 CHTLHSOBILID
GBS SILOTEIRIBD6T
BLopOsmsiTeuH BTN
G (Welenems
Qs remiBsiengm?

6. BIBICUSIOTEISI HH6I60 4.1.4
MmFL] LITSHISTLIL
QaTLjuren B jessiT
GNHS SIOTTBIBMET
BLoBOsmsiteugiBebTen
G (Welened
Qe Bsitens?
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QBIT6ITeN®

) HUT G cuensuiB
2 _FMHBHIEN60T

) X 7. 5 BIGUEITLOTENT ]
@@JQ)‘]U '-.““6{“” LSS EhHE BB
OuUTBILIL|SBa6IT LWy QUITBILILideemsTT
Gkt

ellenasL061M S SI6iT6NEM?

FHmenr eNHH) 8.  QummidbansId 4.1.6
BLITS6M6T HB6UE0

UTSHIBTLIL  &menen
BuLGHSINBBE

Bipisued gCoHamid

BL_6UIQ &N

SIBSH HHSBST?

L6drenrenf] 9. "fs@radwn oppib 4.1.7
Qe silenel "Byed’, Hoaied
P Q& gHIboHeT 60605
LTI SSe0MEeN (paSoTaBHAWHHeu60
2 6lTeL L enLOLIL|GULORIG BT
B6iTDIEIEBED
BBV
MBWTEHLD NP BMlssilsn
eimenenils  GFmaamenasi
OBBID LITGISTLIL|
DS Hhis6isn
Bipieued CuBosTsTeBsT?

10.  Pmieuensden 4.1.8
CFweoLITBEH6,
QBM6TTeNBH6N, 2 &HdH6N
SIVEVFHI HILHISGEMSTT
AUIQEUMLOSHSI
QFWLIGHSIUBH60,
2 _[BIB6IT [H1I6U6IID
SHHEUD LITHISMLIHLI
HMBB0 GTHHSHISTETHT?
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CsTeiTenas
2 _FTSHHIN600

wFHUT B sumasuiB OeETeTend

OFuied &L 1D 1. SRGSH BBeued 419
HBHEUD LTGISTIL

BL_6)1) 8560855 (6Th & &HT6N

H& eBUT(hoeTenerd

Qs remiBeienaT?

12, BmhissTg HBieleD 4.1.10
DIH SHBH6UD
UTSHISTIL CHTosRIEMm6TT
SMLUSBEG lHHI
Qauwwtiu L
QF WS L Fisener
MEUBHSHISTENHT?

CUEETETUN 15 puempSie oupwd 421
SIGHL_LIT6NTH GojbEn pEa
Ogngg1bsmen 2 misaflen
STEDISY BIBICUSITD  SienL WITENTEI

SoMIB MEUHSHI6TETHT?

14. o masflsn Bgeusmorengs — 4.2.5
HBoU6D  O\F TSI BEMHL 60T
Sememibgisien G flene
wHIB CFuIHisTonHT?

15. 2 misefen Hmieusiid 4.2.6
HB0U60 OBHTLIGOBIL LIF
QETSHSIHHMsT
SIEMLLIT6TTEI
SEIBETENHT?

16. o misefsn Bmeuemotang) 4.2.4
HBHou60 QFThH USIBaIL I96d
HB6U QFTEHSHIHHMENLI
udley OFuigsmensn?

17. o msoflsii Ppeuend ssosd — 4.2.1
QMBI UF CFTHHIBHMAT
SIEDLLITEE SemBsTenEHT?
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Osmeiensd
2 FTHSHIEN60T

AT auamsui® Qe GLILGHT

18. 2 missan HpiuerDd SHaHousd 4.2.4
QML Cardail
L& CauOLTeSlsd HH6usd
Qamfsomp g
Qendgibsmentl
udley GFWFeToTHT?

19, 2-mimsfen HmeiamD 4.2.6
T pooued OFMfsomI L
QsTgiBEmaT SisuBsit
EBupsNSHs
it uilsd susnsui®
QauiglsiTonsT?

20, 2-HEes Bpieied 423
Q&régid sl
2_flenLowimenydemen
SIDLITE SenBTeNST?

2 _MHIB6T BgIeusiiD 4.3.1
(PSEWIDTEN  HBEUMEV

Crulibe (e
GBLTSSLD(H02_g6l6u)

QFwIBBeHT?

GPWTGSSHLD 21.

SIMeVaUflENFHENT (LPsVLD
BBGD (P 2 _BIG6IT
HBIGUSTLD (L&HEWLILDTET
HBHOUVBMET GHBWITESLD
QFwIBBHT?

QuienBes(s 23. 2 Mm&sT Hpiauerd 4.3.3
LITHISTUILTET  Ligh3 S61M60

(PHBWIOTEN  HBHEUGBM6TEF

QFLNTEGIBHT DieVe0SI

Br1flbSBeHT?

LITGHISMLIL

24. &, Qeeitenid, FILILGID 4.3.3
BB CeulILIBleney
SpBLauBei b
UTHIBTLILTET  LiE 3 SemenLl
UTEHIBTES 2 hig6IT
Bpiueid H@bo
[BL_6UIQ &M EHHEM6IT
SGHHBHSBSHT?

25. UTHISTULTET LG3HBEHEE) 4.3.3
SIHISBBBLILLTSH
BIMIPENEN 2_Mhidb6iT
BBeued &HHSmBST?
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CsTeiTens
2 FTSHHIN6000

WHUT. G euensui®

(A 010%

GG SB6IT

iDL LITET
(LPSBTEOLOHSHI6U(LPLD
SIS (LB

&L (huumGLD.

J6) DEHBULITEHTEHL

o fliob GuBp
GLosirOummsIT

LOBBLD

B ememiLIL |66
BBmBULBSS60EHST

26.

27.

28.

29.

30.

31.

32.

2 _HiBsT HBeIaISSHE
SIDLWTET (LPSTENLOSHSHIGUD
BYIL SIS0 HLBUUTH
Qemetena (Identity and
Access Management)

2 6MeNgHT?

2 _RIB6IT [BIeI6ID
QUBVICUTEN  DIRIBBTTHMSLI
(strong authentication)
LWeTLBSSIBBHT?

HRIB6IET [ BISIGITLD

H76)| GemTemsnLoulanen
(data sovereignty)

2 mg OFuiSamsn?

Sy BFemeusmiLILl
QUBIISBE (W6l 2_Mmigei
Bpisued UHMS
wAHUIBSBST?

HBIeueID OFe0sLIQUITELD
2 flioib(BH6T) GbTeviL
QUES (LPHBENLOGHNET
LIWISTLIBSHHISBSHT?

S BLHELITEIT]  6ULPBIASILI
FBUSBH W GeHemTLIL|BET
IDBHID Bl EHL 6T
Bplouengen

B S(LPmBLO(&H6TT)
L& sIUL [Bsitemeeum?

ol BLMELITE([HHE
QUBIBLILIL L (PdHEWwiLoTer
EmemILIL|&6TT
BBislLBeImS

2 g OCFulousBBTN
HEDL(LPEDB  2_HIG6T
PBeUaISHLD 2 siTensT?

4.3.4

4.3.5

4.3.6

4.3.6

4.3.7

4.3.7

4.3.7
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QBIT6iTeN®

. WHIT G auenasui®p Oaréiend GMIILES6IT
2 FIHHIM6NT

33. HBEISID DS 4.3.8
BuibHyhissisid
QFsdaILIITED
2 _fliodgIL 6
SOUT®sTETSTIIL
(Antimalware)
GlosiTGLIT M6
Bmieilusirengt?

34. 2 sFH0WrsLe HB6U60 4.3.9
QBB EHHBTS
S L
16)60T60T(6h & 60 6M6NL
LWGTLRSSHID LU S6n6T
PILTE 0 TV )
S BLULGHHIEBST?

35.  SwoUTmsi 4.3.10
QememibBLILIL (BeiTen
Ll6TTENEh FEOBEMET  SIBBB
ETE S TG
16l60T60T(6h & 60
AUIQLILITEITEEN6TT
SIDLOSBBHT?

36, Usisnehasd eufuims 4.3.10
(PSEWIDTEN  HBEUMEV
SIIILDCLITSH! SHhiseisi

[H\BI6UGIILD

GEWTESSHMBL

LwsLBSSIBEBST?
&BmereyL! 37. ©_Ribsi Hewiel 4.3.12
UNQ-IEBHI.JLI SUENEUIEHLOLILTED

2 _RIG6T BIBIeNaTHSL 1D
CLWTeUTeY 2 6iTengT?

& SHEMIH6NT

BaTemsvhemev 38. OsTemsuplans 4.3.13
SIEMIHED 3@1&5@3&,@ 2 MG

. BI6UEIID LITGHISTLILIT6N
LIT&ISTL
&l H Gougaeusd SHelwimy
GUEHBEVUIGHLOLIL|EH M6
(Virtual Private Network)
LWSTLBSH SIS BSHT?

39. Ozreasmssh Gomseh 4.3.13
SIDEMSHSH| LILISTITE(ETHLD
Boupsacusd GHeflumy
CUEMEULIGHLOLILEHEMETLI
LWsTLIGS B BTTEeNT?
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) HIT B suensui® OsTeiTensd
2 FM&HSHIEM6mT

STl 9yg) 40. o msel Byeuend syoer  4.3.14

apGeomLmLID syl Uygl (gwe wof))
IBHBBHT?

41. syl Grdssit syelF 4.3.14
QFWeTESSH
HNSHIMHEH 2L 6D
FHwrs CsTensuaisd
2 eiion & BHBL,
LUTHISTULTET GL&H3Hls0
Ba10dbaLILL BoTensT?

QTSI BH6MM 60T 42, adwworer 4.3.17
LITGHISTLILIT6T HBOUVBEMEE
SIBHBBEV

QsrewiL  LlstTeem)
DAL_SHMHIGHENEN
SLBILGESS

2 _RIG6NT [HBIeN6ID
Lisireumeusmsuilsd
85D

@aenml LeuBpisnsT? -
BIMLTEGSH0, GSEHIB,
2 | sfHuing
CraLILBSSIHE,
Bxli1H560.

DBO) )1 CGEDIN 43, shssiilen [HBIaIeD 4.3.18
LIITQ_I&':!TIL]L] 2 66N HH6U6D
~ : LITGHISTLIL] SHemebaTLIe]
BHEMIHSHMTLIEY el @ :
T BBIpFS S L GLomeissne
WpIEI; MaUSHF (B HBSHT?

44, o miseiT BipieueD 4.3.19
urgiiy G wBBID
2a1(BHEUGD BFTHEMENBEMET
Gevmins G (psuld
QuosiOLImmsiT
LILI6STLIT (B & 6meTT
aflFlLBSSINBBE
(eit QFwWsLBSHSHISBSHT?

55. gussis samef 4.3.19
AUEHEOLISHLOLILIB(ETHES)
Uty wSnie wppIn
oapHeusd CamgHemanLismend
QewBLBSHSWsiaiasmm?
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CsT6iTens
2 FTSHHIN600

AT B auensuilh OamsiTens SBILILISHS6IT

&l 1960 HbSI 46. o mimefen Pyevenoteg  4.3.21
BGeuemev Bovmins  GsiganTed
QUPRIBLILLL 6l 196 BHE!
Bousmevs@iflu
QN BT (BH6OHM6T
UlerLBpislemmasT?
(OF1115%:5) 47. Q8mhs ETHMmHIBMENLI 4.3.22
ST HNAIBEDET ugle) CFLIGBETEN
SIVIRIEVSH @mmu-'“?" E@'—@@H}
.. SIBHMEMUD  SHhibellsi
ComausEnbeL BBieueDd OememiBaengm?
LIS SHHISHE0.
48. (padwiorer syelenen 4322
QFwWeiILmBULGSHSHINSBE o

Sisoeg) BeMGHEILILGHHINSHBE
Q&ThHe EFTHMMIBMENLI
ULSTLGSSIoIS(BE
SRG6Me Blieued

I usiaalsmsT?

P a1peyHerMenet 49. #pBHEHHBAL LoTeN 4.4.1
B EATC Y G\&u_!ei)urr(B, Qg,.rn_'uu, .
HHLG, waugerd, LTSI,
SIHISHfBHBLILLTSH
SiemIB60, CHTLIL|BMSTT
BFBHUILESHHIHE

SIFV6VGH! LITHIBMLILE
OQamsTemnsml  LBIH60
SABUWUBDB HH6UED
LITGISBMTLILIEE
Qurmitiumer BUFL LD
(OEIONESE ]
26110l & 6ThEE
T Y]

S yBISSusiensn?

50. BEssl 6LGLTSHIaISI 4.4.4
Bevmiens B EBE
Slevevgl Bouml BHID
SILILGE Sememiu
LITSHISTIL  [BlELDeys6iT
658 Ssiaistsfssmn?
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QBT6ITeN®

) AT B sumsui® OsTsiien®
2_FTHSHIMm6uT

@&BQQU 51. o riseisir 451
Lgdeoaflii PDeUeIDBB R0
HLpid LI
. . HIL Guomeislsment
'[ﬁl_l_',&)gg@m& : (Incidents Response Plan)
CELBLGSSIGID ABHd CelEsTensn?
52.  s&ai60 0B EFL] 452

UTESHIBTIL  [BlBDesumeinilsy,
IB6 QBTPBUTH 660
HTbBHB D
GDMBULSBE Sis0605!
SISHOHMIBLTL 196060
1ong  GFLOLLSBE
Bae] LgevaTbELD

S L Glomeiisnen

B\ BI6u6IILD

QFWBLGHSLsTETHT?
CuiflLir 1818 53. o mimsen Hpisuend 4.6.1
SALpib BuflLy HapOsumsiisd

1B enan auESILGHSINSHE
alpdsd Gt L GuflLy
1B Ud S L Glorsinimen
(Disaster

Recovery Plan)
MOUBSHISTENSHT?

FL HHemend
QFLBLIBSSISLID,

54.  GufiLy Bamsisd 4.6.2
(21600081 Bmipa),
SR [HpIsUsIOTEIg
Fremebs CFemaissianar
LB6EMIOLILISHE ABH6T
BufiLy By L Crsimiener
QFwBLGSSITBST?
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OFmB &6mehduiLd

SOUMmET eIl
(Antimalware)

QarsgIbseMen auamsuiB
(Assets Classification)

QFTHIHIBHMNGET LITSHIH-
meueui(Assets Custodian)

QarsgIbHeNe o fen-
owimenif(Assets Owner)

SHB6UEIET SHeMLLILI-
aey(Availability of
Information)

SHB6U0 CFTHFHIHSH6M 60T
Byadlwg Heeno(Confi-
dentiality of Information)

o _emijSHmer s
SHBEUD CFTHFHIHBH6IT
(Sensitive Information
Assets)

(Wa&wiomer . 2_ewiyH-
BT &S SHBEUED
Qarsgisasen (Critical IT
Assets)
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SDEOUTHET THFLIL 6THILS FTHaMmISHaT0 2 6iTem SLOLTHEn6TE
SN Ol6060H Hewilell (LHEMBENLOBET SI606VHI LI G
FTHNHBEMND SHOOLMHEM6TSH STEHGHUMBHDH HBHHH
QUQAUMDSBLILIL L QLOGTOLIT([HEMT@GLD. TeVEaT 6T6iTLIGHI BHemilefl,
GaFeu] ©le06vHI Hemflenl eueMeLLLILOLILIBE,

(2_FTJemid -  emeuUTerO&6IT, L|(pda6l, ransomware) Gasld
alewenalliLsBaTs CousniBOLaTEB  augaIeMDSSILIL L
QLOTEILIT(HEMTGLD.

AUMBLILGHHE0 6IILFH HHeUD OFTSHSHIHHM6N D60t

2 _anuijSHmen Henev, HbseuTan Hlensy LOBBID SbHH HBHEUMEUL!
UETousTed gBLGBL HTHHD SdluleuBler Siglilent ulsd
AUMBLILBSHID CFLIGOPMBUTESGLD. HBIURTISHBE D6t
WHEAWSHIUSHBEG gBL SHH6UL CUTHSHSLOTET Sjemailevment
UTSISTImLL GUplaIms 2 pBiF CFuIesH (pHearemLd
GBTeHSLOTELD.

FHBeUe0 CFTHH 2 FlenLoWImenImed eUeNTLIBISSLILIL L
Crmausends@ gbu, CFiHm s, OQsTem(h OClFedsoliLLl B
SI606VFHI OFUIOTSBLILIBEUSTC, GUTDSMBE GIPBE (PDEUSID
QbH HBaUL CFTHMPL LTHISTHGW GUTBILIeNLS CsmemL
PBleaISHe0 o 6o BLI.

QM CFTHH 2 Fenwmen] eIaileu] OCFTHHISHH6T6 DIeTBITL
PHUTeSHBEG CUTBILILTSa|6TET  SLCleTTHeTTeuT].

HlevLLiLeeutergl Filwimer GChIgHae0, HLOLISLOTT SIEDIH60
LOBEBID SHBeUMEVL! LIWTLIGSHSHmS 2 BIF CFuispsl.

ArafuSHSHEmD 6TaTLS DBSHFSBIULTSH BLTHEHSELD
PBIATRISERSGL HBeusd Oeueluil LIl T eT6ms
2_S$HIUTHHMDdH GBSHBEI.

Gl SHOGUT(H SHH6eUed BIPLIL|, IBBLD, HeUBTHEL LWTLBGSHSHISH0,
CouellILBHHIHN Sievevd Capmeval iPlulenel HiBIeI6TLD
SIS OBTLILML W HeTBLTHET SIeL6VSHI [BmIeuen s ell et

" BeveiidBemen GOTFIONS LTHSEH60MD. bd HHaUed OFTH-

SHEBMEN OJF BHNleUaTHSHTe0 & FHFWb’, "Fedub’
LOBEBID “eumdIUBISSILLL. LSTe]” 61eTl 6UmMBLILIBHSSH60MLD.

WHAWITERT HB6UeD OBHTIGOBI LI QFTHHIHHET DeNLOLIL|
TGOS DIBISHFEBLILILTSH WIS, HeUBTeT LILIGTUTH
SIS HBTR| DUWIMEU HBAUGD .. SIMIOLIL| DI6L6VHI
SMBLTSemeT GOTFIOTES LITHHS60TD. BbdH SIenOLILSEHHE
2 wf L urtgstiy CoHemeuliGans Gweid &6
auILIISSLILIL BeTeruiy (pwaewnrar CaFl SHHeaed o L&l Lol
QAPUSHVID AMBHTD. QbP HEH6UL LTHISTLIL CFTHSHIHHM6T
PBaISSTe0 (PpoHddH ieud aumibs BpId “seab
WPSHBWILTET 6160 GUMBLILIBSHSHEVMLD.



pédworer Gxdlw
HH6UD 2L HL L LD-
LiLy(Critical National
Information Infrastructure)

199 L 60 enBOWITILIE-
" &e6iT(Digital Signatures)

@Bwrssb(Encryption)

SIETHIS Bipeuamisen(Gov-
ernment Organizations)

HH6UD LITHISTLIL|
&L pUUT@Gs6i(Information
Security Controls)

HH6UD LITHISTLIL|
o BBCULTEHE)
(Information Security
Officer)

HH6UD LTHISTLIL G(1P
(Information Security
Committe[p)

(WHAEWILOTRT HB6UD © I HL LWL 6IFTLISHI DIeNLOLIL|SH6IT
SIeVevgl auFdlaaiemens GUEULIBHGBH, DIBHET SUIOTENLD
Slevevgl olfeumeng Cadlw UTHISTLIL, BlHeUTHD, GLITHETTSIILD,
SFSTHTD OBBID Rh CHFHHIT Fepsd Heveriled LisvaTeromest
SNBBHMD JBLUBHSHID.

L 60 MBOWIMLILIBIGET 6TeILIGHI 1923l L 60 QFuIgaser
SIS DLeUTEIB6T6T BOLIBSH HeTnoemw! Fifl LTToE@LD
smild FHWT (POBOLWTGD. BF DIIILHFT BLOLISSSHETENLD
(LwieTTE6Te SlemLWTEND), OFUI% Q@HeNLILTG ((LLeBUWIBS
LOTBBLD SIeVeVSHI DPNSHE 6THTTE LITSHISMIL]) LoBEBID
pimafiiy (2 _fleow CamriulL Si@IIBT Lleter] Sieleur-
HNS 2 (HAUTHGMS DBISS (IQUITH) L& LB
QULDEIG S BS.

LMBSGBIWTSSD 6IGTLSH @b 6afll o mfF GFuigamw
urgisTiuTear-GBuid CauiiulL @ eJ 6T LOTBBID
QFWEOPMBUITEGLD,  LMBGBIWTHSID LD DiFHemeT LBewI(BLD
MBI Lfibal CsmeTen (pouiTgi.

2016 sub Spemiger 12 oD BevsHs HHEUGIHHTETD -
IDFFL L & e0aUMIUIBISSLILL L LISJHISDIH SHTTFeDLISEN
SITFTHIS  [HIBICUTRIBETTESLD.

UTGHISTLLS S BUUTHESET 6TeIlH HBH6U6D LDBHBID HHeU6eD
CBTHOBILLIF CFTHBHISSEHSHSTO LITSHISTLIL| DILITLIBISMETSH
SNJULISBETET, HeWILMlUSBHTEN, GTHTILISBEHTON DIGVVH]
SOBLILSBSTET LITSHIBTIL DI6060H 61T [BL6UIQEHEMBHETT(ESLD.
S BLUILTES6T 6TeTLg COBTHEOBIL LIBIG6T, OSTeTensH6T,
BEDL(LPEDBEHET DI606VSHI HBH6EU6D OFTHHISHMENL LITSHIHTHS
MUBBLILIGID CFuIedEH6NTed B(HbHGLD.

SBOU0 LTHSTIL 2 SHCUTSSHSH] 6Taial] el B B3ielendder
GMIBCMeiTaH6T, PGeITLITUILD LOBEID HEH6Ie0 GCIFTHHISHS6NT
Gurgiomer oleNe| LITSHISTEHELLGMmS 2 1BIF OFUieusBaTen
CFwed HLmisemen Bpie|He0 BEpID UITfiLSBEG
Gurgitimer @@ FGFL Blewsoulevmer  mheuTs SLeuT.

SHBOUD LTHIBTLILS G (DeUTeNSH, SHB6UeD LTHISTIILS SHLLOL 6V,
BHWwelHHe0, CFUBLBSHBHIGHN WLBBID HBHEUD LITHISTLIL]
BLAIYSHMBH6T OFLBLBHHLILBAIMSHS HERTHTENNSHHE0

o 6ol L §@6u6d LTSHISTIL OBHTLJUTET SeneTSHe! L aUIgHMmBSMENILID
BPBaiSSHB&en aufl BLISSID WHBID Hihadlb@n Ge-
Imenss GBI BB GBS
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HIH6U6L LOBHILD [BHlBDeY
(PSTEMDSHSIA (LeNEn-
wenLa6IT(Security
Information and Event
Management Systems)

HH6U60D BIILD EeneuTil
urgiamiy (Information
and Cyber Security)

SB6U0 CFTHSHISSH6IT
(Information Assets)

H1H6Ue0 OBMPeOHIL LI
QaTsg1686T(IT Assets)

oa(B(HeUeMeVS  HETLMLLD
(LPEOBEMLOSBEIT "
2aBBeUmed SBEGLD
aufl(PeBENLOBET
(IPS/IDS)

2lo

SHBEUE LOBEHID HBLDE| (WBTENOHHIE! (LPENBENLOSEIT6TETLIS]
udeys Gamiysefedmbs Caafllilg Hremer LIGLILMUIG
QFUIHe0 LOBEILD LTSHISLIL] DIFSHDBISHSH60H6T OBBID [BBD6)SH6N
Ul olémase WWBBID BELEHT Sawiel SemsmenilienL
QBRSNS (LPSHBWILOTEN FHSHe0HMENL LB 6UeNeOLIHLOLIL|
PhHaurdsensdsd sflalsdamaiar urgiamiier HahCbr
LGLIUTWIENS! 6UMIS LTSHISTLIL [HHLD6e)HEndaSenL Gl
QUMBVIGNLOLIL] GUeTEILITHeT BB LIFGWITEEISET eLpsOLd

2 (HoUTHBLILLL P L 60H6IT QHTLTLISEIT
IBLUBSSIBBS!.

HBEUEL LITHIBTLIL 6TelG I @HEeMLILTH, TaHdUdSeaenLn
LBEID HMLSGD SHTmomL 2 BiF QFUISBEHTS
OMISHHSHLILLTSH DIEIGH60, LILGTLTH, GCeuailiLiBd e,
OenLuwiml, LTBBL Devevd Siflaledhbal CFTHBHIHM6NLI
uTgIsTILSmS GUBILLIGSSBS. B3 OCeueten GUBSS &
Gurens gemanl QuiBenas CuleyseilelBhHID, FLT
QaThsvmIL LD Sevevd Goupl gGHMID aufsafleomen LiwieLITL (HL et
polpLIE6TeET G5B almenals@d BLallgdHmasH6redhHbal
BB  FTIHS CFTHBIHH6 MRS OBTENIYHSHBEB DI6L6VHI
LWUSTUBGSBIBIB  HBeued OFHTHOEHIL L CFTsHgIss6 6
UTSHISTUILNenET ©_6iTeNL &S Bl

FHB6U60 CFTHSBI 6IFTLSHI HBIUNTHIHBE LS ILGTENT HBH6I6D
Slevevgl Fralemeand GNIULBHEaBEI.LOOTRIED 6UIQ6aISH 60
BOLESGD SOUMTHRIGET, SHTOSHDHEN LHe|EH6T BBID ST S
AUYAUSHH D HMLBGD DLEUTHRIBET, HB6UD O\FTHSHIHENHHBTEN
TBHBHIHHT_(BHH6T: CFTH CHTLILGSHET, LILHISET, HI6UDHH6NHH 60
uewilwmenyseiler seilulL usfle| e B0

92 GITENL MIGLD.

FHB6160 COHTHOBHILLIOFTSHSI 6TeILSH HBIURTSHSMBE LSLIL6Ten
HHOUT(H HB6UL OBHTICOBIL LI © LISTEIBIGHET, HDH6U6D
SIemolIL], QeTeLmmeT, GFLOLIL] e HID.SHewielBH6lT,
BremeuIBHIG6T, HenFaldell, 6U(HH6T, CUEMEUIHLOLILIHSHEIT,
QLOGTOILIT(HET, HHEU6D DIMLOLILIHET LOBBILD DIHET FnBIH6N
LB WMl BB OHTHOBIL L CFTEHSHIHEHHST6

1B SHHIHHML_(HHTSLD.

2(B(HEUE HEWILNBIHE0 SINLILS6T 6TeTligl SIBIWLILLL  eFLIT
BNHEGHE0VHEM6N DINLLITOND ST 6UenEULIMLOLIL] CLITHE6UTSHemd
UGLUTWIe| QFUILID FTSHeamE6T. 2mEBhHaled SHOLIL DlenLo-
ULs6lT FTHRTHIBET 6UmeuIenLOLIL] GBFflgedener LiGLILMUIG)
QFwIgh SPWOLLL MFLT SHTHEGHOBMENT SienLUITETLD
TSNS GSBEULIBS GBS, SBLULIID, Digl HEWILHBulb
STHGH0B6Me aumsiier Sl ulsd LTS0S PRIBLILIBMSS
FHBLLSET (PeOld HTHGHOBMEN BIBIHS LPIQULD.



Seueler ChryenLod
seirenio(Integrity of
Information)

2 HF0wrsLyjeu
aienehaFevmeir (Official
Email)

saflu L dereay (Pri-
vate Cloud)

Qurg dereyl (Public
Cloud)

By yeterfl Crrdasid
(Recovery Point
Objective: RPO)

By Cry GCrrdsd
(Recovery Time
Objective: RTO)

(PMBELOSB6T  SHlgeTLILIB-
531560 (System
Hardening)

Quuihas sefiulL
auemeuwlentoliL] (Virtual
Private Network)

SHBa1e0l6T CHIMSSIOID 6IGTLSHI SHEUBTET LOTBBLD Di6L6VHI
OIfesE aTHITS SB6ULBH6IT LITHIBTEHBLILIBOIHM6SH
GUUIGHSTBH. HHEUITRIH DIHET PGV AUIY6SHH60
Solums g 2 BiIH CFUISBI.

DIFSMLILLT6U L6 6hF60HET 6I6HILIGHI “LILD6T.LLD”  6T60Ts
GLTenLoeT QUUIBL T SITFTEISSHSHT6D UPHIBLILILL  LHl6iT6TehF60
FHENTHGHH6IT ELD.

BaxiHOSBHSILL L LS EhsE& WL GO Qmeniuid Sie060s!
SHflULL 2 6T6TS 6UMEVLIGNIOLIL] FLP6VLD GULPHIBLILIBLD
BFemeuE6T.2_HITEWID - GURIEST SFF SleTay

Gurgidenal BFemeuuienen eummid GNHILID 6TOUHEBGLD
LS55 FlgISTE B[HBHGELD.

L Leiterll GBrsbald (D) 6T6ILIGI HIBICUSILD 6T6I66T6)]
OlgHaly STULILITSHSmen e1(hbs Gouemi(BLd 6IGTLISHBSTEN
Slemaih oLGWD, Gweud WL CLBESILLL HT6| 66666
UaIsslILBLD aelLmSs GBlsSBal.srmel 6L BUUSBE
gBBIS QEBTETENSanIgll SLIDL BTVSHMS B& GBSSBSHI
2_FHmyenions, STUILILITSHEepsE Sl ulsd @ Gurfey
gBLLLTeY, BINBIeUeTSHSTe0 2 MHIOL LoHIL6Ten HJ6y Siev6vd 2
LewiGBIL Sl6vevdH (P Hrensmud Bds CHIflBLD.

RH UISHSHD OUTBISHHIS OQETeTensdnpul Geauensouisvsor
Cpréms saWwEHssns.en CuIfalbel UnG Bipcuersss
QFWeOLTHS6T LOBBID IHLOLILEBM6T LB CISHTL MG 6USHBST6N
QUL BLLLD @FHIUTELD.

sewiel SYAMILBSHIHEO 6IFTLSH SHBH6U6L OFHTHEOBHIL L LTSI
BB FOJFD CFUIWNILGMSBETET FTHHUIS TnBISMm6Ts
GMBHS AUIOLHeN60 2 _6TeMenLoe] LOBEID (LenBenLOS6leneor
LOTBEBIUSHET CLPGVLD @([H HeWTENEDUIL! LITHISTLILISBSTET
CFWET(LHMBUITEGLD.HTHESHH0 CLBLTLIMLIS (&MMBLILISHET
ceV(PLD, SRIBMPEG CFWBUTL Y6 CHTHsHHMBETS
FHTHGLTH6T QHTLJHSH LWLBSHS WUIBSSESLD
FHDFWAHM6NSH HTHGSUBT (LPEU(PLD BHmend GIFUILIGUTLD.

alifFaieusy LlengGoul OBl Oouryds, SmenusHHed HIa|sH

OBTLILSHTS WMB GBIWTSSLILLL SJBISH LTenSHemIL
LWSTLBSHS LTHISTILTERT Senenilienl gBLBSSISBSI.
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SEHAI0 UTHIBMIL Si(peTds aufismly. Beomma CFJllger SyymuiFs,
Ozmetens wppd HULl Liflelammed 2022 Ged OQeuefui Ll L gl HbS eSS
www.onlinesafety.lk clpeod  SigmIgHe0TLD.

OHEGMBVHS HH6UD LITHIBTIL eUfST 96T Sevmiens CFJL Hnieuerddle
onuiFd, Qsretend LBBIL SHSSL LI Lflalamsd UysflesiiulLg. Sgamen
https://www.onlinesafety.lk eignid Saemi M e SigmIG (1PIQUJLD.

Beomend HHU6L BBID Gewewil LTHISTIL epGeomumuid. (2019:2023),
Bovriend Gl PpleuasHear SITIFS, COFTeTens BBID SHSSHILLLI
Ufleflemmsd 2019 meubLifled Lysflésiul L gl BbHd Seuenilener
https://cert.gov.lk/documents/NCS Strategy.pdf erenid Senemii g re
SIWIH6VLD.

NIST @ewemit LITHISTIY SLLeLIL. G &L LenenssT OBEBID OHTHEHIL L
PoussFHammed LysflésiulLgl, méSHu OWwfes afsHss &HamenToaen.
(peud; Fyasen https://www.nist.gov/cyberframework/online-learning/five-functions
a@itb Aeeni@rLme CUBBIG OsTelTem (LPIQULD.

ol 19edlmha CouemevdaTan HHaled LUTHISTIL eUfST I9H6T. Bevrinsd CFIL geaTed
Wrafssiu Lg. Bbs opuansdean https://www.onlinesafety.lk/ ergnitd
S I 15 g (LPIQULD.

SIG HBICINTRISEHSETAT DeNeNILSHEN LTHISTIL D ST BHe0H6T. Be0mIend
Caylen smuIFd, Gametens BRI FHLl dflelamed 2022 G
QeueMuiLiin’ L g1 Bbs opouansams https://www.onlinesafety.lk ergib

B eI (peUD SIEMIGHEOTLD.

QUMEOIGNLOLIL] LIWLIGTLT(R OBHDID Seneniligh em LITHISTILSSTE OBTII60mIL LI
BT BHevsmeT. 2022 B0 Bevmiens CFLigelr SITUIFS, CETeTens LOBEID
ALl Uflellamed GeuefuiLiud L gl Qs spouamsms https://www.onlinesafety.lk
a@ib eI TH Digmis (PIGUJLD.

oLy eleweniil UTEISTILSSTan OFMAOEIL L aufsr nser. Beomamas Gl
PeaigSe omiEFd, Csmeaiams wBpId smHGHL LI Lfaleamed Uyafds-
UL gl BBs spuamsdaen https://www.onlinesafety.lk/ eigud Senemiiignm s
SiEWIB  (PIQUID.

mEnLp 27002 (2013):536060 OFHTHOEI LD — LTHISTIY o LITWEIGT — $HEH6U60
UTGHISTIL (BTSS! (WenBenodsT — CHamauiLmnBsel, FJai6ss [BlLmiseT
pieued, FFasHs sl Lmeser HBleuarddHamed ysfesiu Lgl Bbs
apiaisdHamen https://www.iso.org et Qenemit il 16 Sigmis (Lpiguid
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